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1Introduction
This chapter is an overview of the process of configuring a Virtual Private Network 
(VPN) for use with the movianVPN. The following sections are included:

• Overview of movianVPN
• Overview of the Configuration Process
Overview of the movianVPN
The Certicom Handheld VPN Client is a fully configurable GUI-based application 
you can use to securely connect to a VPN over a wired or wireless connection. With 
movianVPN, you can access and exchange e-mail, as well as acquire Sales Force 
Automation and Enterprise Resource Planning data with little risk of the 
information being intercepted or of unauthorized users penetrating your system.

How the Client 
Works

Using movianVPN, you can connect to a VPN via a wireless network or with a 
conventional telephone line that dials into an Internet Service Provider. When you 
connect to the VPN, the VPN gateway encrypts the information using IPSec and 
sends it through the tunnel to movianVPN. movianVPN then decrypts the message. 
Note that this is a two-way process — any information you send using movianVPN 
is encrypted before it reaches the tunnel, and is decrypted by the VPN gateway.

Once connected, you can use the software on your PalmTM organizer or Win CE 
device to access the information you need. You can send and receive messages with 
an e-mail client, or you can download the latest corporate information with a Web 
browser.

Features and 
Benefits

movianVPN offers the following features and benefits:

• An intuitive graphical user interface which allows you to easily configure the 
Client and connect to a VPN.

• Uses a 163-bit Elliptic Curve Cryptosystem (ECC) algorithm, as well as 768-bit 
and 1024-bit Diffie-Hellman algorithms. These algorithms can quickly generate 
keys and secure the data sent through IP tunnels. ECC provides a high level of 
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Introduction
security with less code and a smaller encryption key than other well-known 
encryption methods. It also ensures fast connections to gateways supporting ECC. 
Diffie-Hellman also provides strong security, and ensures interoperability.

• Use of an Internet Key Exchange (IKE)-based IPSec protocol.

• Runs on both major hand-held platforms: the PalmTM organizer and the PocketPCTM 
(Win CE).
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Overview of the Configuration Process
Overview of the Configuration Process
Before remote users can communicate with a VPN using the movianVPN, you must 
modify the configuration of the target VPN. Specifically:

• Configuring the internal and external interfaces with the appropriate IP addresses.

• Configuring the public interface and default gateway.

• Creating and applying client policies and filters.

• Setting up a pool of IP addresses.

• Enabling IPSec and IKE for a user group or set of user groups.

Note: The parameters you must configure will differ depending on the VPN 
server you are using, and on your needs.
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2Configuring the 
Alcatel Secure VPN 
7130 Gateway
This chapter explains how to configure the Alcatel Secure VPN 7130 Gateway Family for 
use with the movianVPN. The following sections are included:

• Introduction
• Configuring Security Policy
• Adding Users
• Configuring Client Services
• Configuring the Alcatel Gateway for use with SecurID RSA ACE/Servers
Introduction
Alcatel Gateway does not interoperate with movianVPN out of the box. You must 
configure the interfaces and security settings on the VPN before users can make 
connections with movianVPN.

Before you configure Alcatel Gateway for use with movianVPN:

• Install the Alcatel Gateway software on the appropriate computer.

• Set up the Security Policies to allow the Alcatel Gateway to be compatible with 
movianVPN.

• Know the IP address and subnet mask of the VPN.

• Have a list of the names of your users.

The 
Configuration 
Process

Configuring Alcatel Gateway to work with movianVPN involves:

• Configuring the Security Policy

• Adding Users

• Configuring Client Services

• Building a Secure Map
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Configuring The Security Policy
To create a security policy that is compatible with the hand held client, you must go to 
the tssecdes.cfg file, and add the following text:

begin security-descriptor

Name   “movianVPN”

IPSec 

“GROUP 1 ESP DES MINUTES 60

or ESP DES HMAC SHA MINUTES 60

or ESP DES HMAC MD5 MINUTES 60

or ESP 3DES HMAC SHA MINUTES 60

or ESP 3DES HMAC MD5 MINUTES 60

or ESP 3DES MINUTES 60

or ESP DES MINUTES 60

or ESP NULL HMAC MD5 MINUTES 60

or ESP NULL HMAC SHA MINUTES 60"

ISAKMP“ 

3DES MD5 MINUTES 60

or 3DES SHA MINUTES 60

or DES MD5 MINUTES 60

or DES SHA MINUTES 60"

end

This is an example only. Set up the security policy according to your corporate policy.

NOTE: Do not use the identity or Perfect Forward Secrecy keywords under 
your ISAKMP policy. The Certicom handheld client does not recognize 
Perfect Forward Secrecy, and requires shared secret mode which is 
incompatible with the keyword. For more information on updating the 
security descriptor, see your Alcatel Gateway documentation.
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Configuring The Security Policy
Local Security 1. Display the PERMIT/Config management program on the appropriate computer.

2. Click on the “Get Configuration” line in the management program to open the 
Configure window.
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3. Once in the Configure window, cLick on the “Local Security Policy” tab.

4. Select “Security Level”.

5. Select the name of the policy from the security descriptor file. (E.g. movianVPN).

6. CLick “Apply”.

Red Security 
Network 
(Private 
Network)

1. In using the Configure window to set up the Alcatel gate, the Red Security setting 
represents the private network. Once the security policy has been set in the Configure 
windows, click on the “Red Security” tab.

2. Set the “IP Address/Range” to the network address of the subnet you want to access.

3. Select the “IP Address Mask” to set the network mask.

4. Next, set the “Red Router”. If the gateway is not directly connected to the subnet you 
are configuring, insert the IP address of the router that is connected to the subnet 
being configured. 

5. Set the “Mode” entry to ISAKMP-shared.

6. Finally, enable “Secure Map”.

7. Click “Add”

8. Click “Apply”
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Adding Users
Adding Users

Adding Users 
in the Black 
Security 
Network 
(Public 
Network)

1. In order to add users to Alcatel Gateway, you must have previously set the security 
policy and security level by selecting both from the Security Descriptor. In this step, 
the authentication window displays the Black security, or public networks and users. 

2. Click on the “Shared Secret Authentication” tab.

3. In the “Black IP Address/Range”, type in the necessary IP address. This could be any 
IP address.

4. In the “Black ID” space, type in the user name.

5. In the “Shared Secret” space, type in the password.

NOTE: The user name and password must be the same as those in the PDA 
being utilized.

6. The “Confirm Shared Secret” field is an exact copy of the “Shared Secret” field. this 
setting is just a confirmation of the initial shared secret.

7. CLick on the “Add” button.

8. For additional users, repeat all the above steps. After each completion click on the 
“Add” button.

9. After all users are selected, click on “Apply”.
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Configuring Client Services
The next step is to set up the client services.

1. Click on the “Client Services” tab.

2. CLick “Enable Private Address Requests”.

3. Enter the IP Address/Range. If you wish to enter a private IP address pool, consult 
your documentation.

4. Click “Apply”.

5. CLick “OK”.
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Configuring Client Services
Building the 
Security Map

Once you click “OK” at the end of configuring the client services, the PERMIT/Config 
menu is shown.

1. Once in the PERMIT/Config menu, click on the “Tools” tab.

2. On the pull down menu, Click on “Build Secure Map”.

3. The next screen to appear is the “Secure Map Wizard”. 

4. From here, just follow the Secure Map Wizard instructions.

Once all the set-up steps have been followed, and the Secure Map Wizard is completed, 
the Alcatel Gateway is ready to operate with movianVPN.
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Configuring the Alcatel Gateway for use with 
SecurID RSA ACE/Servers

This section describes how to configure the Alcatel gateway for use with SecurID 
servers. 

Configuring 
the SecurID 
Server

This procedure assumes that you already have a SecurID RSA ACE/Server set up and 
running. This procedure describes how to configure a SecurID server to recognize the 
Alcatel gateway as an authentication client. 

1. Add the Alcatel gateway to the SecurID host file. If you have a DNS setup on the 
private network that includes the private IP of the Alcatel gateway, then you may 
proceed to step 2. To do this:

On the server, change directories to: WINNT\system32\drivers\etc

Find the file named Hosts (it will have no extension).

In a simple text editor, such as Wordpad, append a line to the file that contains the 
following information: 

<Private IP Address of Alcatel Gateway> <tab> <host-
name>

2. Start the SecurID Administration Tool. 

3. Under the New menu item, select Client>AddClient. A dialog box called Add Client 
will appear. There will be several fields:

Name: Enter the host name or private DNS name of the Alcatel gateway. Hit the 
tab key to automatically fill in the Network Address field. 

Site: You may leave this field blank.

Client Type: Select “Communication Server”. 

Encryption Type: Select DES. Select the “Open to ALL Locally Known Users” 
check-box if desired.

4. Once these fields have been filled in, click the Assign/Change Encryption Key 
button. A dialog called Assign/Change Encryption Key should appear. In the field 
named Key, type in the server shared-secret (in most cases, the RADIUS password).

5. Click the OK button to close the Assign/Change Encryption Key dialog, and then 
press OK to close the Add Client dialog. 

We suggest you create a test user, or test an existing user after both Server and Gateway 
have been configured.

Gateway-side 
Configuration

The following procedures occur on the Alcatel gateway device
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Configuring the Alcatel Gateway for use with SecurID RSA ACE/Servers
Adding an Authentication Server

1. Start the PERMIT/Config management program. You will get a list of gateways. 
Select the gateway you want to configure and then select the Refresh Status 
command located under the Tools menu item. 

2. Double click the gateway you want to configure. The Configure dialog box should 
appear. Go to the Management Servers section. There will be several fields.

3. In the IP Address field, type in the IP address of the SecurID server.

4. In the Port Number field, type in the Radius port number (1645), or other applicable 
port number.

5. Under the Server Type field, select RADIUS Authentication Server.

6. Under the Priority field select 1 (unless you are adding a secondary server).

7. Select the Enabled and Proxy checkboxes.

8. Click the Add button. You should be prompted for the Radius sever secret. 

9. Click the Client Servers tab.

10. Under the RADIUS heading, there is an Accept pull-down menu. Select either PAP 
or CHAP. Enter the desired end-user prompt in the Server Prompt field. 

Adding a Common Radius user

You will wan to add a new user called “Radius.” Users who authenticate with SecurID 
can use this user. This user can be added under the Shared Secret Authentication tab.
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