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1Introduction
This chapter is an overview of the process of configuring a Virtual Private Network 
(VPN) for use with the movianVPN. The following sections are included:

• Overview of movianVPN
• Overview of the Configuration Process
Overview of the movianVPN
The Certicom Handheld VPN Client is a fully configurable GUI-based application 
you can use to securely connect to a VPN over a wired or wireless connection. With 
movianVPN, you can access and exchange e-mail, as well as acquire Sales Force 
Automation and Enterprise Resource Planning data with little risk of the 
information being intercepted or of unauthorized users penetrating your system.

How the Client 
Works

Using movianVPN, you can connect to a VPN via a wireless network or with a 
conventional telephone line that dials into an Internet Service Provider. When you 
connect to the VPN, the VPN gateway encrypts the information using IPSec and 
sends it through the tunnel to movianVPN. movianVPN then decrypts the message. 
Note that this is a two-way process — any information you send using movianVPN 
is encrypted before it reaches the tunnel, and is decrypted by the VPN gateway.

Once connected, you can use the software on your PalmTM organizer or Win CE 
device to access the information you need. You can send and receive messages with 
an e-mail client, or you can download the latest corporate information with a Web 
browser.

Features and 
Benefits

movianVPN offers the following features and benefits:

• An intuitive graphical user interface which allows you to easily configure the 
Client and connect to a VPN.

• Uses a 163-bit Elliptic Curve Cryptosystem (ECC) algorithm, as well as 768-bit 
and 1024-bit Diffie-Hellman algorithms. These algorithms can quickly generate 
keys and secure the data sent through IP tunnels. ECC provides a high level of 
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Introduction
security with less code and a smaller encryption key than other well-known 
encryption methods. It also ensures fast connections to gateways supporting ECC. 
Diffie-Hellman also provides strong security, and ensures interoperability.

• Use of an Internet Key Exchange (IKE)-based IPSec protocol.

• Runs on both major hand-held platforms: the PalmTM organizer and the PocketPCTM 
(Win CE).
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Overview of the Configuration Process
Overview of the Configuration Process
Before remote users can communicate with a VPN using the movianVPN, you must 
modify the configuration of the target VPN. Specifically:

• Configuring the internal and external interfaces with the appropriate IP addresses.

• Configuring the public interface and default gateway.

• Creating and applying client policies and filters.

• Setting up a pool of IP addresses.

• Enabling IPSec and IKE for a user group or set of user groups.

Note: The parameters you must configure will differ depending on the VPN 
server you are using, and on your needs.
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2Configuring the 
Check Point VPN-1 
Server
This chapter explains how to configure the Check Point VPN-1 server for use with the 
movianVPN. The following sections are included:

• Introduction
• Adding Groups and Users
• Configuring VPN Client Access Rules
• Configuring the Firewall Policy
• Managing Network Objects
• Enabling IP Forwarding
Introduction
Check Point VPN-1 does not interoperate with movianVPN out of the box. You 
must configure the interfaces and security settings on the VPN before users can 
make connections with movianVPN.

Before you configure Check Point VPN-1 for use with movianVPN:

• Install the Check Point software on the appropriate computer.

• Set up the default access rules. This includes specifying a name for the default 
network object, configuring an IP address and network mask, and enabling 
automatic network address translation (NAT).

• Know the IP address and subnet mask of the VPN.

• Have a list of the names of your users.

Note: There are versions of Check Point VPN-1 for Windows NT and 
UNIX. This chapter covers the configuration of Windows NT 
server. For information on configuring the UNIX version, refer to 
the appropriate Check Point documentation.
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The 
Configuration 
Process

Configuring Check Point VPN-1 to work with movianVPN involves:

• Adding Groups and Users

• Configuring VPN Client Access Rules

• Configuring the Firewall Policy

• Managing Network Objects

• Enabling IP Forwarding

Note: This chapter only covers the configuration tasks specific to 
interoperability with the movianVPN. For detailed configuration 
information, refer to the appropriate Check Point documentation.
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Adding Groups and Users
Adding Groups and Users
For users to access the VPN, you must populate the system with groups and users. 
Adding groups and users involves:

• Adding Groups

• Adding Templates

• Adding Users

Adding 
Groups

A group is a set of users who have common privileges to access a VPN. You control access 
to various parts of a network by assigning access privileges to each user group. You should 
create groups according to the tasks the users in that group perform.

To add a group:

1. Log into Check Point VPN-1 using the Policy Editor. For more information on 
logging in, see the documentation from Check Point.

2. Select Users from the Manage menu. The Users dialog appears.

3. Click New, then select Group from the popup list. The Groups dialog appears.

4. Type a name for the group in the Name field.

5. If necessary, type a description for the group in the Comment field.

6. Click OK.

Adding 
Templates

A template is a user profile containing parameters that are common to all members of a 
group. You can use a template to quickly add users to the VPN. Any users derived from 
the template will inherit the template’s settings.

To add a template:

1. Select Users from the Manage menu. The Users dialog appears.

2. Click New, then select Template from the popup list. The User Definition Template 
dialog appears.

3. Type a name for the template in the Template field.

4. If necessary, type a description of the template in the Comment field.

5. Click the Groups tab.

6. In the Available Groups list, click the name of the group you created earlier, then 
click Add>. The group is added to the template.

7. Click the Location tab.

8. In the Network Objects list, click Any then click Add> to add the object to the list of 
sources. This setting allows users to access the VPN from any location.
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9. Click Any then click Add> to add the object to the list of destinations. This setting 
allows packets to travel to any destination IP address.

10. Click the Time tab, then do the following:
•  In the Day of week area, click the days of the week on which users can access the 

VPN.
•  In the Time of day area, type the hours during which users can access the VPN in 

the From and To fields. These times must be in 24 hour format. For example, 
00:00 and 23:59.

11. Click the Encryption tab, then do the following:
•  In the Client Encryption Methods area, click the IKE checkbox then click Edit. 

The IKE Properties dialog appears.
•  Click the Password box to enable password prompting.

12. Click the Encryption tab, then do the following:
•  Click the Encryption + Data Integrity (ESP) radio button.
•  Click the MD5 radio button.
•  Select 3DES from the Encryption Algorithm dropdown list.

13. Click OK to close the dialog. You are returned to the User Definition Template 
dialog.

14. Click OK to close the User Definition Template dialog.

15. Click Install to save the changes. The Install User Database dialog appears.

16. Select the object in which you want to install the database from the list.

17. Click OK to return to the Users dialog.

Adding Users To add a user:

1. On the Users dialog, click New then select the name of the group you created earlier 
from the dropdown list. The User Properties dialog appears.

2. Type the name of the new user in the Name field.

3. Click the Encryption tab.

4. If it is not already selected, click the IKE checkbox.

5. Click Edit. The IKE Properties dialog appears.

6. Type a password for the user in the Password field, then click OK to close the dialog.

7. Click OK to close the User Properties dialog.

8. Click Install to save the changes. The Install User Database dialog appears.

9. Select the object in which you want to install the database from the list.

10. Click OK to return to the Users dialog.

11. Repeat steps 1 to 10 for each new user you want to add.
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Configuring VPN Client Access Rules
The client access rules determine what data can move in and out of the VPN, as well as 
when and from where remote users can access the system

To configure VPN client access rules:

1. Select Add Rule from the Edit menu. From the popup list that appears, select one of 
the following:

•  Bottom—add the rule to the bottom of the list.
•  Top—add the rule at the top of the list.
•  After—add the new rule after the current rule.
•  Before—add the new rule before the current rule.

2. The new rule is added to the list. Right click the Source column of the new rule, then 
select Add from the popup list.

3. Select the name of the group you created earlier from the list, then click OK.

4. Leave the entries in the Destination and Service columns as they are. These settings, 
respectively, allow the VPN to connect to any IP address and allow all packets to pass 
through the firewall.

Note: If you need to restrict access, choose another option from the Service 
column by right clicking.

5. Right click Action and select Client Encrypt. This forces the firewall to accept only 
encrypted packets from movianVPN.

6. If you want to log debugging information, right click the Track column and select 
one of the following options:

•  Long—logs detailed debugging information.
•  Short—logs brief debugging information.

7. Select Save from the File menu to save the changes.
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Configuring the Firewall Policy
The firewall policy controls how the VPN’s firewall deals with incoming and outgoing 
traffic.

To configure the firewall policy:

1. Select Policy from the Properties menu. The Properties Setup dialog appears.

2. Click the Desktop Security tab.

3. Clear the Respond to Unauthenticated Topology Requests (IKE and FWZ)  
checkbox to prevent the firewall module from responding to topology requests from 
SecureRemote clients.

4. Click OK to close the Properties Setup dialog.

5. Select Install from the Policy menu.

6. Select the firewall object from the list, then click OK to save the changes.
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Managing Network Objects
In Check Point VPN-1, a network object can include the following:

• Workstations

• Gateways

• Routers

• Networks

• Switches

• Firewalls

• Domains

Managing network objects involves adding them to a user group, then configuring the 
objects.

To manage network objects:

1. Select Network Object from the Manage menu. The Network Objects dialog 
appears.

2. Select the group you created earlier, then click Edit. The Group Properties dialog 
appears.

3. Select the firewall and localnet objects (created when you installed the Check Point 
software and performed preliminary configuration) from the list. Click Add>.

4. Click OK to close the Group Properties dialog.

5. On the Network Objects dialog, click the firewall object then click Edit. The 
Workstation Properties dialog appears.

6. Click the Interfaces tab.

7. If necessary, add a new interface by clicking Add. The Interface Properties dialog 
appears. You can edit the following fields:

•  Name—the name of the new interface.
•  Net Address—the IP address of the VPN.
•  Net Mask—the subnet mask of the VPN.

8. Click the Security tab.

9. Click the This net radio button. This setting prevents IP spoofing.

10. Click OK to close the Interface Properties dialog.

11. Click the VPN tab.

12. Click the Other radio button, then select the group you defined earlier from the list.

13. Click the IKE checkbox in the list of defined encryption schemes.

14. Click Edit. The IKE Properties dialog appears.
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15. Click the Pre-Shared Secret checkbox, then click OK to close the IKE Properties 
dialog.

16. Click OK to save the network object. You are returned to the Network Object dialog.

17. Click Close to close the Network Object dialog.

18. Select Install from the Policy menu.

19. Click Install to save the changes. The Install User Database dialog appears.

20. Select the object in which you want to install the database from the list, then click 
OK.
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Enabling IP Forwarding
IP forwarding (also call IP routing) allows the VPN to route packets to other IP 
addresses. In order for the firewall to work, you must first enable IP forwarding.

To enable IP forwarding:

1. Select Settings>Control Panel from the Windows Start menu. The Control Panel 
appears.

2. Double click Network. The Network dialog appears.

3. Click the Protocols tab.

4. Select TCP/IP from the list of network protocols.

5. Click Properties. The TCP/IP Properties dialog appears.

6. Click the Routing tab.

7. Click the Enable IP Forwarding checkbox.

8. Click OK, then click Close on the TCP/IP Properties dialog.

9. Reboot the system for the changes to take effect.
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