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1Introduction
This chapter is an overview of the process of configuring a Virtual Private Network 
(VPN) for use with the movianVPN. The following sections are included:

• Overview of movianVPN
• Overview of the Configuration Process
Overview of the movianVPN
The Certicom Handheld VPN Client is a fully configurable GUI-based application 
you can use to securely connect to a VPN over a wired or wireless connection. With 
movianVPN, you can access and exchange e-mail, as well as acquire Sales Force 
Automation and Enterprise Resource Planning data with little risk of the 
information being intercepted or of unauthorized users penetrating your system.

How the Client 
Works

Using movianVPN, you can connect to a VPN via a wireless network or with a 
conventional telephone line that dials into an Internet Service Provider. When you 
connect to the VPN, the VPN gateway encrypts the information using IPSec and 
sends it through the tunnel to movianVPN. movianVPN then decrypts the message. 
Note that this is a two-way process — any information you send using movianVPN 
is encrypted before it reaches the tunnel, and is decrypted by the VPN gateway.

Once connected, you can use the software on your PalmTM organizer or Win CE 
device to access the information you need. You can send and receive messages with 
an e-mail client, or you can download the latest corporate information with a Web 
browser.

Features and 
Benefits

movianVPN offers the following features and benefits:

• An intuitive graphical user interface which allows you to easily configure the 
Client and connect to a VPN.

• Uses a 163-bit Elliptic Curve Cryptosystem (ECC) algorithm, as well as 768-bit 
and 1024-bit Diffie-Hellman algorithms. These algorithms can quickly generate 
keys and secure the data sent through IP tunnels. ECC provides a high level of 
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Introduction
security with less code and a smaller encryption key than other well-known 
encryption methods. It also ensures fast connections to gateways supporting ECC. 
Diffie-Hellman also provides strong security, and ensures interoperability.

• Use of an Internet Key Exchange (IKE)-based IPSec protocol.

• Runs on both major hand-held platforms: the PalmTM organizer and the PocketPCTM 
(Win CE).
2 - movianVPN Server Configuration Guide Certicom Corp.



Overview of the Configuration Process
Overview of the Configuration Process
Before remote users can communicate with a VPN using the movianVPN, you must 
modify the configuration of the target VPN. Specifically:

• Configuring the internal and external interfaces with the appropriate IP addresses.

• Configuring the public interface and default gateway.

• Creating and applying client policies and filters.

• Setting up a pool of IP addresses.

• Enabling IPSec and IKE for a user group or set of user groups.

Note: The parameters you must configure will differ depending on the VPN 
server you are using, and on your needs.
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2Configuring the 
RadGuard cIPro 
Series Gateway
This chapter explains how to configure the RadGuard cIPro Series Gateway for use 
with the movianVPN. The following sections are included:

• Introduction
• Configuring the Policy to Secure Traffic
• Adding Clients
• Adding Client Groups and Defining Security Policies
Introduction
The RadGuard cIPro Series does not interoperate with movianVPN out of the box. 
You must configure the interfaces and security settings on the cIPro before users can 
make connections with movianVPN.

Before you configure the cIPro for use with movianVPN:

• Install the RadGuard software on the appropriate computer.

• Set up the default access rules. This includes specifying a name for the default 
network object, and configuring an IP address and network mask.

• Know the IP address and subnet mask of the VPN.

• Have a list of the names of your users.

The 
Configuration 
Process

Configuring the cIPro involves setting parameters for:

• Configuring the policy to secure traffic. (By default it will choose all)

• Adding clients

• Adding client groups and defining security policies

• Configuring IPSec and IKE
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Configuring the RadGuard cIPro Series Gateway
Note: This chapter only covers the configuration tasks specific to 
interoperability with movianVPN. For detailed configuration 
information, refer to the cIPro User Guide.
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Configuring The Policies To Secure Traffic
Configuring The Policies To Secure Traffic
In order to configure new clients and client groups for the cIPro gateway, you must set 
the policies to be used to secure the transport of information. Configuring these policies 
involves:

• Setting the Policy Table

• Selecting the editor settings

• activating the Policy Table

Setting the 
Policy Table

The policy table sets all the policy requirements necessary to secure traffic.

To set the Policy Table:

1. Display the RadGuard management program on the appropriate computer.

2. Select Policies from the Main menu. 

3. From the drop down menu, select Policy Table. The Policy table appears.

4. Highlight a line in the table, and click add. The Policy Table Editor appears.
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Configuring the RadGuard cIPro Series Gateway
Selecting the 
editor 
settings

The Policy Table Editor sets all the policy security information for the Policy Table

1. In the Editor, set all the rules for the gateway security.
•  In the Source box type a name (or in some cases an IP address).
•  Under Destination, select from the destination drop down box. Select the 

definition of host that defines destination (normally All).
•  Under Service, select from the service drop down box. this means defining the 

type of service.

•  For Period, select from the period drop down box. Define the time period during 
which the current rule is effective.

•  In the Disposition box define activity (e.g. secure, clear or drop).
•  The Options selection drop down menu allows for additional criteria for 

specifying a packet.
•  The COS (Class of Service) supplies an additional selection of 3 options in the 

COS drop down menu.

2. When you have concluded setting all the rules in the editor, click OK.

3. The Policy Table will appear, displaying all the information which you set in the 
editor.

Activating the 
Policy Table

By activating the Policy Table, you set the policy security for the gateway.

1. If you are sure that the information displayed in the Policy Table is correct, click 
Activate.
8 - movianVPN Server Configuration Guide Certicom Corp.



Adding Clients
Adding Clients
For users to access the VPN, you must set the remote networks, and then add groups and 
clients to the system. Adding Clients involves:

• Setting the Remote Networks

• Adding Clients

• Configuring Client Security

Setting the 
Remote 
Networks

Setting the Remote Networks table defines the list of IPsec gateways.

1. From the RadGuard main management menu, select Network from the menu.

2. Two windows will be displayed. Select the upper window. Highlight a line in the 
upper window, and click Add. The Peers Editor will appear.

Adding Clients You can add as many clients as needed.

1. In the Name field type the description or name of the account.
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2. The IP Address field, in the mode we use this gateway, is not used. However, for this 
configuration to work there must be some IP entry here, and it has to be unique for 
each user. (E.g. 2.2.2.2, 2.2.2.3, 2.2.2.4)

Configuring 
Client 
Security

1. Always select Use Shared Secret.

2. Directly below the Use Shared Secret selection, type in the password for the user 
selected below.

3. IN the Key Identifier field, enter the user name. This name must be the same as the 
user name listed in the remote device (E.g. P.D.A.).

4. When you are sure of all the information in the Peers Editor, click OK.
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Adding Client Groups and Defining Security Policy
This section defines the client groups configuration and security policy. Certain rules for 
VPN client access are set here. 

Adding Client Groups involves:

• Selecting the Client Groups

• Security Policy

• Setting the group configurations.

Selecting the 
Client Groups

The list of client groups and the appropriate authentication method or Certificate 
Authority are selected here.

1. Return to the RadGuard main management menu, and select Clients from the main 
menu. From the drop down menu select Client Groups.

2. The Client Groups Display will appear. Highlight a line in the table displayed.

3. Click on Add on the Client Groups table. The Client Group Editor is displayed.
•  In the Name field enter the name of the account
•  Select PreShared Secret for Authentication Method.
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Security 
Policy

The security policy selection includes the security definitions, method used for security 
protection, and the key life duration.

1. Select the SA Policy tab in the Client Security Editor.
•  In the Allowed Subnet field type in the appropriate client subnet.
•  In the Allowed Services field type in IP.
•  In the Allowed Time field type in the allowed time for these security settings.
•  In the Protection field select your appropriate method of security protection.

Note: RadGuard cIPro Series gateway only supports 3 DES-MD5 IPsec 
connection with the Certicom handheld client.

•  Under Key Life Duration select Time. Then set the time of the key life.

Note: Make sure that Perfect Forward Security is disabled. This is not 
supported in the Certicom handheld client.
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Adding Client Groups and Defining Security Policy
Group 
Configuration
s

This configuration lists Authentication Server Group, and turns the Group 
Configuration on or off

1. Select the Identity tab in the Client Group Editor.

2. In the Authen Server Group field, select an entry from the pull down menu (E.g. 
None). 

3. Select Group Configuration at the bottom of the Editor. If you are satisfied with all 
entries, click OK.

Note: RadGuard gateway does not perform any address translations on client IP 
addresses. This means that any host that you want to connect to in the 
private network must have a default gateway set to the private IP address 
of the RadGuard gateway.
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