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1Introduction
This chapter is an overview of the process of configuring a Virtual Private Network 
(VPN) for use with the movianVPN. The following sections are included:

• Overview of movianVPN
• Overview of the Configuration Process
Overview of the movianVPN
The Certicom Handheld VPN Client is a fully configurable GUI-based application 
you can use to securely connect to a VPN over a wired or wireless connection. With 
movianVPN, you can access and exchange e-mail, as well as acquire Sales Force 
Automation and Enterprise Resource Planning data with little risk of the 
information being intercepted or of unauthorized users penetrating your system.

How the Client 
Works

Using movianVPN, you can connect to a VPN via a wireless network or with a 
conventional telephone line that dials into an Internet Service Provider. When you 
connect to the VPN, the VPN gateway encrypts the information using IPSec and 
sends it through the tunnel to movianVPN. movianVPN then decrypts the message. 
Note that this is a two-way process — any information you send using movianVPN 
is encrypted before it reaches the tunnel, and is decrypted by the VPN gateway.

Once connected, you can use the software on your PalmTM organizer or Win CE 
device to access the information you need. You can send and receive messages with 
an e-mail client, or you can download the latest corporate information with a Web 
browser.

Features and 
Benefits

movianVPN offers the following features and benefits:

• An intuitive graphical user interface which allows you to easily configure the 
Client and connect to a VPN.

• Uses a 163-bit Elliptic Curve Cryptosystem (ECC) algorithm, as well as 768-bit 
and 1024-bit Diffie-Hellman algorithms. These algorithms can quickly generate 
keys and secure the data sent through IP tunnels. ECC provides a high level of 
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Introduction
security with less code and a smaller encryption key than other well-known 
encryption methods. It also ensures fast connections to gateways supporting ECC. 
Diffie-Hellman also provides strong security, and ensures interoperability.

• Use of an Internet Key Exchange (IKE)-based IPSec protocol.

• Runs on both major hand-held platforms: the PalmTM organizer and the PocketPCTM 
(Win CE).
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Overview of the Configuration Process
Overview of the Configuration Process
Before remote users can communicate with a VPN using the movianVPN, you must 
modify the configuration of the target VPN. Specifically:

• Configuring the internal and external interfaces with the appropriate IP addresses.

• Configuring the public interface and default gateway.

• Creating and applying client policies and filters.

• Setting up a pool of IP addresses.

• Enabling IPSec and IKE for a user group or set of user groups.

Note: The parameters you must configure will differ depending on the VPN 
server you are using, and on your needs.
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2Configuring the 
Symantec (AXENT) 
PowerVPN
This chapter explains how to configure the Symantec (Axent) Power VPN server for use 
with the movianVPN. The following sections are included:

• Introduction
• Base Components
• Access Control
• Virtual Private Network
• Monitoring Controls
Introduction
The Power VPN does not interoperate with movianVPN out of the box. You must 
configure the interfaces and security settings on the VPN before users can make 
connections with movianVPN.

Before you configure Power VPN for use with movianVPN:

• Install the Raptor Management Console on the appropriate computer.

• Set up the Local Host.

• Log in to the management server.

• Know the IP address and subnet mask of the VPN.

• Have a list of the names of your users.

The 
Configuration 
Process

Configuring Power VPN Server to work with movianVPN involves:

• Setting up the “Base Components”, including the security gateway, security 
groups, and authentication and the IKE user group.

• Establishing the “Access Control” for rules to access the VPN.

• Presenting the VPN policies and protocols.
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Configuring the Symantec (AXENT) PowerVPN
Note: This chapter only covers the configuration tasks specific to 
interoperability with the VPN Client. For detailed configuration 
information, refer to the appropriate Symantec documentation.
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Base Components
Base Components
• From the Management Server, select “Base Components”.

• Right click on “Network Entities”.

• CLick on the “Security Gateway” tab.

• The “New Securities Gateway Properties” window now appears.

• Click on the “General” tab.

• In the “Name” field, type a name to describe the gateway access point on the public 
side.

• Click on the “Security Gateway” tab.
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Configuring the Symantec (AXENT) PowerVPN
• In the “IP Address” field, select the IP address of the external network.

NOTE: Make sure that the “Enable IKE” box is selected.

• CLick “OK”.

• From the Management console select “Base Components”, and then right click on 
“Network Entities”.

• Select “New” and then “Subnet”.

• CLick on the “General” tab.

• In the “Name” field type in a name describing the private network.
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Base Components
• Click on the “Address” tab.

• In the “Address” field type in the network address of the subnet to which you want to 
provide access.

• In the “Network Mask” field type in the entry appropriate to the network address.

• CLick “OK”.

• From the Management Console select “Base Components”, and then right click on 
“User Group”.

• Select “New” and then “New Usergroup” properties.

• Click on the “General” tab.
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Configuring the Symantec (AXENT) PowerVPN
• In the “Name” field, type a description of the VPN users.

• Click “OK”.

• From the Management Console select “Base Components”, and then right click on 
“Users”.

• Select “New”, then “User”, and finally “New User Properties”.

• CLick on the “General” tab.

• In the “Name” field, type in the user name.

• In the “Description” field type in the actual name description.

• In the “User ID” field, type in the appropriate user ID.

NOTE: This ID must be the same as that listed in the client PDA.

• In the “New User Properties” window, click the “Groups” tab.
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Base Components
• In the “Not In” field, select group(s) from the previous menu, and move it to the 
“Rule Proprieties” field.

• Click on the “VPN” tab.

• Select the “IKE enabled” box.

• The user name appears under “Phase 1 ID”.

• Under the “IKE Authentication Method”, select the “Shared Secret allowed” box.

• In the field directly under the shared secret field, type in your password

NOTE: This password must be at least 20 characters long, and must be the 
same as the password listed in the client PDA.

• If you wish to display the password, click on “Reveal”, and the password will be 
displayed in plain language in the password window. If you wish to have passwords 
generated automatically, click on “Generate”.

• Now click on the “New User Properties” tab.

• Right at the bottom of the window, go to “Select a primary IKE user Group”. Click 
on the pull down menu, and select the VPN user group which you have previously 
set.

• Click “OK”.
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Access Control
• From the management console. select “Access Controls”, and right click on “Rules”. 

The “Rule Properties” window appears (Rules are numbered automatically).

• Click on the “General” tab.

• In the “Description” field type in a text description of the service rules.

• In the “For connections coming in via” field type in any VPN.

• In the “Destined for” field type in the internal subnet which you have previously 
selected.

• In the “Coming out via” field type in the network interface connected to the private 
network.

NOTE: The “Access to Services” box must be selected.

• Now click on the “Services” tab.

• Normally, under “Excluded Services” you should select all. However, for more 
detailed control of VPN services, you may select individual services (instead of all) for 
the “Included Services” field.

• Now move your selection to the “Included Services” field.
12 - movianVPN Server Configuration Guide Certicom Corp.



Access Control
NOTE: At this point, if you are using an integrated fire wall, you will need a 
second rule. This will require you to again do all the steps as above under 
“Access Controls”.
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Virtual Private Networks
• From the management console, select “Virtual Private Networks”.

• Double click on “IKE Policy”.

• Double click on “Global_IKE_policy”. Set these parameters according to your 
corporate security policy.

• CLick “OK”

• From the management console, select “Virtual Private Networks”.

• Right click on “VPN Policies”. Select “New”.

• Now the “New VPN Policy Properties” window appears.

• Click on the “General” tab.

• In the “Name” field, type in the policy name.

• In the “Encapsulation Protocol” field, type in IPSEC/IKE.

• Enable the box entitled “Pass Traffic from the Secure Tunnel to the Proxy Services 
(Required for NAT)”.

• Now click on the IPSEC/IKE” tab. Set all the fields in this selection according to 
your corporate security policy.

• Click on the “Advanced” tab.

• Make sure that the “Tunnel Mode” is enabled, and that “Perfect Forward Secrecy” is 
disabled.

NOTE: Certicom handheld VPN Client does not support “perfect forward 
secrecy”.

Click “OK”.

• From the Management Console, select “Virtual Private Networks”.

• Click on “Secure Tunnel”.

• Select “New” and then “Secure Tunnel”. The “New Secure Tunnel Properties” 
window is now displayed.

• Click on the “Description” tab.

• In the “Name” field, type in the description of the tunnel.
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Virtual Private Networks
• In the “Local Entity” field, type in the network entity describing the private network 
which has been chosen.

• In the “Local Gateway” field, enter the network entity for the gateway.

• In “Remote Entity”, type in the User group previously created.

• At the bottom, under “VPN Policy”, select the policy previously created for handheld 
client.

• Click “OK”.
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Monitoring Controls
• From the management console, select “Access Controls”.

• Double click on “Address Transform”.

• Double click on “VPN tunnel exit transform”. The “VPN Tunnel Exit Transform 
Properties” window should now be displayed.

• Click on the “Definition” tab.

• In the “Coming in via” field, select <ANY VPN>

• In the “From Client” field, select “Universe”.

• In the “To Server” field, select “Internal_LAN”.

• In the “Going Out Via” field, select the appropriate network interface.

• Under the “Client Address Transform” section, check off the “Use Gateway Address” 
box.

NOTE: For more control over client address, consult your VPN 
documentation for setting up a NAT pool.

Click “OK”.

• On the Raptor Management Console, select “Action”.

• Now select “All Tasks”.

• Finally, select “Save and Reconfigure”.
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