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Introduction

Overview: movianVPN

movianVPN Deployment Guide

For mobile professionals, a handheld personal computer such as a Personal
Digital Assistant (PDA) or Palm device means that downloading e-mail and
accessing the Internet can occur anyplace, anytime. More difficult, however, is
ensuring security when using a handheld device to remotely access confidentia
information on the corporate intranet.

movianVPN is a software application that allows mobile professionals to use
their handheld devices to connect securely to their corporate intranet, whether
remotely or on-site at their company. The corporate intranet or VPN (Virtua
Private Network) is accessed through a gateway server the user connects to by
wireline dial-up or wireless access.

Once auser islogged in to the VPN gateway, information sent in each direction is
encrypted and verified. The communicating parties are authenticated, ensuring
confidentiality and integrity of the data. Authorized users have secure, real-time
access to critical data and application servers behind the gateway, such as e-mail
servers.

The application is simple to use, with only afew stepsto follow.



Purpose of this document Introduction

Purpose of this document

Creating a basic
policy and using
advanced features

Using Appendix C:
Client
configuration
worksheet

This document contains the information necessary to configure movianVPN on your
VPN gateway.

It isaimed at the administrators responsible for deploying, configuring and testing the
movianVPN client software.

The chapters include information on:

» Licensing and support (this chapter)

» Getting Started

» Configuring your gateway to support movianV PN

» Creating amovianVPN policy for your gateway, and
» Enhancing your movianVPN policy.

Thefinal chapter of this document contain a discussion of issues related to deploying a
pilot system with a number of handheld devices. This may not be present if there are
no additional issues related to your gateway.

The creation of apolicy as described in this document refersto abasic policy ,
intended for testing the handheld device's connection to the gateway. The basic policy
does not include advanced features such as split tunneling or DNS support which may
be supported on your gateway. Advanced features which may be enabled on the
gateway and on users’ handheld devices are described in the chapter on "Enhancing
your mavianVPN policy." For more information see also the movianVPN User Guide
forWInCE Pocket PC and Handheld PC or movianVPN User Guide for Palm OS

"Appendix C: Client configuration worksheet" contains a worksheet for the
information required by usersto configure their handheld devices for using

movianV PN with your gateway. The sheet can be printed, the information entered as
appropriate, and forwarded to users.

Some entries in the table may not be applicable for your gateway.

The movianVPN User Guide forWMNnCE Pocket PC and Handheld PC and the
movianVPN User Guide for Palm OSinclude the same table, both as an appendix and
as part of the chapter on creating a policy. In alimited deployment, printing and
entering the information in individual user’s guides may be appropriate.

movianVPN Deployment Guide
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Licensing and Support for movianVPN

Installing
movianVPN

Licensing
movianVPN

Technical support

movianVPN Deployment Guide

To find out how to install or upgrade movianV PN, please see the movianVPN User
Guide forWMNnCE Pocket PC and Handheld PC or movianVPN User Guide for Palm
oS

The movianVPN evaluation license expires after a period of 30 days. In the final
seven days of the evaluation period, you will be informed of the number of days
remaining each time you start the application.

To activate movianV PN for alonger period, you must license the application.

To find out which kind of license you have, open the movianV PN application and
select the About License option.

Please contact your reseller.



VPN infrastructures and handheld devices Introduction

VPN infrastructures and handheld devices

VPNs

Gateway servers

This section contains a description of VPN gateways and 1PSec protocols, and how
handheld devices can be securely integrated into a VPN.

Virtual Private Networks (V PNs) are secure private hetworks operating either within a
public network like the Internet or within an insecure private network.

A VPN linkstogether particular computers within the wider network and provides
authorized users with secure, confidential transmission of data. Security is maintained
by encrypting communications and by creating secure "tunnels' to direct network
traffic from one computer to another specific computer.

V PNs can create secure connections between an internal corporate network and
external usersin any combination of the following three forms:

» Intranet VPN: Between acentral corporate site and branch offices

* Remoteaccess VPN: Between acentral corporate site and individual remote users
(the movianVPN model)

» Extranet VPN: Between an enterprise and its business partners, suppliers, and
customers

V PNs provide a cost-effective means for secure e-mail access and functions such as
sharing confidential information, updating databases for remote offices, and
disseminating business applications.

Once you are logged in to a VPN, you can access the servers within the VPN, while
other Internet or intranet users outside the VPN are unable to access the VPN and its
subnets or enclosed networks.

The VPN is accessed through a"V PN gateway server," acomputer which recognizes
authorized users and their passwords. The gateway server gives users access to the
application serversfor e-mail and other confidential information "behind" the gateway
(that is, to servers within the corporate intranet that have been designated as part of the
VPN).

movianVPN Deployment Guide



Introduction VPN infrastructures and handheld devices

email
server

authorized
user

ISP VPN

field
server

authorized
user

directory
:::I:onzed D Intemet

VPN: Can be reached only by
recognized authorized users.
Ensures: confidentiality.
authentication, encryption

Secure access is provided through a combination of:

» Tunneling (directing encrypted communication and routing instructions from one
computer to another specific computer using TCP/IP protocols)

» Encrypting data, and
» Using authentication technol ogies that verify the identity of the sender, the identity
of the receiver, and the security of the information transmitted

A VPN must provide areliable, secure communication between all hardware and
software points of the VPN: 1PSec protocol makes this possible.

IPSec I PSec protocol is aframework of standards for network security, aimed at providing
confidentiality, data integrity, and data source verification for any application using
the network.

I PSec protocol ensures that:

» Communicating parties can authenticate both the source and the integrity of the
data

» Thedataisencrypted for secure exchange
» The method of authentication and encryption can be negotiated by the
communicating parties

Using IPSec therefore ensures that you know who the data came from; that it is
securely encrypted; and that the communication has not been tampered with.

movianVPN Deployment Guide 5



VPN infrastructures and handheld devices Introduction

Handheld devices  Using movianVPN, atraditiona VPN can aso have handheld devices added to the
configuration without compromising network security.
Handheld devices can connect to the VPN by several options:
» Dedicated dial-up modem to access an ISP through the telephone network
*  Wireless modem to accessalocal LAN
» Wirelineaccesstoalocal LAN
» Modem with data-capable mobile phone to access the ISP

To access the VPN, the handheld device must support the standard IP or Internet
Protocol, which addresses and sends information packets over the network.

Handheld devices can connect to the VPN by awired connection or by awireless
connection, depending on the devices' hardware/software configurations.

email
server

A directory
f P G e L
“b'| ISP Y yPN
movite atewa :
devices 9 Y field
server
wired T
connection
email
L server
(2] .
il
i L | .
.li - A _ directory
5T 1-@Ee —
ISP - PN
mobile wireless gatewav :
devices devices | field
server
wireless
connection
modem

For information on the handheld devices and operating systems that can use
movianV PN, see the following chapter.
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movianVPN

movianVPN

ECC and
movianVPN

Gateway access

This section contains a description of the advantages of using movianV PN,
particularly with ECC.

movianV PN allows mobile professionals to use their handheld devices to connect
securely and easily to a corporate VPN gateway. The handheld can then be used to
access the corporate intranet, providing you with secure, real-time access to
confidential data and application servers behind the gateway, such as e-mail servers.

movianV PN uses | PSec standards to establish a secure end-to-end connection. The
process for an |PSec-based communication works as follows:

*  When your handheld device contacts the VPN gateway server to establish a
connection, the "client" (that is, the part of the software resident on your handheld
device) and the server identify themselves to each other.

There are several possible authentication methods, including passwords for the
username you login with, tokens for two-factor authentication, and the use of
digital signatures.

» Once the authentication is complete, the client generates a"key" and sharesit with
the VPN gateway server to use for the length of that session.

» When the client accesses data from the VPN, the gateway server encrypts the data,
using the session key. The encrypted data travels securely across the Internet to the
client, whereit is decrypted with the same key.

movianVPN is specifically designed for the constrained environments of wireless and
mobile devices. It uses ECC (Elliptic Curve Cryptography), which provides strong
security with much smaller key sizesthan legacy public-key encryption algorithms. In
addition, ECC requires less processing power, which resultsin faster IKE (Internet
Key Exchange) negotiation with ECDH (one of the algorithmsin the ECC suite).

movianV PN also supports 768-hit and 1024-bit Diffie-Hellman algorithms for the
case where the gateway does not support Certicom’s patented ECC implementation.

Gateways are accessed using a "policy” set up within movianVPN. The policy

contains the information required to connect to a specific gateway and to successfully
negotiate the exchange of keysthat will be used for encrypting the transmitted data,
verifying identities, and confirming data integrity.

The network you use to access the VPN gateway server does not have to be secure.
For example, you may use dial-up access to an Internet Service Provider to reach the
gateway server, or access it through awider corporate LAN.

Once you are recognized by the VPN gateway through providing your user name and
password, movianV PN establishes a secure, encrypted "tunnel” for you to the VPN.
While accessing the servers that comprise the VPN, you are provided with
confidentiality, data integrity verification, and data source authentication for your
communications.

movianVPN Deployment Guide 7
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A policy requires specific information from your VPN administrator regarding
connection and encryption protocols, user names and passwords for authentication,
and configuration modes for the particular type of gateway.

8 movianVPN Deployment Guide



Getting Started

Software Requirements

Gateway software

Connections

Supported devices
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The following table details the Netscreen VPN Series gateway configuration
software supported for movianVPN.

Note: If you have an older version of the software, you should upgrade. Please see the

documentation for your gateway for the procedure.

Gateway

Product

Supported software versions

Netscreen

Netscreen VPN Series

§2.6.0r2.1

The following specific connections have been tested for interoperability:

« CDMA
« CDPD

e Ethernet

« GSM
* |IDEN

* Richochet

« TDMA
* 802.11

The following devices are supported:.

Palm OS Win CE OS

3.5and up Handheld PC 2000
Pocket PC v3.0
Pocket PC 2002




Software Requirements
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Configuring your gateway to
support movianVPN

Before you begin

movianVPN Deployment Guide

If you are setting up your gateway for the first time, you should refer to your
gateway configuration manual.

This chapter configures the gateway with only one user. Advanced features such
as Extended Authentication and Split Tunneling are included in “ Enhancing your
movianV PN policy” on page 39.

This chapter details the following:

e “Creating auser”

e “Creating adialup group”

» “Creating a phasel proposal”

» “Creating a gateway group”

e “Creating an Autokey IKE”

» “Creating an address list”

e “Creating apolicy”

1



Creating a user Configuring your gateway to support movianVPN

Creating a user

1.  Under Listsinthe left-hand panel, select User.

User List
Users 'nialqumup\
- Local Remote
Hame Type Group Status | Ildentity/Cipher SPl SPI Configure
abrown ike Enabled abrown Edit
badams ike Enabled hadams Edit
tsrith ike Enabled tsmith Edit
& Mew Manual Key User . = -
o New AUTH/IKE/LoTP User  List |70 =] Perpage < 12> Next

2. Seect New Auth/IKE/L 2TP user at the bottom of the screen.

USER CONFIGURATION
AUTH/IKE/L2TP User
User Mame |jdoe User Group | movian 'I
Status & Enable ¢ Disable
I IKE User
IKE ID Type IAUTO v[ IKE Identity |jdoe
I~ Authentication User User Password |
I~ L2TP User Confirm Password |
L2TP Remote Settings
 IP Pool |None hd  IP Address IEI.EI.EI.EI
Primary DNS IP ID.D.D.D Prirmary WINS 1P ID.D.D.D
Secondary DNS IP ID.D.D.D Secondary WINS IP ID.D.D.D
Cancel

3.  Onthe User Configuration tab, enter the username.
Enter the IKE identity.
Note: Thisisthe username on the client.
Leave al other fields at their default value.
Click OK.

Creating a dialup group

To create adialup group:

1. Under Listsin theleft hand panel, select User.
2.  Select the Dialup Group tab.

12 movianVPN Deployment Guide



Configuring your gateway to support movianVPN Creating a phase1 proposal

" Users \_ Dialanmnp\_
Group Name Group type Members Configure
& New Group List |2U 'l Per Page

3. Select New Group at the bottom of the screen.

GROUP CONFIGURATION

Group Name | sales

Group Type © Manual Key © IKE/LZTP

Add members | 0K | Cancel |

4. Enter the group name.
5. Select IKE/L2TP.
6. Click on Add Members.

GROUP CONFIGURATION

Group Name | sales

Group Type IKE/L2TP User Group

<— Group Members —> <— Awailable Members —>

abrown
<<

jdoe

Ok Cancel

7. Sdect the user that you created in the previous section and add it to the group.
8. Click OK.

Creating a phasel proposal

To create a phasel proposal:

1. Seect VPN intheleft-hand panel, then click on the P1 proposal tab.

movianVPN Deployment Guide 13



Creating a phase1 proposalConfiguring your gateway to support movianVPN

14

N o g b~ w

YPN
Manual Key \_ AutoKey IKE\ Gateway % P1Proposal P2Proposaly, Certificatesy  L2TP Y IPPool
Name Method DH Group |Encrypt/Auth. | Lifetime Configure
pre-g2-des-mdS Freshare Zz DES ! MDS 28800
pre-g2-des-sha Freshare Zz DES ! SHA 28800
pre-g2-3des-mdS Freshare Zz 3DES ! MDS 28800
pre-g2-3des-sha Freshare Zz 3DES f SHA 28800
rza-g2-des-mds RSA-sig 2 DES ! MDS 28800
1za-g2-des-sha RSA-sig Zz DES ! SHA 28800
153-g92-3desmdS RSA-sig 2 ZDES f MDS 28200
1za-g2-2des-sha RSA-sig Zz 3DES f SHA 28800
dsa-g2-des-md5 DSA-sig 2 DES/MDS 28200
dza3-92-des-sha DSA-=ig 2 DES ! SHA 28800
% New Phase 1 Proposal List |10 'l Per Page <1 2> P Next

Click New Phase 1 Proposal.

PHASE 1 PROPOSAL CONFIGURATION

Authentication

Method IPreshare 2
DH Group IGrDup1 -

Encryption & Data Integrity

Encryption Algorithm: |3DES—CEC ~|
Hash Algorithm: MOE

—

 Days

Name IprefshT-EdesfmdS

Lifetime: ©Sec ©Min & Hours

Cancel

Sdlect the Authentication M echanism (pre-share).
Select the DH group (Group 1).

Sdlect the Encryption Algorithm (3DES).

Sdlect the Hash Algorithm (M D5).

Enter a name that reflects the encryption choices that you have made (e.g.

pre dhl 3des mdb5).

Click OK.

movianVPN Deployment Guide



Configuring your gateway to support movianVPN Creating a gateway group

Creating a gateway group

1. Seect VPN intheleft-hand panel, then click on the Gateway tab.

VPN

" Manual Key \ AutoKey IKE\_ Gateway % P1Proposaly, P2Proposal’y, Certificatesy, L2TP % IPPool

Group/User Peer | IKE Tunnel P1 )
Name Name/Peer IP D Type FIDEE Proposals EITAELTE
. pre-dh1-3des .
gu_test test FreShare Aggrassive md5 Edit
# New Remote Tunnel Gatewa List Im 'l Per Page

2. Click on New Remote Tunnel Gateway.

REMOTE TUNNEL GATEWAY CONFIGURATION

Gateway Name | movian

Remote Gateway

¢ Static IP Address IP Address |

Peer ID {optional)
¢ Dynamic IP Address Peer ID
& Dialup User User/Group |Dialup User - sales =l
Mode (Initiator) © Main (ID Protection) & Aggressive

Phase 1 Proposal
pre-dh1-3des-md5 x||none

Ll

nonge || none

Preshared Key [*==

Local ID I {optionaly

Preferred Certificate {optional)
Local Cert |Mone x|

Peer CA |None x|

Peer Type |[NONE =]

Cancel |

3. Enter the gateway name.
Under Remote Gateway, select Dialup User.

5. From User Group, select the dialup group that you created in the previous
section.

Enable Aggressive M ode.
Sdlect the phasel proposal that you created in the previous section.
Enter the preshared key.
Note: Thisisthe user password for every user in the group.
9. Click OK.

movianVPN Deployment Guide 15



Creating an Autokey IKE Configuring your gateway to support movianVPN

Creating an Autokey IKE

16

1

Select VPN in the left-hand panel, then click on the Autokey | KE tab.

VPN

Manual Key\_ " AutoKey lKE\,_ i Gateway \ Pl Pmposal\ P2 Pluposal\ ' Certiﬂcatas\ '

Name Gateway |Replay| P2 Proposals |Monitor|Transport |Configure
mavian gw_movian Mo gl-esp-3des-md5 an Off Edit
& MNew AutoKey IKE Entry List |10 | per Page

Click on New Autokey IKE Entry.

AUTOKEY IKE CONFIGURATION

MName | ike_mavian

Enable Replay Protection I~ Enable

Remote Gateway Tunnel -
Name maovian hd List Gatewaus

Phase 2 Proposal [gl-espidesmds =]
[rone ]
[rone &
[rone ]

Lzre %, IPPool

List Phase 2 Propozals

VPN Monitor I Enable
Transport Mod :

EEnabIe (For L2TP-owver-IPSec only)

N o g b~ w

Cancel |

Enter the name.

Under tunnel, select the gateway group that you created in the previous section.

Select one of the default phase2 proposals (e.g. g1_esp_3des md5).

Disable transport mode (thisis the default setting).
Click OK.

movianVPN Deployment Guide



Configuring your gateway to support movianVPN Creating an address list

Creating an address list

1. Seect Listsin theleft-hand panel, then select Address.

Address Book

Untrusted

’ Private Multi Private_L AN, Private_LANZ Edit, Remowve

Inside Any & 0000/0000 Al Trusted Addr =

; Q21 72134 )
Private_LAN Edit
- 255 255 25510

2. Click on New Address.

I

123123123123

255 255 255 0|

3. Enter the address name, | P address and subnet mask.
4, Sedlect Trust.
5. Click OK.

movianVPN Deployment Guide 17



Creating a policy

Configuring your gateway to support movianVPN

Creating a policy

18

1
2.

© ©® N o g &

Select Network in the left-hand panel, then Poalicy.
Click on Incoming.

Access Policies

" Incoming % Outgeing %

1D Source Destination | Service [NAT [Action | Option

Configure

-

DialUp VPN | Private LAN | ANY |[N&| & @En

b4

Edit
Remove

[¥%)

Dial Up VPN | Private LAN | ANY |NA| & @E”

b4

Edit
Remove

-

Dial Up VPN | Private LAN | ANY |NA| & @En

b4

Edit
Eemove

% New Policy List IEU ‘I Per Page

Click on New Palicy.

FOLICY CONFIGURATION

Name (optional) |moviangroup

Source Address |Dia-Up VPN >
Destination Address [Private_LAN =]

Service |ANY -
NAT & Off

-
|~ DIPOFf I Fix-Port
© DIP On

INDI’]E 'I

Action [Tunnel 'I
YPMN Tunnel | movian -
L2TP |MNaone =

Authentication ™

Logging I~ Enable Counting ™ Enable
alarm Threshold 1 Bytes/Sec[0  Bytes/Min
Schedule [none ]
Traffic Shaping & Off
c Guaranteed Bandwidth[o  kbps
Maximumn Bandwidth [0 kbps
Traffic Priority [Fiigh priarity =

D5 Codepoint Marking ™ Enable

Enter the name.
Enter the Source Address (dial-up VPN).

Enter the Destination Address (the address list in the previous section).

Set Serviceto any.
Set NAT to Off.
Set Action to Tunnel.

Set VPN tunné to the autokey-ike you created in the previous section.

movianVPN Deployment Guide
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12.
13.
14.

Configuring your gateway to support movianVPN

Set L2TP to None.

Leave Authentication disabled.

L eave the remaining settings at their default val ues.
Click OK.

Creating a policy

19



Creating a policy
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Configuring your gateway to support movianVPN
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Creating a movianVPN policy for
your gateway

Before you begin

movianVPN Deployment Guide

This chapter does not contain a complete description of the movianVPN client
software. The policy described is a basic policy which does not make use of
advanced features such as Perfect Forward Secrecy and DNS Support.

The procedures do assume that you have started movianVPN on a handheld
device and have an active Internet connection.

Note: For more information on creating a policy please refer to the movianVPN User
Guide for WinCE Pocket PC and Handheld PC or movianVPN User Guide for Palm OS.

Note: movianVPN version 3.0 comes equipped with a Deployment Tool. Thistool allows
you to quickly create a security policy file that can be read by the client software. The
Deployment Tool is useful if you are configuring a security policy for a large number of
clients. For instructions on how to use the Deployment Tool please see the movianVPN
Deployment Tool User’s Guide.
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Creating the policy
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Thefollowing information is required when creating apolicy for the AvayaVSU VPN
Series gateway:

e Gateway |P address

» Select/desdect Split Tunneling and Perfect Forward Secrecy

e User name and user password

* DNS, IKE Suite, Network, and IPSec Suite settings

» SA lifesetting

When creating a policy to test the gateway, abasic policy is recommended. To
simplify the connection, advanced features such as Perfect Forward Secrecy and DNS
support should not be used. These settings can be configured by users for general
deployment (for more information see* Split Tunneling” on page 40, “ Perfect Forward
Secrecy” on page 41, “Network Properties’ on page 36, and “DNS Support” on

page 44).
For more information on creating a policy with advanced features please refer to the

movianVPN User Guide for WINCE Pocket PC and Handheld PC or movianVPN
User Guide for Palm OS.

A worksheet is provided in “Appendix C: Client configuration worksheet” on page 59
that can be used to enter the required information and be given to users. The same
table appearsin the User Guides.
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Creating a basic To create a WinCE policy for a Netscreen Series gateway:
WinCE policy _ o _
1. To openthe movianVPN application, either tap Start and select movianVPN
from the pull-down list, or tap Start, select Programs, and tap the movianVPN
icon.

The movianVPN application window appears.

Eﬂ movianVPN

movianyPN

Policy Mame: | |
¥

morianyPi

[ nwew || edt || Delere |

| Login || Logout |

Dptions Tools About E|*

2. Tap New.
The movianVPN Policy window appears.

Policy

|Please select one v|

[Gateway IP Address

|:| Use Split Tunneling

3. Enter apolicy namein the Policy Namefield.

4. Tap Please select one to access the pull-down menu.

Policy

Intel Metstructure Series
Lucent Brick Firawall VPR
Metscreen Series

Morkel Contiviky Series

5. Scroll down and tap Netscreen Series.
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Creating a movianVPN policy for your gateway

The Netscreen Series | P address field and the gateway policy security option
check boxes appear.

|Netscreen Series |
Gateway IP Address

|:| IJse Split Tunneling
[ ] Use Perfect Forward Secrecy

Enter the Gateway | P Address.

Note: When creating a policy to test the gateway, a basic policy is recommended. To
simplify the connection, advanced features Split Tunneling and Perfect Forward Secrecy
should not be used. These settings can be configured by users for general deployment.

Tap Continue.
The Netscreen Series window appears.

Netscreen Series

rser hame 34 Life
||| | {Hrs)
i—|User Password —|‘

[ ons | [mEsaes | | B-

| Mebwark | |IPSEE 5uite| | Dane

Enter the User Name and User Passwor d for the gateway. This should match the
username from the step “On the User Configuration tab, enter the username.” on
page 12 and the password from step “Enter the preshared key.” on page 15.

Note: When creating a policy to test the gateway, a basic policy is recommended. To
simplify the connection, advanced features DNS support and Network Properties should
not be used. These settings can be configured by users for general deployment.

Tap the IKE Suite button in the Netscreen Series window.
The IKE Crypto Suite window appears. .

IKE Crypto Suite IKE Crypto Suite IKE Crypto Suite

Group: |GRP1 DH-765 Group: |GRP1 DH-765

Cipher: |GRP7_FCDH-163

cipher: [3DES_CBC -

Hash: |MDS v|
[Continue]
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10.

11.
12.

13.

14.
15.

16.

17.

movianVPN Deployment Guide

Creating a movianVPN policy for your gateway Creating the policy

Select the appropriate settings from each of the pull-down lists for Group,
Cipher, and Hash fields. These should match the settings listed under “Creating
aphasel proposal” on page 13.

Tap Continue.
Tap the | PSec Suite button in the Netscreen Series window.
The IPSec Crypto Suite window appears.

IPSec Crypto Suite

SR oFIP SDES MDS-96

ESPIP_MULL_MDS-96
ESPIP_MULL_SHA-96
ESPIP_DES_MULL

ESPIP_DES_MDS-36
ESPIP_DES_SHA-96
ESPIP 3DES_MULL
ESPIP_3DES MDS-35
ESPIP_3DES_SHA-96

ICDntinue

Sdlect the appropriate entry from the pull-down list in the Suite field. These
should match the settings listed in the phase 2 proposal in “Creating an Autokey
IKE” on page 16.

Tap Continue.

In the Netscreen Series window, adjust the SA Life slidebar to time-out of the
gateway as desired.

Netscreen Series

rser hame 34 Life
||| | {Hrs)
i—|User Password —|‘ 1 B

[ ons | [mEsaes | | B-

| Mebwark | |IPSEE 5uite| | Dane

Tap Done.
The movianV PN application window appears.
To connect to the gateway, tap the L ogin button.
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Creating the policy Creating a movianVPN policy for your gateway

Creating a Palm To create a Palm OS policy for a Netscreen Series gateway:

0S policy
1. To openthe movianVPN application, tap the arrow in the right corner of the top
toolbar and select movian or All.

2. Tapthe movianVPN icon.
The movianVPN application window appears.

3. Tap New.
The movianVPN Policy window appears.

4. Enter apolicy namein the Policy Namefield.
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Creating a movianVPN policy for your gateway Creating the policy

5. Tap the pull-down menu at Please select one.

6. Scroll down to Netscreen Series and tap the entry.

The Netscreen Series Gateway Address field and the gateway policy security
option check boxes appear.

7. Enter the Gateway Address.

Note: When creating a policy to test the gateway, a basic policy is recommended. To
simplify the connection, advanced features Solit Tunneling and Perfect Forward Secrecy
should not be used. These settings can be configured by users for general deployment.
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8.

10.

11.

12.

Creating a movianVPN policy for your gateway

Tap the arrow icon.
The Netscreen Series window appears.

Enter the User Name for the gateway. This should match the username from the
step “ On the User Configuration tab, enter the username.” on page 12 and the
password from step “Enter the preshared key.” on page 15.

If asaved password is desired, tap Prompt at the User Password field.
The User password window appears.

Enter the password and tap OK.

In the Netscreen Series window, the User Password now appears as Assigned. To
delete or edit the password, tap Assigned, either leave the field blank to delete or
enter anew password, and tap OK .

Note: If you do not enter the password at thistime, you will be asked for it when you log
in to the gateway.

Note: When creating a policy to test the gateway, a basic policy is recommended. To
simplify the connection, advanced features such as DNS support and Network Properties
should not be used. These settings can be configured by users for general deployment.

Tap the IKE... button in the Netscreen Series window.
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13.

14.
15.

16.

17.
18.

19.
20.
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Creating a movianVPN policy for your gateway Creating the policy

The IKE Crypto Suite window appears..

Select the appropriate settings from each of the pull-down lists for Group,
Cipher, and Hash fields. These should match the settings listed under “Creating
aphasel proposa” on page 13.

Tap the checkmark icon.
Tap the | PSec... button in the Netscreen Series window.
The IPSec Crypto Suite window appears.

Select the appropriate entry from the pull-down list in the Suitefield. These
should match the settings listed in the phase 2 proposal in “Creating an Autokey
IKE” on page 16.

Tap the checkmark icon.

In the Netscreen Series window, tap the movianVPN tab at the top of the
window.

The Options pull-down list appears.

Tap SA Lifetimein the pull-down.

Adjust the SA Lifetime setting using the arrows, to time-out of the gateway as
desired.




Creating the policy

30

21.

22.

23.

Creating a movianVPN policy for your gateway

Tap the checkmark icon.

The Netscreen Series window appears.

Tap Done.

The movianVPN application window appears.

To connect to the gateway, tap the L ogin button.
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Testing the policy

For more information on verifying your policy, please refer to the movianVPN User
Guide for WINnCE Pocket PC and Handheld PC or movianVPN User Guide for Palm
os

Note: Any host or server on the company network must have the Netscreen as its default
gateway. Thisisto ensure that packets sent from the VPN to the movianVPN client are routed
correctly.

To test the policy:

In the movianV PN window, ensure the policy is selected.
Tap Login.

The IKE Messages display connection progress in generating and exchanging
keys. If the connection is successful, the following screens will appear..

IKE Status Messages
IKE Status

Exchanging Keys, please wait...

Megotiating, please wait...
Finished,

3. TapOK.
If the connection If the connection fails, complete the following:
fails +  Check that the settings match on both the movianVPN client and the gateway

» Refer to the movianVPN User Guide for WINnCE Pocket PC and Handheld PC or
movianVPN User Guide for Palm OSfor information on verifying your policy and
troubleshooting logging in to the gateway

If the settings are correct and the connection is not successful:

» Refer to Appendix A for diagnostic tools
» Refer to the gateway configuration manual for information on how to view the
connection log.
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Logging out of the gateway

To close a session with the gateway server:

32

1

Access the movianV PN window,

Q movianV¥PN
movian¥PN

N

navianyPR

| Tew || Edit || Delete ‘

Options Tools About E|‘

Tap L ogout.

IKE Status

Logging off...
¥ou have logged off!

Tap OK.

Tap Exit to close the movianVPN application.
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Configuring features on movianVPN

Depending on the type of gateway, users can configure the following features on the
client:

o “IPSec”

» “IPSec Crypto Suite”

» “|IKE Crypto Suite”

» “Network Properties’

For information on other features that are configured on the gateway and can be
selected on the client, see a so:

e “Split Tunneling” on page 40

o “Perfect Forward Secrecy” on page 41

* “DNS Support” on page 44

IPSec IPSec protocol allows movianV PN to negotiate methods of secure communication for
authentication of identity, confirming data integrity, verifying data sources, and
selecting encryption functions.

While using movianVPN, users can select and desel ect |PSec during a session with
the gateway. While |PSec is desel ected, sent data will not be encrypted. Thiswill
allows usersto access servers and websites outside the Virtual Private Network, on the
Internet, but they will not be able to reach computers inside the VPN.

On gateways which permit it, movianVPN also supports Split Tunneling. When split
tunneling is enabled, datawill be either encrypted or unencrypted depending on
whether it is being sent and received within the VPN or elsewhere on the Internet.
Users can securely access your corporate intranet and freely access the Internet at the
same time. For more information see “ Split Tunneling” on page 40.

Warning: While IPSec is deselected, the connection is not secure. Transmitted data is not
encrypted.

Enabling/Disabling IPSec in WinCE
To enable or disable IPSec in WinCE:

1. InthemovianVPN window, while connected to the gateway, tap Options.

movianyPH

| New H Edit || Delete |

Connection Options

Dial-up

v IPsec
Connection Type

Options| Tools About
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2.

3.

Enabling/Disabling IPSec on Palm OS
To disable or enable |PSec on the PAm OS;

1.

2.

3.

Select | PSec from the list.

n-lu\ﬂ.-.-llnl.l
YWarning

You are about to disable
IPSec! YOUR

COMMECTION WILL NOT
BE SECURE!

Pal

Hew || Edit || Delete

| Login || Logouk |

Exit
Power off timer disabled

Tap OK. When the checkmark is present, IPSec is enabled.
Warning: When IPSec is disabled your connection is not secure. Data is not encrypted.

While you are connected to the VPN, in the movianVPN window, tap the

movianVPN tab.

The Options pull-down list appears. When you are connected to the VPN, the

IPsec entry appears on the list.

Note: While IPSec is enabled, a lock appears in the bottom right hand corner of the

window.

Select | PSec from the list.

You will receive awarning that |PSec is about to be disabled.
Tap OK.
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IPSec Crypto Suite

IKE Crypto Suite

Creating a movianVPN policy for your gateway Configuring features on movianVPN

| PSec settings are used to encrypt the data. The various settings represent the strengths
of security, 3DES being the strongest while Null represents no encryption.

Note: These should match the settings listed in the phase 2 proposal in “ Creating an Autokey
IKE” on page 16.

IPSec Crypto Suite

SPIP 3DES MDS-96
ESPIP_MULL_MDS-96
ESPIP_MULL_SHA-96
ESPIP_DES_MULL
ESPIP_DES_MDS-96
ESPIP_DES_SHA-96
ESPIP_3DES MULL
ESFIF_3DES MDS-95
ESPIP_3DES_SHA-96

IContinue

IKE (Internet Key Exchange) Crypto Suite configures the preferred protocols for
exchanging keys.

Note: These should match the settings listed under “ Creating a phasel proposal” on page 13.

Group

Note: Group refers to the cryptographic algorithm that will be used and a so the key
size in the Diffie-Hellman key exchange.

IKE Crypto Suite

_ GRPZ_DH-1024
Cipher: |GRP? ECDH-163

Hash: [MDS -|

Cipher
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Ciphers are used to encrypt the data using Digital Encryption Standard (DES) or
3DES, where the encryption is performed three times.

IKE Crypto Suite

Group: [GRPI_DH-768 -

Hash

Hash numbers confirm that communicated data has not been changed during
transmission. A hash number is generated for a particular set of data's characteristics,
and sent along with the communication. When the communication is received, the
hash number is generated again in the same way, and compared to the first..

IKE Crypto Suite

Group: [GRP1_DH-768 -|

Cipher: [3DES_CBC -

Network Network Properties fields identify primary and secondary subnet | P addresses and
Properties masks. These are the network subnets that you access as part of the VPN.

Packets sent to these subnets are encrypted when Split Tunneling is selected.
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-
Primars Subnet Network Properties
IP Address Subnet Mask

f Jo Jo Jo | [e=s]ess]ess]n | Protected Metworks
Secondary Subnet

F ol o] IP Address Subng

b IoJoJoJfofofoo] T o |o o o |o

b Io oo Jlofo oo |

Ee | I L LU (A LU o |0
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Enhancing your movianVPN
policy

Once your gateway has been configured for basic movianV PN functions and
successfully tested, you can enhance your movianVPN policy using the
following:

e “Split Tunneling”
» “Perfect Forward Secrecy”
* “DNS Support”

Note: If you have used the movianVPN Deployment tool to create a policy with enhanced
features, you will not have to enable these features on the client software.
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Split Tunneling

Enhancing your movianVPN policy

Split Tunneling

Enabling split
tunneling on the
gateway

Enabling split
tunneling on
movianVPN

40

Note: Your network configuration is more secure without split tunneling.

Split tunneling allows your users to use both the internet and the corporate intranet at
the same time. Split tunneling is used by the VPN server to decide which traffic to
send through an encrypted tunnel, depending on where the packets (the data being sent
or received) originate or are directed.

When Split Tunneling is selected, all packets sent to or from the VPN and itsidentified
subnets are encrypted; packets to outside the VPN are not encrypted, and go directly
through the ISP to the internet and is not encrypted.

When Split Tunneling is deselected, all packets are encrypted. If the packet is not to or
from an identified address on the VPN, it is dropped from communication.

Users are required to configure the client to enable split tunneling.

You do not have to make any changes on the gateway to support split tunneling; this
option is set on the movianVPN client.

To enable split tunneling on the movianVPN client:

1. Inthe movianVPN window, select the palicy.
2. Tap Edit.
3. Sdect the Use Split Tunneling checkbox.

Policy

|Netscreen Seties v|

{Gateway IP Address
I |

D IJse Split Tunneling
D Use Perfect Forsard Secrecy

4. Tap Continuein WinCE OS or the the arrow/checkmark icon in Palm OS until
editing changes to the policy are complete and the movianVPN window appears.

5. TapLogin. Split Tunneling will be enabled for the policy.
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Perfect Forward Secrecy

Enabling perfect
forward secrecy
on the gateway

Perfect Forward Secrecy is a cryptographic characteristic associated with a derived
Shared Secret value. With Perfect Forward Secrecy, if one key is compromised,
previous and subsequent keys are not compromised, because subsequent keys are not
derived from previous keys.

Perfect Forward Secrecy performs the key exchange twice as your handheld device
negotiates with the gateway, using the same key material. A new key is created for
each step of the Internet Key Exchange (IKE), and each new key is not derived from
the previous key. Thus, the previous key or the one following are not compromised
even if the current oneis.

Negotiation of the connection will take longer.

To enable perfect forward secrecy on the gateway:

Select VPN in the left-hand panel, then click on the P2 proposal tab.

VPN

" Manual Key % AutoKey IKEY_, Gateway % P1Proposal \, P2Proposaly, Certificatesy, L2TP %, IPPool

Name PFS Encap. Encrypt/Auth. | Lifetime | Lifesize | Configure
nopfs-esp-desmds | Mo PFS ESFP DES / MDE 3600 0
92-esp-Zdessha | DH Group 2 ESFP 3DES / SHA 3600 0
g1-esp-Fdesmds | DH Group 1 ESP 3DES / MDS 3600 0 Edit
& Mew Phase 2 Proposal List |10 ~| Per Page

2. Click on New Phase 2 Proposal.

PHASE 2 PROPOSAL CONFIGURATION

Name Ig1_esp_3de£_md5|
Perfect Forward OH Group 1 =
Secrecy

Encapsulation
# Encryption (ESP)

Encryption lm

Authentication l__l
Algorithm MD3

 Authentication Only (AH)

Authentication m

Algorithm

Algorithm
Lifetime
In Time i Sec CMin &Hours © Days
In Kbytes [ Kbytes
Cancel |
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3. Set PFSto DH groupl. Set Encryption (ESP).
Set Encryption Algorithm to 3DES. Click on OK.

5. Set the name to something that reflects the choices you have made, e.g.
gl esp_3des md5.

Click OK.
Select the AutoK ey | KE tab.

YPN

Manual Key\'_ AutoKey IKE\,_ " Gateway \ P Pmposal\ P2 Pmposal\ ' Certiﬂnalas\ © o L2TP \ " IPPool

Name Gateway |Replay P2 Proposals Monitor | Transport | Configure

rnovian mavian Mo | gl-esp-3des-mdS | On off Edit, Remove

= New AutoKey IKE Entry List |10 =

Per Page

8. Click Edit the entry that you created.

AUTOKEY IKE CONFIGURATION

MName Iike_mwian
Enable Replay Protection ™ Enable

Remote Gateway Tunnel
Name

Phase 2 Proposal |gl-esp-idesmds x|

movian List Gateways

|g1-esp—3des-md5 j
|nc-ne j
|none j

List Phase 2 Proposals

VPN Monitor [ Enable
Transport Mode ™ Enable (For L2TP-over-IPSec only)

Cancel |

9. Select the phase2 proposal that you created.
10. Click OK.

Note: The phase 2 proposal must use same Diffie-Hellman group as the phasel proposal that
you created for the gateway group.
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Enabling perfect Once the gateway will support Perfect Forward Secrecy, users can enable the function
forward secrecy on their clients.
on the movianVPN

lient To enable perfect forward secrecy on the movianVPN client:
clien

In the movianV PN window, select the policy.
Tap Edit.
Select the Use Perfect Forward Secrecy checkbox.

Policy

|Netscreen Series v|

{Gateway IP Address
[ |

|:| IJse Split Tunneling
[ ] Use Perfect Forward Secrecy

4. Tap Continuein WinCE OS or the the arrow/check icon in Palm OS until editing
changes to the policy are complete and the movianV PN window appears.

5. TapLogin.
Perfect Forward Secrecy will be enabled for the policy.
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DNS Support

Enabling DNS
support on the
gateway

Enabling DNS
support on the
movianVPN client

44

The Domain Name System (DNS) is used to identify particular computers or parts of
the network. Some gateways supply this information to the handheld device during
key negotiation.

If Query DNSis checked, the handheld device will download the DNS information
from the gateway server. If you supply the DNS information, your handheld device's
settings will override other information provided by the gateway.

In order to support DNS, you must enter the | P address of the DNS server in the
movianVPN client. Thisis because the Netscreen gateway does not support
configuration mode.

If the client is supplying DNS settings, they must be set on the client software.
To enable and set DNS support:

On the movianVPN client, enter or select the Policy Name.

Tap Edit.

Tap Continue for WinCE OS or tap the arrow icon for Palm OS.
The gateway window will appear..

Netscreen Series

rser hame 34 Life
||| | {Hrs)
i—|User Password —|‘ 1 B

[ ons | [mEsaes | | B-

| Mebwark | |IPSEE 5uite| | Dane

4. TapDNS..
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Uncheck the Query DNS box. The DNS entry fields appear..

DMS

DQuery DNS
Primary DS
b flo Il [lo |

Secondary DMS Group
b Jfo o Jp |

Enter the Primary and Secondary DNS addresses. In Palm OS, enter the
Domain Name.

Tap Continue in WinCE OS or tap the check iconin Palm OS.
Tap Done.
When you log in to the gateway, the client will provide the DNS settings.
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Appendix A: Using the Diagnostic
Tools

The following diagnostic tools are available for movianVPN clients:
* Ping

* View IPSec Status

* View IP Packet Status

Note: For further diagnostic procedures, refer to the gateway configuration manual for
information on how to view the connection log.

Accessing diagnostic tools

To access the diagnostic tools:

1. Inthe movianVPN window
» For WinCE, tap Tools in the lower tool bar

» For Palm OS tap the movianV PN tab in the top of the window and tap
Tools.

Q moviany¥Ph

movian¥Ph

movianYPH

[ mew || Ede || elete

Exit
Ping
View Ike Log
View IPsec Status
View IP Packet Statistics

Options |Tools | About El‘

2. Tap the diagnostic tool you want to open
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Ping
Use Ping to determine whether you have established a connection with or have access
to aparticular server.
Note: If thefirst attempt fails, ping the server twice.

Using Ping with a  To ping a server with a WinCE device:

WinCE client
1. Tap Toolsand select Ping from the list.

The Ping window appears.

Ping
Address

|123.123.123.|:| |

Enter the | P address of the server you wish to ping.

Tap Ping.

The Ping window will display the results.

Ping Ping
s peres
| 07.176.222.134 | |123.123.123.D |

ping 07.176.222.134; Successful ping 123.123.123.0 : Unknown host

4. To closethe window, tap OK or the X in the top right corner of the Ping window.
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Using Ping with a  To ping a server using a Palm OS device:

Palm OS client
Tap the movianV PN tab.

Tap Tools and select Ping from the list.

The Ping window appears.

3. Enter the IP address of the server you wish to ping.
4. TapPing.
The Ping window will display the resuilts.

5. Tap the checkmark icon when finished.
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Appendix A: Using the Diagnostic Tools

IPSec Status Log

I PSec Status can be used to confirm that atunnel is working and provide information
about it.

Note: View IPSec Satusis only available while the VPN tunnel is up.

Viewing IPSec

Status for a WinCE

client

To view |Psec status with a WinCE device:

2.

Tap Tools and select View | PSec Satus from thelist.
The IPsec Status window appears.

IPsec Status

Split Tunnel

Gateway IP:
Clienk Public IP:
Client Private IP:
MAT Part:

Cryplo Suite:
Primary DMS:
Secondary DMNS:
Domain Suffix:
Tirne Lirnik:

Time Connected:

207.176.222.1
64,10,126.131
10.5,1.200
10000

: disabled

10.5.1.12
10.5.1.12

01:00:00
am0z:01

ESPIP_3DES_MDS-96

The fields provide status information on the handheld device and gateway.

Tap OK when finished.

The fields provide the following information:

Field Information

Gateway |P VPN gateway server |P address

Client Public IP I P address supplied by ISP

Client Private IP | P address within the VPN

NAT Port If NAT isenabled

Split Tunnel If Split Tunnel is enabled

Crypto Suite Crypto Suite setting

Primary DNS DNS setting from VPN gateway or supplied by client
Secondary DNS DNS setting from VPN gateway or supplied by client
Domain Suffix In Palm OS, setting from VPN gateway or supplied by client
Time Limit SA proposal

Time Connected

Since tunnel established
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Viewing IPSec

Status for a Palm

0S client 1
2.
3.

Appendix A: Using the Diagnostic Tools

IPSec Status Log

To view |Psec status with a PaAlm OS device;

Tap the movian VPN tab.
Tap Tools and select View | PSec Satus from thelist.
The IPsec Status window appears.

The fields provide status information on the handheld device and gateway.

Tap the checkmark icon when finished.

The fields provide the following information:

Field Information

Gateway IP VPN gateway server |P address

Client Public IP IP address supplied by ISP

Client Private IP I P address within the VPN

NAT Port If NAT is enabled

Split Tunnel If Split Tunnel is enabled

Crypto Suite Crypto Suite setting

Primary DNS DNS setting from VPN gateway or supplied by client
Secondary DNS DNS setting from VPN gateway or supplied by client
Domain Suffix In Palm OS, setting from VPN gateway or supplied by client
Time Limit SA proposal

Time Connected

Since tunnel established

movianVPN Deployment Guide
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IP Packet Statistics Log

I P Packet Statistics are used primarily for diagnostic purposes. The window provides
information on the amount of traffic passing through the tunnel, and its reliability.
Your VPN administrator may ask you to clear the statistics while debugging; this will
clear the statistics from previous communications, for example from a previous VPN
session or if you have been using the Internet before starting the VPN tunnel.

Note: View IP Packet Satisticsis only available while the VPN tunnel isup.

Viewing IP Packet  To view IP Packet Statistics with a WinCE device:

Statistics for a _ L .
WinCE client 1. Tap Toolsand select View | P Packet Satisticsfrom thelist.

The | P Packet Statistics window appears.

IP Packet Statistics

Tx Packets
encrypted: 31
bvpass: 15643
drop: O

R Packets
decrypted; 29
bypass: 14277
drop: &

| Clear | | oK |

2. Tap Clear to clear information, if desired.
3. Tap OK when finished.

The fields indicate the following information:

Field Information
Tx Packets Transmitted encrypted packets
Rx Packets Received packets

Packets may be:

» Encrypted/decrypted
» Bypass: Sent without encryption
» Drop: Dropped from communication

60 movianVPN Deployment Guide




Appendix A: Using the Diagnostic Tools IP Packet Statistics Log

Viewing IP Packet  To view IP Packet Statistics with a Palm OS device:

Statistics for a

Palm OS client 1
2.

3.
4.

In the movianV PN window, tap the movianVPN tab.
Tap Tools and select View | P Packet Satistics from the list.
The IP Packet Statistics window appears.

Tap Clear to clear information, if desired.
Tap the checkmark icon when finished.

The fields indicate the following information on transmitted encrypted packets:

movianVPN Deployment Guide

Encrypted/decrypted
Bypass: Sent without encryption
Drop: Dropped from communication
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Authentication

AH
Authentication
Header

Cipher

Client software

Confidentiality

Digital signatures

DNS
Domain Name Server

Encryption

Extended
Authentication
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Appendix B: Glossary of Terms

Authentication refers to the verification of the identity of communicating parties.

Part of the |PSec protocol, the Authentication Header allows communicating
parties to verify both the source and integrity of the data.

Ciphers are algorithms or mathematical functions used to encrypt data.
movianV PN uses Digital Encryption Standard (DES) or 3DES, where the
encryption is performed three times.

Client software is the software installed on your handheld device. It
communicates with the software installed on your gateway server.

Confidentiality isthe need to restrict access to information to people with the
appropriate authorization. This need is typically addressed by encryption, which
restricts access to information to people possessing the correct key.

Digital signatures provide aform of authentication, confirming the identity of
communicating parties and acting as a legally binding signature.

Domain Name Server (DNS) settings are used to identify particular computers or
parts of the network.

Encryption is the process of converting atext or other communication into a
coded format which cannot be read by other parties unless decrypted. Encryption
and decryption relies on shared keys.

Extended Authentication (XAUTH) inserts anew level of security in the middle
of the IKE (Internet Key Exchange), after the device authentication. A prompt
asking for the User Name and Password or another form of additional
authentication appears when you log onto the gateway.
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Encapsulation
Security Payload

Gateway

Hash Numbers

IKE
Internet Key
Exchange protocol

IPSec

ISP
Internet Service
Provider

Key

Perfect Forward
Secrecy
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If you answer the prompt correctly, the second security set-up phase continues.
Extended Authentication can be used to require an additional password or code,
depending on the type of gateway.

Part of the IPSec protocol, provides encryption for data exchange security.

A gateway isthe server which recognizes and authenticates a user attempting to access
aVPN.

Hash numbers confirm that communicated data has not been changed during
transmission. A hash number is generated for aparticular set of data's characteristics,
and sent along with the communication. When the communication is received, the
hash number is generated again in the same way, and the results compared to the
original hash number.

Part of the IPSec protocol, allows communicating parties to negotiate methods of
secure communication—such as how the partieswill authenticate themselvesinitially,
which hash functions will be used to confirm dataintegrity, or which forms of
encryption will be used.

Developed by the Internet Engineering Task Force (IETF), IPSec protocol isa
framework of open standards that provides flexible network security, providing
confidentiality, data integrity, and data source verification for any application using
the network. A protocol isa series of clearly-defined, agreed upon steps that are
followed by all partiesin an interaction.

A company providing dial-up connections to access the Internet.

A key isused to encrypt and decrypt acommunication so that it cannot be read by any
parties except the sender and intended receiver.

Perfect Forward Secrecy is designed to keep previous traffic locked in the past. Thisis
accomplished by executing the key exchange twice, using the same key material.
Using Perfect Forward Secrecy prevents the compromise of the secret keys.

Perfect Forward Secrecy creates new keys for each step of the Internet Key Exchange
(IKE). Negotiation of the connection will take longer.

movianVPN Deployment Guide



PDA
Personal Digital
Assistant

Policy

SA

Security
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Appendix B: Glossary of Terms

Personal Digital Assistants (PDAS) are handheld personal computing devices.

A policy contains the settings used by movianVPN to contact and negotiate access to
aVPN. The policy includes information on making a connection; negotiating
authentication and key exchange; and encryption protocols.

A limited-lifetime statement of the negotiated security policies between the
communicating devices, such as session keys and agreed encryption algorithms. SA
Lifetime provides an automatic time-out from a session with a gateway.

Split tunneling is a method used by the VPN server to decide which traffic to send
through an encrypted tunnel. Traffic sent to or from the VPN is encrypted, while other
traffic goes directly through the ISP to or from the internet. Split tunneling secures
sensitive VPN traffic, while allowing less sensitive materia to flow normally.

When you select Split Tunneling, packets of data headed to inside the VPN will still be
encrypted and forwarded. Packets that are not directed to inside the VPN will not be
encrypted, nor isthe reply.

A tunnel is created to securely send encrypted information directly from one computer
to another.

A Virtual Private Network or VPN is used to provide secure, encrypted
communication between specific computers on awider network.
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Appendix C:
Client configuration worksheet

Information required for client configuration

movianVPN Deployment Guide

Thefollowing information will be required by your usersto create a policy for the
gateway. The information must be entered in afield, selected from a pull-down
list, or selected/desel ected using checkboxes.

Not all fields will apply for the configuration you have selected for your gateway
and for the users of the gateway.
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Information required for creating a policy

Field, Checkbox or Button Required | Information/Action

Policy Name

Gateway Type (Please select one)

Gateway IP Address

Split Tunnelling

Perfect Forward Secrecy

Extended Authentication

Primary DNS:
DNS checkbox
Secondary DNS Group:
Group:
IKE Suite Cipher:
Hash:

Group Name

Group Password

User Name

User Password

User Passcode (SecurlID)

Primary Subnet IP Address:

Primary Subnet Subnet Mask:

Secondary Subnet 1P Addresses:
Network Properties

Secondary Subnet Subnet Masks:

IPSec Suite

SA Lifetime

Options > Connection Type

Options > Dial-up RAS entry
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