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Introduction

Introducing movianVPN

movianVPN User's Guide

For mobile professionals, a handheld personal computer such as a Personal
Digital Assistant (PDA) or Palm device means that downloading e-mail and
accessing the Internet can occur anyplace, anytime. More difficult, however, is
ensuring security when using a handheld device to remotely access confidential
information on the corporate intranet.

movianV PN is a software application that allows mobile professionals to use
their handheld devices to connect securely to their corporate intranet, whether
remotely or on-site at their company. The corporate intranet or VPN (Virtual
Private Network) is accessed through a gateway server the user connects to by
wireline dial-up or wireless access.

Once auser islogged in to the VPN gateway, information sent in each direction is
encrypted and verified. The communicating parties are authenticated, ensuring
confidentiality and integrity of the data. Authorized users have secure, real-time
access to critical data and application servers behind the gateway, such as e-mail
servers.

movianV PN can be obtained from www.certicom.com and installed on your
computer. The next time you synchronize your handheld with the computer, the
necessary fileswill be installed on the handheld device.

The application is simple to use, with only afew stepsto follow.

To use movianVPN, you will require:

» A handheld device capable of connection to an Internet Service Provider or to
awireline or wirelessLAN

» Information regarding the configuration required for your VPN gateway


www.certicom.com
www.certicom.com

Introducing movianVPN Introduction

Using this This User Guideis for the Palm OS version of movianVPN. It provides information
document on:

* VPNsand handheld devices

e Installing movianVPN

» Creating and verifying the policies used to connect to VPN gateways

¢ Accessing and using the gateway

« Diagnostic tools and troubleshooting

If aparticular chapter’s procedures for installing and configuring movianVPN on

your handheld device has already been completed, you can move on to the next
chapter.

2 movianVPN User’'s Guide



VPNs

Gateway servers

movianVPN User’'s Guide

Introduction VPNs

Virtual Private Networks (V PNs) are secure private networks operating either within a
public network like the Internet or within an insecure private network.

A VPN linkstogether particular computers within the wider network and provides
authorized users with secure, confidential transmission of data. Security is maintained
by encrypting communications and by creating secure "tunnels' to direct network
traffic from one computer to ancther specific computer.

VPNSs can create secure connections between an internal corporate network and
external usersin any combination of the following three forms:

* Intranet VPN: Between acentral corporate site and branch offices

» Remote access VPN: Between a central corporate site and individual remote users
(the movianVPN model)

« Extranet VPN: Between an enterprise and its business partners, suppliers, and
customers

VPNs provide a cost-effective means for secure e-mail access and functions such as
sharing confidential information, updating databases for remote offices, and
disseminating business applications.

Once you are logged in to a VPN, you can access the servers within the VPN, while
other Internet or intranet users outside the VPN are unable to access the VPN and its
subnets or enclosed networks.

The VPN is accessed through a"VPN gateway server," acomputer which recognizes
authorized users and their passwords. The gateway server gives users access to the
application serversfor e-mail and other confidential information "behind" the gateway
(that is, to servers within the corporate intranet that have been designated as part of the
VPN).

email
server

authorized
uzar

ISP VPN

field
server

authorized
user

directory
authorized
1 (intemet

VPN: can be reached only by
recognized authorized users
Ensures: confidentiality,

authentication, data integrity




VPNs Introduction

Secure access is provided through a combination of:

» Tunneling (directing encrypted communication and routing instructions from one
computer to another specific computer using TCP/IP protocols)

* Encrypting data, and
» Using authentication technologies that verify theidentity of the sender, theidentity
of the receiver, and the security of the information transmitted

A VPN must provide areliable, secure communication between all hardware and
software points of the VPN: 1PSec protocol makes this possible.

IPSec | PSec protocol is aframework of standards for network security, aimed at providing
confidentiality, dataintegrity, and data source verification for any application using
the network.

I PSec protocol ensures that:

« Communicating parties can authenticate both the source and the integrity of the
data

e Thedatais encrypted for secure exchange
« The method of authentication and encryption can be negotiated by the
communicating parties

Using | PSec therefore ensures that you know who the data came from; that it is
securely encrypted; and that the communication has not been tampered with.

Handheld devices ~ Using movianVPN, atraditional VPN can aso have handheld devices added to the
configuration.
Handheld devices can connect to the VPN by several options:
» Dedicated dial-up modem to access an | SP through the tel ephone network
*  Wireless modem to accessaLoca AreaNetwork or LAN
e Wireline (Ethernet) accessto a LAN
« Modem with data-capable maobile phone to access the | SP

To access the VPN, the handheld device must support the standard IP or Internet
Protocol, which addresses and sends information packets over the network.

Handheld devices can connect to the VPN by awired connection or by awireless
connection, depending on the devices' hardware/software configuration.

4 movianVPN User’'s Guide



Introduction VPNs
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For information on the handheld devices and operating systems that can use
movianV PN, see “Interoperability” on page 7.
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Introduction

movianVPN

Gateway access

movianV PN allows mobile professionals to use their handheld devices to connect
securely and easily to a corporate intranet’'s VPN gateway. The handheld device can
then be used to access the corporate intranet, providing you with secure, real-time
access to confidential data and application servers behind the gateway, such as e-mail
servers.

movianV PN uses |PSec standards to establish a secure end-to-end connection. The
process for an |PSec-based communication works as follows:

*  When your handheld device contacts the VPN gateway server to establish a
connection, the "client" (that is, the part of the software resident on your handheld
device) and the server identify themselves to each other.

There are severa possible authentication methods, including passwords for the
username you login with and tokens for two-factor authentication.

« Once the authentication is complete, the client generates a"key" and sharesit with
the VPN gateway server to use for the length of that session.

*  When the client accesses data from the VPN, the gateway server encrypts the data,
using the session key. The encrypted datatravels securely acrossthe Internet to the
client, where it is decrypted with the same key.

Encryption is the process of converting atext or other communication into a coded
format which cannot be read by other parties unless decrypted. Encryption and
decryption relies on shared keys.

Gateways are accessed using a security "policy" configured within movianVPN. The
policy contains the information required to connect to a specific gateway and to
successfully negotiate the exchange of keys that will be used for encrypting the
transmitted data, verifying identities, and confirming data integrity.

The network you use to access the VPN gateway server does not have to be secure.
For example, you may use dial-up accessto an Internet Service Provider to reach the
gateway server, or access it through awider corporate LAN.

Once you are recognized by the VPN gateway through providing your user name and
password, movianV PN establishes a secure, encrypted "tunnel” for you to the VPN.
While accessing the servers that comprise the VPN, you are provided with
confidentiality, data integrity verification, and data source authentication for your
communications.

A policy requires specific information regarding connection and encryption protocols,
user names and passwords for authentication, and configuration modes for the
particular type of gateway.

movianVPN User’'s Guide
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Interoperability

Supported devices For alist of supported devices, please refer to the website located at
http://www.certicom.com/vpnsupport

Supported VPN For alist of supported VPN gateways, please refer to the website located at
gateways http://www.certicom.com/gatewaysupport

Supported For alist of supported features, please refer to the website located at
Features http://www.certicom.com/vpnfeatures

movianVPN User’'s Guide 7
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Installing movianVPN

Installation Requirements

System requirements

Communications
Requirements

Standard Palm
Devices vs. Tungsten-
C, Tungsten-T3

movianVPN User's Guide

Installing movianVPN is asimple process of:

e Obtaining the movianVPN software from the I nternet
« Extracting the filesto adesignated folder

» |nstalling the application on your hard drive

» Synchronizing your handheld device using HotSync, to transfer the
movianVPN files to the handheld

e Setting your network and connection preferences
If movianVPN has aready been installed on your handheld device and your

connection preferences have been pre-configured, you can move on to “Verifying
Your Setup” on page 23.

To install and run movianV PN, your desktop computer and handheld device
should have the following as a minimum:

Computer Operating System Other

Desktop PC | Windows 95/98/NT/2000/XP * 4MB of availabledisk space
e Palm Desktop

Handheld Palm OS 3.5 and up e 400 kB of available memory

To connect to a VPN, you will also require:

* A modem for land line or wireless connection to adial-up Internet Service
Provider or

» Hardware to connect to awireline (Ethernet) or wireless Local Area Network
(LAN)

» Account with an Internet Service Provider and/or wireless data provider

This document uses the phrase "Standard Palm Devices' to refer to all Palm
devices other than the Tungsten-C and Tungsten-T3 models, whose operation
differs slightly from the mgjority of Palm products.




Installing movianVPN

Installing movianVPN

Installing movianVPN

The movianVPN installation is a three step process. You must:

e Obtain the movianVPN files from http://www.certicom.com

« Extract thefilesinto afolder on your hard drive

» Synchronize your handheld device with your computer, installing the movianV PN

Extracting the
files

Installing the Files

10

files onto the handheld device

Once the download is complete, you can extract the movianVPN files onto your hard

drive.

1. Goto thefolder containing
the movianVPN executable
obtained from the Certicom
website.

2. Launch the executablefile
by double-clicking it. The
movianVPN Install Wizard
will extract the files needed
to install movianVPN onto
your hard drive.

movian¥PN - InstallShield Wizard x|

T

b

' movianVPN"

* 1 secure network
gaccess application for
' mobile handhelds
A
A

‘Welcome to the movianVPN installation
program.

The installation program will install the movianyPM ta your
PC and ta your Palm device.
ersion 4.00 build 110.7c [pack. 040205)

¢ Back Mest » I

Cancel

Once the files have been extracted, they can be installed on your hard drive.

Note: Do not HotSync until the installation has completed and you have clicked Finish.

1. Oncethefileshave been
extracted, the movianVPN
Installation Wizard will open
to guide you through the
stepstoinstall movianVPN.

Click Next to continue.

The movianVPN Setup
window will open the
License Agreement. Read the
License Agreement and click
Yesto agreeor click No to
cancel theinstalation.

4. Usethedefault or select a

movian¥PN - Installshield Wizard x|

Setup Status @

moviany'PM iz configuring your new software installation

Irnztaling

InstallShield

Cancel

location for your program folder, and click Next.

movianVPN User’'s Guide
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7.
8.

Installing movianVPN Installing movianVPN

If you have severa movianVPN 5
HotSync profiles, you will ~ PalmDe .
be prompted to select the o OVIBNVEN
profile you wish to use
with movianVPN.

Note: If the profile name S ismithatwork
contains any special [ ismithirulc
characters, the name will not
be found and a partial list of
profiles will appear. Profile
names creating using any of
the following characterswill

not be found: cBack [ Hew> |  Cance

I\;?2%."><

Select the profile you wish to use. Click Next.

Note: |If you wish to use movianVPN with more than one profile, you will have to install
the application again and select the other profile.

Click Ingtall. The I nstall Wizard will configure the application.
Click Finish to complete the installation.

The folder location for movianVPN documentation will automatically open.
movianV PN will be automatically installed on your handheld device the next time
you perform a HotSync. For information on options for synchronizing your handheld
Palm OS device, please refer to the Palm Desktop documentation.

1



Configuration (Standard Palm Devices) Installing movianVPN

Configuration (Standard Palm Devices)

When you open movianV PN, the license
agreement appears. Tap Accept if you agreeto the
terms of the license; tap Reject if you do not.

Settingconnection 1. The Connection Preferences window

preferences appears. This window allows you to
configure the hardware you use to connect to
the internet. Select the movianVPN
connection from the options listed.

Note: You can access the Connection
Preferences window while movianVPN is
running by selecting Options then Connection
Prefs from the movianVPN menu bar.

2. Tap the Edit button to edit your connection.
The Edit Connection window opens.

12

License Agreement

By accepting below, you agree to use
this product according to Certicom's
license agreement. Please review the
terms of the license.

{¢) Certicom Corp. 2000-2002. All
rights not expressly granted in the
license are reserved.

( Accept ) ( Reject )

Available Connections:

Falrn Modern S/ Canada
Falrn Modern LK

IEM WorkPad Modem
CradlesCable

IR toa PCAHandheld
rnoviany'Pi

[ Done ] [Mew..] [ Edit... ][ Delete |

Edit Connection o

Name: Cradle/Cable

Connect to: v PC
Via: ¥ Cradle/Cable

(oK )((ancel ) (Details.. )

movianVPN User’'s Guide
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3.

Installing movianVPN

Open the "Connect to:" list and select what
you wish to connect your deviceto.

Openthe"Via" list and sel ect the means your
handheld uses to communicate with your
desired connection. Select |PSec for al non-
Treo devices.

Open the Details window by tapping the
"Details..." button. The contents of this
window depends upon your connection type.
Details specific to your connection are
displayed, along with the ability to change
these options to different values. Here, for
example, the user has connected to aL AN,
and they may configure the speed of the
connection or change the type of flow
control. Tap OK to continue when you are
satisfied with the values selected. Tap OK on
the Edit Connection window to proceed.

Configuration (Standard Palm Devices)

Edit Connection o

Name: Cradle/Cable

Connect to:
Via- Modem
19-1Local Network

( OK ) (Cancel ) (Details...)

Edit Connection o

Name: Cradle/Cable

Connect to: v PC
Via: ¥ Cradle/Cable

(oK )(Cancel ) (Details.. )

Speed: ¥ 57,600 bps

Flow Ctl: w Automatic

13



Configuration (Standard Palm Devices) Installing movianVPN

Setting network
preferences

14

6.

10.

Tap Done to complete your system setup.
The Networ k Preferences window appears.
Thiswindow is used to configure your
internet connection. Select the service you
are using from the Service menu.

Note: You can also access the Network
Preferenceswindow while movianVPN isrunning
by selecting Options then Network Prefs on the
movianVPN menu bar.

Create anew network entry by tapping the
New button at the bottom of the screen. Tap
the text box at Service and enter the name of
your ISP,

Select the movianV PN connection type from
the list of connection types.

Enter your account name in the User Name
field.

If you have been instructed to store your
password in your Preferences, tap Prompt
and enter your password for logging onto
your ISP account. Tap OK to store the
password or tap Cancel to abort his
procedure. If you do enter a password, the
Password field's value changesto Assigned.
To delete or change the password, tap on
Assigned and edit the field.

AT&T WorldNet
Compuserve
Earthlink
PSINet

Unix

UUNet

Verio

|Windows RAS |:J

[ Done ) ( New ) ( Details... )

v Service: mylSP

User Name:

Password: i -Prompt-i

Connection: ¥ PalmModem

Phone: : Tap to enter phone!

Done) ( New ) ( Details... )

~ Service: mylSP

Enter a password:

If you do not assign a
password, you will be asked
for one when you connect.

&

movianVPN User’'s Guide



Installing movianVPN Configuration (Standard Palm Devices)

11. Open the Details window by tapping the
" Details..." button. This window shows
specific configuration options for your
internet connection. Tap on OK to save your
changes, or Cancel to exit with no changes..

12. Tap the Done button to proceed to the main
movianVPN window.

movianVPN User’'s Guide

Connection type: ¥ PPP
Idle timeout: ¥ 1 Minute
Query DNS: &

IP Address: ¥ Automatic

( oK )(Cancel)( Script... ]

PolicyName:~

movianVUPN™

(New)  (Edit) ( Del )

( Login (Logout )

)
!EIEI‘JIF!EI]

15
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Configuration (Tungsten-C, Tungsten-T3 Devices)

Setting network
preferences

16

1. Therearetwo waysto add aVVPN account.
Thefirst isto choose the Prefsicon from the
Applications screen, and then select VPN.
You must then Enable the VPN by selecting
"Enabled" from the pulldown list for the
"VPN" field. Then, tap the"- Tapto Add - "
field. The second isto choose VPN Setup
from the Application screen, then tap the
"Next’ button.

2. Thenext window alows you to choose the
type of VPN Account you wish to create.
Choose movianV PN from the pulldown list
and press the "Next" button.

3. Enter aname for your policy in the Policy
Name field.

VPN: w Enabled

Account: ¥ yourlD

This ¥PN account will be used for all
future network connections.

Done ][ Help )
New VPN Account o

Type: ‘MerEic PPTP |
movian

e

secure wireless access to corporate
network resources. Using the IPSec
standard, movianVPN works with
leading VPN gateways and wireless
networks so you can extend your
investment in VPN technology to
mobile employees.

(Cancel ) ( Next )

Policy Name: yourPolicy

w Please select one
Gateway Address:

movianVPN User’'s Guide



movianVPN User’'s Guide

Installing movianVPN Configuration (Standard Palm Devices)

Select your gateway from the pulldown list. m

Any options avail able for that gateway will
now be displayed on the Policy Entry form.

Enter in your gateway’s | P address.

From here, you may complete your
configuration by referring to the appropriate
section detailing your gateway’s
configuration options, located in the section
“Creating aPolicy” beginning on page 39.

Policy Name: yourPolicy

»|Please select one
|Alcatel Secure VPN Series

Avaya VSU VPN Series

Check Point YPN-1 ¥
O™ use>pit 1unneiing
[0 Use Perfect Forward Secrecy

Policy Name: yourPolicy

w Avaya VSU VPN Series
Gateway Address:
128.8.6.3

O Use Split Tunneling
[0 UsePerfect Forward Secrecy

17



Configuration (Standard Palm Devices) Installing movianVPN

Checking the movianVPN version number

To resolve questions or issues more quickly when receiving technical support, you
should be able to supply the movianVPN version number.

Standard Palm
Devices

18

To check your movianVPN version number:

1. Openthe movianVPN application.

2. Openthe main menu by tapping movianVPN
in the upper toolbar and then tap About to
open the About menu.

3. Tap About movianVPN. The About
movianVPN window appears. This window
contains the information regarding version
and build required for technical support.

4. Tap OK to close the window and return to
movianVPN.

PolicyName: v

movianVPN™

(New)  (Edit) [ Del )

(Login )  (Logout)

!EIEI‘JIF!EI]
)

Options Tools 1T

movianVPN
PolicyName: v |license

movianUPN™

(New)  (Edit)  ( Del )

( Login (Logout)

)
!EIEI‘JIHEI]

About movianVPN
movianUPN™
Yersion: Build:

(c) Certicom Corp. 2000-2004.
Protected by registered US and
foreign patents. Additional patents
pending. All rights reserved.

"
friririr
e .
serticem wWWiW.certicom.comj

movianVPN User’'s Guide



For Tungsten-C,
Tungsten-T3
Devices
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Installing movianVPN

1. Fromyour Applications screen, tap the
movianVPN button.

Configuration (Standard Palm Devices)

IR T — v Al
E &
Address Calc CardInfo
& B 4

Date Book Documents Expense
HotSync Keyboard MemoPad

2 &
movianVPN _Note Pad Photos

2. Thisopensthe About movianVPN window.

Theinformation you will need isthe Version
number and the Build number. Tap OK to
exit this screen.

movianVPN™

Version: Build:

(c) Certicom Corp. 2000-2004.
Protected by registered US and
foreign patents. Additional patents
pending. All rights reserved.

"
friririr
e .
serticem wWWiW.certicom.comj
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Reaching movianVPN support Installing movianVPN

Licensing movianVPN

Licensing
movianVPN

Checking your
current license

type

Whileit is possible to run the movianVPN software without a license, you cannot
login to your gateway without alicense. There are two types of license; evaluation and
full. In the final seven days of an evaluation license, you will be informed of the
number of days remaining each time you login to the VPN gateway. To activate
movianV PN for alonger period, you must obtain afull license.

To obtain alicens for movianVPN, visit http://www.certicom.com/buymovian and
contact one of our channel partners. Once you purchase alicense, you will receive
another installer which will activate your device for the duration of your subscription.
For more information, please refer to “ Appendix E: Installing amovianVPN License”
on page 135

To check on which type of license you currently have for movianVPN and when it
expires:

Open the movianVPN application.

Tap movianVPN in the upper toolbar and tap movianVPN™

About in the toolbar that appears.
) . Licensed To:
3. Select the About license menu option. The Certicom

About license window appears and displays

A > Movian
the type of license, number of licenses, and
days remaining in the evaluation copy. The No.Licenses Days Remain
About license window shows the current 1 309

information on whether theinstallation is
licensed or for evaluation, the number of
licenses, and the days remaining.

( OK ) (Details..)

4, Tap OK to close the About license window.

Reaching movianVPN support

20

Please refer to the package release notes.
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Installing movianVPN Reaching movianVPN support

Uninstalling movianVPN

To remove movianV PN from your handheld device, follow the steps below.

1. TaptheApplicationsicon on your handheld

movianVPN User’'s Guide

device. Open the App menu by selecting it.

Open the Delete window by choosing Delete
from the App menu. The Delete window
appears and displaysthe applications that can
be deleted from your handheld device.

Select movianVPN. Tap Delete. The Delete
Application confirmation window appears.

Tap Yes to continue with the deletion of
movianVPN; tap No to leave movianVPN
installed.

In the Delete window, select SB_ GSE and
confirm the deletion as done above for
movianVPN.

If ipsecdrv appearsin the Delete window,
select it and remove it from your device.

Tap Done. The movianVPN application and
its assorted library files have been removed.

l P Optlons

Delete..
Beam... /B @
Send... Card Inf
Category.. /Y ardnto
Info.. /1 @
Co Z C
LULE DUUR TIV LIy Keyboclrd
S O Y
MemoPad  Mobile  movian¥PN
]
& @ &
Note Pad  portList Prefs

Delete From: ¥ Handheld
Free Space: 2.8M of 3.5M

[— I
4MbRAMDisk-rd4m 9K
ipsecdrv 48K
movianVPN 342K
SB_GSE 51K

( Done ] (Delete...)

Delete From: ¥ Handheld
Free Space: 2.8M of 3.5M

[— |
4MbRAMDisk-rd4m 9K
ipsecdry 48K

Delete Application [ )

A Delete the movianVPN
application and all data?

( Yes J( No )

21
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Verifying Your Setup

Configuration Check

movianVPN User's Guide

Before you can use movianV PN to connect to your VPN gateway you must
complete the following steps:

» Verify your connection and network settings.

« Verify your connection to the internet.

e Configure a policy to connect to the VPN gateway.

If you are using movianV PN in a corporate setting, your handheld device may
have aready been configured to connect to the internet and a movianVPN policy

created to allow you to access the gateway. If thisisthe case, you can go to
“Running movianVPN" on page 101.

23



Configuration Check Verifying Your Setup

Step 1: Verify Your Connection Settings

You should verify your communications hardware settings and the settings you use to
connect to your ISP,

Verifying your The Connection Preferences window allows you to configure the hardware you use
connection to connect to the internet. The Connection Preferences window appears after the
preferences license window when you first start movianVPN. For more information, see page 12.
(Standard Palm

Devices) You can access the Connection Prefer ences window when movianVPN is running.
evices

1. TapthemovianVPN tab in the top toolbar to m
open the menu bar.

PolicyName: v

movianUPN™

(New)  (Edit)  ( Del )

(Login )  (Logout)

m
farticom

2. Open the Options menu. Select Connection m Tools About

Prefs. This opens the Connection Settings 7s
Prefer ences window. Connection Options /o
Connection Type 7t
NetworkPrefs 7N
Connection Prefs 7 C

(New)  (Edit)  ( Del )

( Login ) (Logout)

o0
articom

3. Sdlect movianVPN from the list and tap the .
! . . i_ f C t
"Edit..." button. Confirm the settings for T =

Available Connections:

your communications hardware. For more
information on the settings, see page 12.

PalmModem
Cradle/Cable

IR to PC/Handheld
Serial to Modem
GPRS

movianVPN

| Done ] [New..) [ Edit.. ] ( Delete
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Verifying Your Setup

Configuration Check

Verifying your The Network Preferences window allows you to configure your | SP settings. The
network Network Preferenceswindow appears after the Connection Prefer ences window
preferences when you first start movianVPN. For more information, see page 12.

(Standard Palm
Devices)

1. InmovianVPN, tap the movianVPN tab in
the top toolbar.

2. Open the Options menu. Select Networ k
Prefs. The Network Preferences window

appears.

3. Ensurethat the Connection field is set to
movianVPN. If not, you can tap the arrow at
the Connection field and select it from the
pull-down list. If you have been provided the
other settings, say, by an administrator,
please ensure that the valuesin the
Preferences window match accordingly.

movianVPN User’'s Guide

You can also access the Networ k Preferences window when movianVPN isrunning.

PolicyName:~

movianVPN™

(New) (Edit) [ Del )

(Login )  (Logout)

SECLRED
|

Tools About

Settings 7S
Connection Options /o
Connection Type 't
Network Prefs Z7n
Connection Prefs 7 C

(New)  (Edit) [ Del)

( Login ) (Logout]

e
articoom

+ Service: yourlSP

User Name:

Password: -Prompt-
Connection|PaimModem
Cradle/Cable

IR to PC/Handheld
Serial to Modem

GPRS

|| Done ] [ Detc|Edit Connections...
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Configuration Check Verifying Your Setup

Step 2: Verify Your Internet Connection

Before movianVPN can connect to the VPN gateway, you must have an active
connection to the Internet vial SP.

You can check your internet connection independently of having the movianVPN in
operation.

Note: To set up your internet connection, refer to the documentation which
accompanied your handheld device regarding its operating system, access card, and
modem configuration.

To check that your internet connection isworking after a successful dial-up to your
ISP, use the ping tool.

To ping aserver:

Tap the movianVPN tab. . Ping |
Open the Tools menu and select Ping from Address:
the list. The Ping window appears. www.yahoo.com

3. Enter either the |P address or domain name of
aknown internet host, such as
www.yahoo.com.

4. Tap the Ping button. The Ping window will
display the results.

5. If theping is successful, your connection is
open.

P Address:
wun vpnlab.rovianzecurity.com
ping
wun vpnlab.rmoviansecurity.com:
Successful

6. If the ping operation failsto reach the host,

you will receive an error message. Address-
7.  Tap the checkmark button to close the ping www.yahoo.com
application. ping www.yahoo.com: Send error
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Verifying Your Setup Configuration Check

Step 3: Provide a policy for your gateway

Importing a policy
from a policy file
(Standard Palm
Devices)

Creating your
own policy file
using movianVPN

movianVPN User’'s Guide

Note: You may provide a policy for your gateway in one of two ways. you may import
it froma palicy file, or you may create a policy using your client software. To create a
policy for your gateway, you will require information specific to your gateway, which
may have been supplied by your network administrator. This information may be
supplied to you in a form such asthat shown in “ Appendix D: Information worksheet”
on page 133.

If you have been provided with apolicy file, you will not be required to create apolicy
using the client software. Just HotSync the file, named vpolimp.pdb, and restart
movianVPN.

1. If apassword has been set to protect the m

policy file, you will be prompted to enter the | . o.ianVPN has detected new
password. Enter the password and tap the policies that need to be imported.
OK button toimport the policy. PressSKip if | pjease enter password:
you do not wish to import the policy at this
time; you will be prompted for the password :
the next time you launch movianVPN. If you (oK ) (Skip_ ) (Delete)
no longer wish to import the policy, pressthe

Delete button to remove the import policy from your device.

2. Provided the import was successfully
completed, a message indicating the policy
has been successfully imported will be
displayed. Tap OK to close this message
window.

Policy import
successful!

.
Note: If you enter an incorrect password, you
must restart the movianVPN application to enter the password again.

For detailed instructions on how to create a policy compatible with your gateway,
please refer to the next chapter.
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Configuration Check Verifying Your Setup

Step 4: Creating a Policy

Next you will need to create a policy that is specific to the VPN gateway that you are
connecting to. Please follow the instructions appropriate to your gateway found in the
section “ Creating a Policy” on page 39. After you have done that, please consult the
remainder of this chapter for further information regarding connection options and

verifying your policy.

movianVPN User’'s Guide
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Verifying Your Setup Configuration Check

Step 5: Global Options (Standard Palm Devices)

NAT Keepalive

Allow Auto Power
Off

movianVPN User’'s Guide

There are severa options that may be configured m

for movianVPN that apply regardless of the NAT Keepalive (secs): v 20
policy that isin use. These are configured by eepaive Lsecs
opening the Options menu and selecting Settings, | T fllow Auto Power Off

There are two options that may be configured.

Note: Please note that these Global options do
not apply to Tungsten-C and Tungsten-T3 devices.

NAT, or Network Address Tranglation, is a method of connecting multiple computers
to an IP network (e.g. the Internet) using only one I P address. This alows home users
and small businessesto connect their computersto asingle network for alower cost by
sharing a single access point rather than paying for each connection. NAT-T is anon-
proprietary version of NAT that has been modified such that machines sharing asingle
I P address can still make use of programs that require each machine to have a separate
IP address for identification purposes (networked games, for example). movianVPN
currently supports NAT-T on the following gateways:

» Cisco VPN Concentrator 3000 v3.6

» Cisco Secure PIX Firewall VPN Gateway v6.1.1
* Netscreen VPN Gateway v3.0

» CoSine VPN Gateway 4.01

NAT-T will automatically be negotiated if it is enabled on one of the above gateways.
The only option available in movianVPN isthe NAT Keepalive value. NAT
Keepalive is used to ensure that the NAT mapping on the NAT gateway does not
expirewhile you are using applications that rely upon the mappings. While the default
value should be sufficient, you may wish to decrease the value if you encounter
problems with applications that rely upon NAT while using a gateway that has NAT-T
enabled.

On earlier Palm devices, if the device goes into sleep mode while connected, the
connection islost and you must log off and then log on again to re-establish your
connection to the VPN. Later units, such as the Tungsten-W, do not lose their
connection after the device goesto sleep and is re-activated.

You can prevent your device from powering down while you are connected by
selecting the Allow Auto Power Off option. When it is selected, the power off timer is
disabled, and a message to this effect appears in the movianVVPN application window.
Be forewarned that your machine will not shut off while this option is selected, and
therefore your battery will be drained until you disable this feature.
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Configuration Check Verifying Your Setup

Step 6: Connection Options (Standard Devices)

Setting There are two connection options that may be set in movianVPN:

Connection » Socket Retries—the number of times movianVPN will attempt to connect.
Options (Standard . gocket Timeout — the amount of time allowed before an attempt is considered to
Palm Devices) be afailure.

To set your connection options:

1. Open the Options menu. Select Connection m Tools About

Options from the menu. The Connection Settings /s
Options window appears. Connection Options /o
Connection Type ot
Network Prefs N
Connection Prefs .

(New)  (Edit ) [ Del)

(Login )  (Logout)

e
fartivom

2. Setthevaluesfor Socket Retries and Socket . .
) ) . Connection Options
Timeout using the diders.
Socket Retries

3. Tap the checkmark button to save your values.

||
LirT1ri¥Yrrrirlri1}]

0 5

Socket Timeout (sec)

q
-

1 5 10 15
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Verifying Your Setup Configuration Check

Step 7: Verifying your policy

Policy window
checkboxes

movianVPN User’'s Guide

Once your policy has been created, you may need to review settings and options.

For the majority of Palm devices, policies are
accessed by entering the policy hame on the main m

screen and tapping the Edit button.

Policy Name: policynamel
w |ntel Netstructure Series

To edit apolicy on a Tungsten-C or Tungsten-T3 Gateway Address:

device, tap the VPN button in the Preferences

window and then select "Edit Accounts" and O Use Split Tunneling
select which account you wish to edit from the list [ Use Perfect Forward Secrecy
that appears, clicking "Edit" to proceed to the O Use Extended Authentication

Policy Entry window.

The Policy Entry window presents you with a a a
different set of configurable options, dependent

upon the type of gateway selected. These options
appear as checkboxesin the Policy Entry window. The options that are supported are:

e Split Tunneling
e Perfect Forward Secrecy
» Extended Authentication

Certain options may be required to be enabled for a particular gateway. I n these cases,
the option will be automatically selected when the policy is created and cannot be
deselected, as thiswould result in aninvalid policy configuration.

A particular gateway need not support all of the options. Only the optionsthat a
gateway supports are shown on its Policy Entry screen.

Split Tunneling

On gateways which support it, you can enable Split Tunneling. When split tunneling is
enabled, you can freely accessthe Internet and securely accessthe corporate intranet at
the same time

Split tunneling is used by the VPN server to decide which traffic to send through an
encrypted tunnel, depending on where the packets (the data being sent or received)
originate or are directed. If the communication is not directed to or received from
identified subnets on the VPN, the traffic goes directly through the ISP to the internet
and is not encrypted. All packets sent to or from the VPN and itsidentified subnets are
encrypted. Split tunneling secures sensitive VPN traffic, while allowing less sensitive
material to flow normally.

When Split Tunneling is selected, packetsto inside the VPN are encrypted; packetsto
outside the VPN are not encrypted. When Split Tunneling is deselected, all packetsare
encrypted. If the packet is not to or from an identified address on the VPN, it is
dropped from communication.
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Verifying Your Setup

Perfect Forward Secrecy

Perfect Forward Secrecy is a cryptographic characteristic associated with a derived
Shared Secret value. With Perfect Forward Secrecy, if one key is compromised,
previous and subsequent keys are not compromised, because subsequent keys are not
derived from previous keys.

Perfect Forward Secrecy performs the key exchange twice as your handheld device
negotiates with the gateway, using the same key material. A new key is created for
each step of the Internet Key Exchange (IKE), and each new key is not derived from
the previous key. The previous key or the one following are not compromised even if
the current oneis.

Negotiation of the connection will take longer.

Extended Authentication

Extended Authentication requires the user to Iim

supply an additional User Password or another Policy Name: policyNamd]
form of additional authentication when you log _ )

onto the gateway. Extended Authentication canbe | 7 Cisco VPN Concentrator 3000
used to require an additional password or a Gateway Address:
passcode associated with atokencard, depending
on the type of gateway.

O UsePerfect Forward Secrecy
Extended Authentication is always required for B # Use Extended Authentication

some gateways. In those instances, Extended
Authentication is selected and the option is

locked, with alocked icon displayed beside the 00
checkbox.

Storing Your Extended Authorization Password

Some gateways provide a feature that allows you IKE Status Messages
to store your password during extended
authentication. This feature appears as a checkbox Reply
in the Extended Authentication window.

Warning: Soring your password on the deviceisan
insecure practice. Anyone that uses your device will be

Enter password:

able to use your network connection. Mare:
Not all gateways support this feature. Reply:
= Save Password
Changing SecurlD passcodes
x

Secur| D tokencodes provide one form of extended
authentication that operates with movianVPN. A tokencode (asmall electronic device
with a display window) and the VPN server are programmed to simultaneously
generate anew number at set intervals; the server and the tokencode generate the same
number, by using the same a gorithm.

Tolog in to the gateway, you must supply the same number that the server isusing asa
key. The number will be prefaced by your PIN number as a user.

movianVPN User’'s Guide
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The PIN number may be up to six humbers, with its length determined by your
network administrator. For more information on using tokencodes, contact your
administrator.

If you are using SecurlD for Extended Authentication, you may be asked to change
your PIN code when you login to the gateway. The system will ask whether you want
to have a generated passcode or select one yourself.

After several failed attempts, the SecurlD may be IKE Status Messages

put in NEXTTOKEN mode. When in this mode, m
after the user entersthe code successfully, the user Reply

will be asked to wait until the token changes, and Wait for token to change,

to then enter their new tokencode. After entering then enter the new

the code, tap the OK button to continue. tokencode:

Marne:- =chin:

Reply:l

The SecurlD may also be put into NEWPIN mode. IKE Status Messages
When in this mode, after you enter the code
successfully, you will be asked to enter anew PIN. Reply
Enter it and tap the OK button.

Enter a new PIM having
from 4 to & digits:

Mame: =chins

Reply:

You must wait for the next token, and then enter IKE Status Messages

the code using your new PIN. _

Reply
PIN Accepted. Wait for the
token code to change, then
enter the new passcode:

Mame: =chins

Reply:
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Editing the policy
checkboxes

Using IPSec
(Standard Palm
Devices)

34

Verifying Your Setup

If you need to make any changes to the policy checkbox options, you must edit the
policy before logging in.

To make changesto the policy checkbox options:

la. (Standard Pam Devices) When you open mvli N|
movianVPN, select the policy you wish to
edit from the Policy Name list and tap the PolicyName: v

Edit button. Thisresultsin the Policy Entry . ™
window opening. movianV/PN

1b. (Tungsten-C, Tungsten-T3) Tap the VPN

icon in the Preferences window and then New (Eait)  (Del)
select "Edit Accounts'. Select the account (Login)  (Logout)

you wish to edit from the list that appears,

clicking "Edit" to proceed to the Palicy

Entry window. %

Set the options for your policy as desired.
Tap the arrow icon. The Gateway | dentification page appears.
Tap the checkmark button. The movianV PN window appears.

o H~ DN

Tap the L ogin button to connect to the gateway using the new settings.

Note: Itisrecommended that if settings were provided to you by an administrator, that
you use those settings for your policy.

While using movianVPN, you can change whether 1PSec is enabled or disabled
during your session with the gateway. When IPSec is not enabled, your datawill not
be encrypted. Thiswill allow you to access servers and websites outside the Virtual
Private Network, on the Internet, but you will not be able to reach computersinside the
VPN.

On gateways which permit it, movianVPN also supports Split Tunneling. When split
tunneling is enabled, datawill be either encrypted or unencrypted depending on
whether it is being sent and received within the VPN or elsewhere on the Internet. You
can freely access the Internet and securely access the corporate intranet at the same
time. (For more information, see “ Split Tunneling” on page 31.)

Warning: While IPSec is deselected, your connection is not secure. Transmitted data is not
encrypted.

For more information in 1PSec and |PSec protocols, see“IPSec” on page 4 and
“Disabling and Enabling IPSec” on page 113.
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Verifying Your Setup Configuration Check

Each gateway may require specific settings to access the server. These settings are
configured for each policy, depending on the gateway. Not al settings or modes are
available to configure for each specific gateway.

The following may be configured, depending on [EI ]|
your gateway SALifetime] ~

* DNS T
. - -P t-
« IKE Crypto Suite User Password:

* Network Properties
e |PSec Crypto Suite

The DNS, IKE Crypto Suite, Network Properties, (Network.. ) ( KE.. )
and |PSec Crypto Suite values are configured
when creating a policy. They can also be changed (ons.. )(_IPSec.. )
by tapping the Edit button in the movianVPN 06

window before logging in.

DNS

Domain Name System (DNS) settings are used to identify particular computers or
parts of the network you access by movianVPN. Some gateways supply this
information to the handheld device during key negotiation.

If Query DNSiis selected, the handheld device will download the DNS information
from the gateway server. If you supply the DNS information, your handheld device's
settings will override other information provided by the gateway.

™ Query DNS O Query DNS

Primary DNS
0.00d

Secondary DNS
0.0.0.0

Domain Name
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IKE Crypto Suite

The IKE (Internet Key Exchange) Crypto Suite configures the preferred protocols for

exchanging keys.

Note: These values should be not be changed unless you have be directed to do so by

your network administrator.
Group

Group refersto the strength of the key encryption
negotiation.

Cipher

Ciphers are used to encrypt the datausing Digital
Encryption Standard (DES) or 3DES, where the
encryption is performed three times.

Hash

Hash numbers confirm that communicated data
has not been changed during transmission. A hash
number is generated for a particular set of data’'s
characteristics, and sent along with the
communication. When the communication is
received, the hash number is generated again in
the same way, and compared to the first.

IKE Crypto Suite

(11T 4 GRP1_DH-768
GRP2_DH-1024

Cipher: |GRP7_ECDH-163

Hash: « MD5

Q

IKE Crypto Suite

Group: ~ GRP1_DH-768
Cipher: « ‘DES_CBC \
Hash: -
IKE Crypto Suite

Group: ¥ GRP1_DH-768

Cipher: ~ 3DES_(BC

Hash: =
SHA
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Network Properties

Thefieldsin the Network Properties window
identify primary and secondary subnet IP
addresses and masks. These are the network
subnets that you access as part of the VPN.

Packets sent to these subnets are encrypted when
Split Tunneling is selected.

IPSec Crypto Suite

| PSec settings are used to encrypt the data. The
various settings represent the strengths of security,
3DES being the strongest while Null represents no
encryption.

Note: These values should not be changed unless
you have been instructed to do so.

SA Life

Configuration Check

Network Properties

0.0.00
0.0.0.0
0.0.0.0

Protected Networks
IP Address Subnet Mask

0.0.0.0
0.0.0.0
0.0.0.0

IPSec Crypto Suite

Suite:

-

ESPIP_NULL_MD5-96
ESPIP_NULL_SHA-96
ESPIP_DES_NULL ¥

The Security Association or SA is alimited-lifetime statement of the negotiated
security policies between the communicating devices, such as session keys and agreed
encryption algorithms. The SA Life slide bar is used to set atime-out limit on access

to the gateway by the client software.

Time-outs are a so dependent on the gateway, which may also have an automatic time-
out for users. Theclient's SA isa proposal only; if the gateway’s time-out limit is

lower, the gateway’s time-out will come into effect.

The default SA Life setting is one hour.

Note: For more information on time-outs for handheld devices and the VPN gateway,

contact your network administrator.
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Creating a Policy

Creating Policies for If you are creating a policy for a Tungsten C or Tungsten T3 device, you will do
Tungsten-C, thisa dightly different way than for a standard Palm device.
Tungsten-T3 Devices
There are two waysto add a VPN VPN
account. Thefirst isto choose Prefs
from the Applications screen, and then VPN: ~ Enabled

select VPN. You must then Enablethe  |Account:;-Tap to Add-:
VPN by sdlecting "Enabled" fromthe |
pulldown list for the"VPN" field. Then,
tap the "Tap to Add" field. The second
way to add a VPN account is to choose
VPN Setup from the Application screen,
then tap the ’Next’ button.

Done ][ Help )

2. TheNew VPN Account window allows

you to choose the type of VPN Account

you wish to create. Choose movianVPN | Type: W
from the pulldown list and press the U e S

"Next" button to take you to the Policy secure wireless access to corporate
network resources. Using the IPSec
Entry screen.

standard, movianVPN works with
leading VPN gateways and wireless
networks so you can extend your
investment in VPN technology to
mobile employees.
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Enter a name for your policy in the "Policy m

Name" field. You may now select your
gateway from the pulldown list and enter in
the gateway address. For detailed instructions
on configuring a policy for a specific
gateway, please see the appropriate section in
the next chapter.

Policy Name: yourPolicy]

w Please select one
Gateway Address:

movianVPN User’'s Guide
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Creating a policy To create apolicy for an Alcatel Secure VPN Series gateway you will require the
for an Alcatel following information:

Secure VPN Series Gateway |P address

gateway » Checkbox status for Split Tunneling, Perfect Forward Secrecy and Extended
Authentication

» A combination of group name, group password, user name and user password,
depending on whether Extended Authentication is selected

e |KE Suite, DNS and |PSec Suite settings
e SA lifesetting

To create apolicy for an Alcatel Secure VPN Series gateway:
la (Stanrdard Palm Device) Open the

movianV PN application, and tap New to open

[ i Type: ¥ movianVPN
the Policy Entry window. ype: ¥ movian

movianVPN by Certicom provides
1b. (Tungsten-C, Tungsten-T3) Select VPN from | secure wireless access to corporate

the Preferences window, ensure that VPN is network resources. Using the IPSec

" " standard, movianVPN works with
Set to enabled, and tap the "Tap to Add leading VPN gateways and wireless
button. On _the New VPN Account screen, networks so you can extend your
select movianVPN asthe type, and tap Next | investment in VPN technology to
to continue to the Policy Entry window. mobile employees.

(Cancel ) ( Next )

2. Enter aname for the policy in the Policy
Name field. lm

Policy Name:
w Please select one
Gateway Address:

3. Openthelist of gateways by tapping the rP licv Ent
"Please select one" arrow. Select Alcatel k2 Al /

Secure VPN Seriesfrom the list.
Checkboxes for the policy options appear.

Policy Name: policyName

b Please select one
Ga|flcatel Secure VPN Series
Avaya VSU VPN Series
Check Point VPN-1 ¥
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10.

Creating a Policy

Enter the network address for your gateway m
in the Gateway Addressfield. Policy Name: policyname

Note: If you were provided with values for these w Alcatel Secure VPN Series
fields by an administrator, please use them.

Gateway Address:
Select Use Perfect Forward Secrecy if you
wish to use perfect forward secrecy. (For

more information, see “ Perfect Forward [0 Use Perfect Forward Secrecy
Secrecy” on page 32.) O Use Extended Authentication
Select Use Extended Authentication if you

wish to enable extended authentication. a a

Note: When you connect to the gateway you will
be asked for further authentication. For more information, see “ Extended
Authentication” on page 32.

Tap the arrow button to return to the Alcatel Secure VPN Series window.

Note: If you have selected Extended Authentication you will be asked for a Group Name
and Password as well as the User Name (you supply the password when logging in). If
you have not selected Extended Authentication, you will be asked for User Name and
User Password.

Enter the group name and user name in the Group Name and User Name fields.
—0OR -
Enter your user namein the User Name field.

Group Name: User Name: username
Group Password: User Password:
User Name:
IKE... IKE...
( DNS.. J( IPSec.. ) ( DNS.. J( IPSec. )
06 08

If you have been instructed to save your

password, tap Prompt in the Group Password:-
Password or User Password field
(whichever appearsin the Alcatel Secure :
VPN Series window). The User password may resultin
window appears. Otherwise, please skip the unauthorized access.

following step if you do not wish to save

your password.

Warning: Saved passwords

Enter your password and tap OK to storeit, or Cancel if you wish to exit without
saving your password. If you save your password, the User Password field in the
Alcatel Secure VPN Series window contains the value "Assigned". To delete or
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12.

Creating a Policy

edit the password, tap "Assigned", then leave the field blank to delete the
password, or enter a new password. Tap OK to save your changes.

Alcatel Secure VPN Series

Group Name: username

Group Password:

User Name:

IKE..
( DNS.. )( IPSec. )

000

RAicatel Secure VPN Series

User Name: username]

User Password:

IKE..
( DNS.. J( IPSec.. )

0009

Note: |If you do not save your password, you will be asked for it when you login to the
gateway.

Tap the"IKE..." button to open the IKE Crypto Suite window. (For more
information, see “IKE Crypto Suite’” on page 36.).

Set your crypto suite settings by selecting your desired values from each of the
pull-down lists for the Group, Cipher, and Hash fields.

IKE Crypto Suite

[T 4 GRP1_DH-768
GRP2_DH-1024
Cipher: ~|GRP7_ECDH-163

Hash: ~ MD5

IKE Crypto Suite
Group: ¥ GRP1_DH-768

Cipher: « [DES_CBC

Cipher: ~ 3DES_CBC
3DES_CBC
Hash:

Hash: - [lDbI3
SHA
o

IKE Crypto Suite
Group: ~ GRP1_DH-768

13.
14.

15.

16.

movianVPN User’'s Guide

Tap the checkmark button to return to the Alcatel Secure VPN Serieswindow.

Tap the"DNS..." button to open the DNS window. If "Query DNS" is desel ected,
further fields appear. (For more information, see “DNS’ on page 35.).

If you were directed to do so, deselect "Query DNS' and enter the primary and
secondary DN'S addresses and the domain name in the appropriate fields.

™ Query DNS O Query DNS

Primary DNS
0.0.0.9

Secondary DNS
0.0.0.0

Domain Name

Tap the checkmark button to return to the Alcatel Secure VPN Series window.
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17. Tapthe"IPSec..." button to open the | PSec

Crypto Suite window. (For more
information, see " PSec Crypto Suite” on
Suite: ¥ |ESPIP_NULL_MD5-96
page 37.) ESPIP_NULL_SHA-96
18. Set the value of the Suite field by sdlecting ESPIP_DES_ NULL ¥
one of the crypto suite options from the list.
19. Tap the checkmark button to return to the
Alcatel Secure VPN Series window.
20. Tap the movianV PN tab at the top of the ]|
window. Choose SA Lifetime from the SA Lifetime
80

Options menu.

User Password:

IKE...
( DNS.. ) IPSec.. )
06

21. Setthe SA Lifetime by selecting avalue SA Lifetime (Hrs)

from thelist. (For more information, see “SA

Life” on page 37.) v
22. Tap the checkmark button to return to the

Alcatel Secure VPN Series window.

23a. (Standard Palm Devices) Tap Done. The
movianV PN application window appears. Tap the L ogin button to connect to the
gateway.

23b. (Tungsten-C, Tungsten-T3 Devices) Tap the checkmark to return to the
Preferences window. Tap Done to begin using your device with the new settings.

movianVPN User’'s Guide



Creating a policy
for an Avaya VSU
VPN Series

Creating a Policy

Gateway |P address

To create apolicy for an Avaya VSU VPN Series gateway you will require the
following information:

Checkbox status for Split Tunneling and Perfect Forward Secrecy

User name and user password

Network, IKE Suite, DNS, and IPSec Suite settings

SA life setting

To create apolicy for an Avaya VSU VPN Series gateway:

la. (Stanrdard Palm Device) Open the

1b.

movianVPN User’'s Guide

movianV PN application, and tap New to open
the Policy Entry window.

(Tungsten-C, Tungsten-T3) Select VPN from
the Preferences window, ensure that VPN is
set to enabled, and tap the "Tap to Add"
button. On the New VPN Account screen,
select movianV PN asthe type, and tap Next
to continue to the Policy Entry window.

Enter a name for the policy in the Policy
Name field.

Open thelist of gateways by tapping the
"Please select one" arrow. Select Avaya
VSU VPN Series from the list. Checkboxes
for gateway policy options appear.

New VPN Account i

Type: ¥ movianVPN

movianVPN by Certicom provides
secure wireless access to corporate
network resources. Using the IPSec
standard, movianVPN works with
leading VPN gateways and wireless
networks so you can extend your
investment in VPN technology to
mobile employees.

Policy Name:

w Please select one
Gateway Address:

rPoIicy Entry

Policy Name: policyName

b Please select one

Alcatel Secure VPN Series
Avaya V5U VPN Series
Check Point VPN-1
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Enter the network address of your gateway
into the Gateway Addressfield.

Note: If you were provided with values for these
fields by an administrator, please use them.

Select Use Split Tunneling if you wish to
enable split tunneling. (For more
information, see “ Split Tunneling” on

page 31.)

Select Use Perfect Forward Secrecy if you
wish to enable perfect forward secrecy. (For
more information, see “Perfect Forward
Secrecy” on page 32.)

Tap the arrow button to continue to the
Avaya VSU VPN Series window.

Enter your account name in the User Name
field.

If you wish to store your user password, tap
Prompt in the User Password field;
otherwise, please skip the following step.

The User password window appears. Enter
your password and tap OK. In the Avaya
VSU VPN Series window, the User
Password field now appears with the value
"Assigned". To delete or edit the password,
tap Assigned, and leave the field blank to
remove the password, or enter a new
password. Tap OK to save your changes.

Note: |If you do not enter the password at this
time, you will be asked for it when you log in to
the gateway.

rPoIicy Entry

Policy Name: policyname
w Avaya VSU VPN Series
Gateway Address:

O Use Split Tunneling
O UsePerfect Forward Secrecy

00

User Name:

User Password:

(Network.. ) ( IKE.. )
( DNS.. J( IPSec.. )

089

Password:

Warning: Saved passwords

may resultin
unauthorized access.

Avaya VSU VPN Series

User Name: username

User Password:

(Network.. ) ([ IKE.. )
( DNS.. J( IPSec. )

000
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12.

13.

14.

15.

Creating a Policy

Tap the "Network" to open the Networ k
Properties window. (For more information,
see “Network Properties’ on page 37.)

Enter the | P addresses and subnet masks for
the primary and secondary subnets.

Tap the checkmark button to return to the
Avaya VSU VPN Series window.

Tap the"IKE..." button to open the IKE
Crypto Suite window. (For more

Protected Networks
IP Address Subnet Mask
0.0.00 0.0.0.0
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

information, see “IKE Crypto Suite’” on page 36.).

Set your crypto suite settings by selecting your desired values from each of the
pull-down lists for the Group, Cipher, and Hash fields.

IKE Crypto Suite

(11T 4 GRP1_DH-768
GRP2_DH-1024
Cipher: - |GRP7_ECDH-163

Hash:

w» MD5 Hash: «

IKE Crypto Suite
Group: ¥ GRP1_DH-768

Cipher: « [DES_CBC

3DES_CBC

- ] Hash: ~ [{P5
SHA

Cipher:

IKE Crypto Suite
Group: ~ GRP1_DH-768

w 3DES_CBC

16.
17.

18.

Tap the checkmark button to return to the Avaya VSU VPN Series window.

Tap the "DNS..." button to open the DNSwindow. If Query DNS is deselected,
further fields appear. (For more information, see “DNS’ on page 35.).

If you have been directed to do so, deselect Query DNS and enter the primary
and second DNS addresses in the Primary DNS and Secondary DNS fields.
Enter your domain name in the Domain Namefield.

& Query DNS

O Query DNS

Primary DNS
0.0.0.9

Secondary DNS
0.00.0

Domain Name

19. Tap the checkmark button to return to the Avaya VSU VPN Series window.

movianVPN User’'s Guide
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20.

21.

22.

23.

24.

25.

26a

27.

Creating a Policy

Tap the "I PSec..." button to open the | PSec
Crypto Suite window. (For more
information, see “IPSec Crypto Suite” on

page 37.)

Set the value of the Suite field by sdecting
one of the crypto suite options from the list.

Tap the checkmark button to return to the
Avaya VSU VPN Serieswindow.

Tap the movianVPN tab at the top of the
window. Select SA Lifetime from the
Options menu.

Set the SA Lifetime by selecting avalue
from thelist. (For more information, see “SA
Life” on page 37.)

Tap the checkmark button to return to the
Avaya VSU VPN Series window.

(Standard Palm Devices) Tap Done. The

IPSec Crypto Suite

Suite: w(ESPIP_NULL_MD5-96
ESPIP_NULL_SHA-96
ESPIP_DES_NULL ¥

SA Lifetin a:- userhame

User Password:

(Network.. ) IKE. )
( DNS.. J( IPSec. )

009

SA Lifetime (Hrs)

e

movianV PN application window appears. Tap the L ogin button to connect to the

gateway.

(Tungsten-C, Tungsten-T3 Devices) Tap the checkmark to return to the
Preferences window. Tap Done to begin using your device with the new settings.
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Creating a policy To create apolicy for aCheck Point VPN-1 gateway you will require the following
for a Check Point information:
VPN-1 gateway » Gateway |P address

» Checkbox status for Split Tunneling

» User name and user password

* Network, IKE Suite, DNS and |PSec Suite settings

e SA lifesetting

To create apolicy for aCheck Point VPN-1 gateway:

la (Stanrdard Paim Device) Openthe

movianV PN application, and tap New to open
the Policy Entry window.
movianV¥PN by Certicom provides

1b. (Tungsten-C, Tungsten-T3) Select VPN from | cecire wireless access to corporate
the Preferences window, ensure that VPN is | network resources. Using the IPSec

Type: ¥ movianVPN

set to enabled, and tap the "Tap to Add" standard, movianVPN works with
button. On the New VPN Account screen, 'eadingk\’ PN gateways and ‘;ire'ess
. networks so You can exten Your
select r_nowanVPN asthe type, an_d tap Next investment in VPN technology to
to continue to the Policy Entry window. mobile employees.
2. Enter aname for the policy in the Policy m
Namefield.

Policy Name:

w Please select one
Gateway Address:

3. Openthelist of gateways by tapping the "Policy Ent
"Please select one" arrow. Select Check

Point VPN-1 from the list. Checkboxes for
policy options appear.

Policy Name: policyName

b Please select one

Alcatel Secure VPN Series
Avaya V5U VPN Series
Check Point VPN-1
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Enter the network address of your gateway in
the Gateway | P Addressfield.

Note: If you were provided with values for these
fields by an administrator, please use them.

Select Use Split Tunneling if you wish to
enable split tunneling. (For more
information, see “ Split Tunneling” on

page 31.)

Tap the arrow button to return to the Check
Point VPN-1 window.

Enter your account name in the User Name
field.

If you wish to save your user password asa
part of your policy, tap Prompt in the User
Password field. This opens the User
passwor d window. Otherwise, please skip
the following step.

Enter your password and tap OK. In the
Check Point VPN-1 window, the User
Password now appears as Assigned. To
delete or edit the password, tap Assigned,
and leave the field blank to delete the
password or enter a new password. Tap OK
to save your changes.

Note: |If you do not enter the password at this
time, you will be asked for it when you log in to
the gateway.

Policy Name: policyname

¥ Check Point VPN-1
Gateway Address:

[ Use Split Tunneling

Check Point VPN-1

User Name: |

User Password:

(Network.. ) KE. )
( DNS.. J( IPSec. )

000

Password:

Warning: Saved passwords
may resultin
unauthorized access.

Check Point VPN-1

User Name: username]

User Password:

(Network..) ([ IKE.. )
( DNS.. J( IPSec.. )

009G
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11.

12.

13.

14.

Creating a Policy

Tap the Network button to open the
Networ k Properties window. (For more

Network Properties

Protected Networks

information, see “Network Properties’ on IP Address Subnet Mask
page 37.) 0.0.0.0] 0.0.0.0
Enter the IP addresses and subnet masksfor | 0.0.0.0 0.0.0,0
the primary and secondary subnets. 0.0.0.0 0.0.0.0

Tap the checkmark button to return to the
Check Point VPN-1 window.

Tap the"IKE..." button to open the IKE
Crypto Suite window. (For more information, see “IKE Crypto Suite” on
page 36.)

Set your crypto suite settings by selecting your desired values from each of the
pull-down lists for the Group, Cipher, and Hash fields.

IKE Crypto Suite

(11T 4 GRP1_DH-768
GRP2_DH-1024
Cipher: - |GRP7_ECDH-163

Hash:

IKE Crypto Suite
Group: ¥ GRP1_DH-768
Cipher: + [DES_CBC

3DES_CBC
Hash: ~

IKE Crypto Suite
Group: ~ GRP1_DH-768

Cipher: ~ 3DES_(BC

Hash: ~ iP5
SHA

- MD5

15.
16.

17.

Tap the checkmark button to return to the Check Point VPN-1 window.

Tap the "DNS..." button to open the DNSwindow. If Query DNS is deselected,
further fields appear. (For more information, see “DNS” on page 35.)

If instructed to do so, deselect Query DNS. Enter the primary and secondary
DNS addressesin the Primary DNS and Secondary DNSfields, and the domain
name in the Domain Name field.

& Query DNS

O Query DNS

Primary DNS
0.0.0.0

Secondary DNS
0.00.0

Domain Name

18. Tap the checkmark button to return to the Check Point VPN-1 window.

movianVPN User’'s Guide
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19.

20.

21.

22.

23.

24,

25a.

26.

Creating a Policy

Tap the "I PSec..." button to open the | PSec
Crypto Suite window. (For more
information, see " PSec Crypto Suite” on

page 37.)

Set the value of the Suite field by sdecting
one of the crypto suite options from the list.

Tap the checkmark button to return to the
Check Point VPN-1 window.

Tap the movianVPN tab at the top of the
window. The Options menu appears. Select
SA Lifetimeto configure the SA Lifetime
value.

Set the SA Lifetime by selecting avalue
from thelist. (For more information, see “ SA
Life” on page 37.)

Tap the checkmark button to return to the
Check Point VPN-1 window.

(Standard Palm Devices) Tap Done. The

IPSec Crypto Suite

Suite: w(ESPIP_NULL_MD5-96
ESPIP_NULL_SHA-96
ESPIP_DES_NULL ¥

SA Lifetin a:- userhame

User Password:

(Network.. ) IKE. )
( DNS.. J( IPSec. )

009

SA Lifetime (Hrs)

e

movianV PN application window appears. Tap the L ogin button to connect to the

gateway.

(Tungsten-C, Tungsten-T3 Devices) Tap the checkmark to return to the
Preferences window. Tap Done to begin using your device with the new settings.
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Creating a policy To create apolicy for a Cisco Unified Client Framework, Cisco Secure PI X
for a Cisco Unified  Firewall VPN, or Cisco |OS Easy VPN gateway you will require the following
Client Framework,  information:
Cisco Secure PIX » Gateway |P address
Firewall VPN, or a  « Enable either/both of Perfect Forward Secrecy and Extended Authentication
Cisco 105 Easy «  Group name, group password, user name and user password
VPN gateway - IKE Suite, DNS, and IPSec Site settings

e SA lifesetting

To create apolicy for a Cisco Unified Client gateway:

la (Stanrdard Palm Device) Open the

movianV PN application, and tap New to open

the Policy Entry window. Type: ~ movianVPN

movianV¥PN by Certicom provides
1b. (Tungsten-C, Tungsten-T3) Select VPN from secure wireless access to corporate

the Preferences window, ensure that VPN is | network resources. Using the IPSec
set to enabled, and tap the "Tap to Add" standard, movianVPN works with
button. On the New VPN Account screen, 'eadingk\"'PN gateways and ‘;ire'ess
select movianVPN asthe type, and tap Next | 1 iorks so you can extend your

. > : investment in VPN technology to
to continue to the Policy Entry window. mobile employees.

2. Enter aname for the policy in the Policy
Name field. lm

Policy Name:

w Please select one
Gateway Address:

3. Openthelist of gateways by tapping the "Policy Ent
"Please select one" arrow.

Policy Name: policyName

b Please select one
Ga|flcatel Secure VPN Series
Avaya V5U VPN Series
Check Point VPN-1 ¥
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10.

11

Creating a Policy

Select Cisco Unified Client from the list.
The Gateway Addressfield and the gateway m
policy security option checkboxes appear.

Policy Name: policyname
w Cisco Unified Client

Enter the network address for your gateway Gateway Address:

in the Gateway Addressfield.

Note: If you have been given instructions on how
to fill in these fields, please follow them. O Use Perfect Forward Secrecy

Select Use Perfect Forward Secrecy if you [0 Use Extended Authentication

wish to enable perfect forward secrecy. (For
information, see “Perfect Forward Secrecy”
on page 32.) a c

Select Use Extended Authentication if you wish to enabled extended
authentication. For more information, see” Extended Authentication” on page 32.

Tap the arrow button to open the Cisco Unified Client window.

If extended authentication is enabled, enter your group name and user namein
the Group Name and User Name fields.

—0OR -

If extended authentication is disabled, enter your user name in the User Name
field.

Group Name: | User Name:
Group Password: User Password:
User Name:
IKE... IKE...
(" DNs.. )( IPSec.. ) ( DNS.. )( IPSec.. )
06 08

If you wish to store your user password, tap

Prompt in which ever of the User Password | p.ccword:
or Group Password fieldsis on your form.
This opens the User password window. If
you do not wish to store your password,
please skip the following step.

Warning: Saved passwords

may resultin
unauthorized access.

In the Cisco Unified Client window, the User Password or Group Password (if
extended authentication is enabled) field now contains the value "Assigned”. To
delete or edit the password, tap Assigned, either leave the field blank to delete or
enter anew password, and tap OK to return to the Cisco Unified Client window.
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Note: |If you do not save your password in your policy, you will be asked for it when you
log in to the gateway.

User Name: username| User Name: username
User Password: User Password:
IKE... IKE...
( DNS.. J( IPSec.. ) (ons. ) ( PSec. )
06 06

12. Enter your account name into the User Name field.
Note: When you log in to the gateway you will be asked for your User password.

13. Tapthe"IKE..." button to open the IKE Crypto Suite window. (For more
information, see “IKE Crypto Suite’ on page 36.)

14. Set your crypto suite settings by selecting your desired values from each of the
pull-down lists for the Group, Cipher, and Hash fields.

IKE Crypto Suite IKE Crypto Suite IKE Crypto Suite

[T (R GRP1_DH-768 Group: ¥ GRP1_DH-768 Group: ~ GRP1_DH-768
Cipher: ~ |GRP7_ECDH-163 Cipher: ~|[DESCBC | Cipher: v 3DES_CBC
3DES_CBC
- |

Hash: » MD5 Hash: Hash: - [lDbI3

15. Tap the checkmark button to return to the Cisco Unified Client window.

16. Tapthe"DNS..." button to open the DNSwindow. If Query DNSis deselected,
further fields will appear. (For more information, see “DNS’ on page 35.).

™ Query DNS O Query DNS

Primary DNS
0.0.0.9

Secondary DNS
0.0.0.0

Domain Name

17. |f directed to do so, deselect Query DNS and enter the primary and secondary
DNS addresses and the gateway domain name in the appropriate fields.
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18.
19.

20.

21.

22.

23.

24,

25.

26a

27.

Creating a Policy

Tap the checkmark button to return to the Cisco Unified Client window.

Tap the "I PSec..." button to open the | PSec
Crypto Suite window. (For more
information, see “IPSec Crypto Suite” on

page 37.)

Open thelist of available crypto suites by
clicking the arrow beside the Suite field.
Select your desired crypto suite from the list.

Tap the checkmark button to return to the
Cisco Unified Client window.

Tap the "Network..." button to open the
Network Propertieswindow.

Enter the | P addresses and subnet masks for
your VPN. Tap the checkmark button to
return to the Cisco Unified Client window.

Open the movianVPN tab at the top of the
window. The Options menu appears. Select
SA Lifetime from the menu to set the SA
lifetime value.

Set the SA Lifetime by selecting avalue
fromthelist. (For more information, see “ SA
Life’ on page 37.)

(Standard Palm Devices) Tap Done. The
movianV PN application window appears.
Tap the L ogin button to connect to the
gateway.

IPSec Crypto Suite

Suite: +|ESPIP_NULL_MD5-96
ESPIP_NULL_SHA-96
ESPIP_DES_NULL hd

Network Properties
Protected Networks
IP Address Subnet Mask
0.0.00 0.0.0.0
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

‘SH Lifetime Ie: username

User Password:

(Network.. ) IKE. )
( DNS.. J( IPSec. )

009

SA Lifetime (Hrs)

(Tungsten-C, Tungsten-T3 Devices) Tap the checkmark to return to the
Preferences window. Tap Done to begin using your device with the new settings.
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Creating a policy To create apolicy for a Cisco VPN Concentrator 3000 gateway you will require the
for a Cisco VPN following information:

Concentrator » Gateway |P address
3000 gateway « Checkbox status for Use Perfect Forward Secrecy
» Group hame, group password, user name and user password
Note: You will be asked for the user password when you log in to the gateway.
e |KE Suite, DNS and | PSec Suite settings
e SA lifesetting

To create apolicy for aCisco VPN Concentrator 3000 gateway:

la (Sanrdard Paim Device) Open the

movianV PN application, and tap New to open

the Policy Entry window. Type: ¥ movianVPN

movianV¥PN by Certicom provides
1b. (Tungsten-C, Tungsten-T3) Select VPN from secure wireless access to corporate

the Preferences window, ensure that VPN is | network resources. Using the IPSec

set to enabled, and tap the "Tap to Add" standard, movianVPN works with
button. On the New VPN Account screen, 'eadingk\’ PN gateways and ‘;ire'ess
. networks so You can exten Your
select r_nowanVPN asthe type, an_d tap Next investment in VPN technology to
to continue to the Policy Entry window. mobile employees.
2. Enter aname for the policy in the Policy m
Namefield.

Policy Name:
w Please select one
Gateway Address:

3. Openthelist of gateways by tapping the "Policy Ent
"Please select one" |abel. Select Cisco VPN

Concentrator 3000 from thelist. The - :
. . . h] Please select one
gateway policy security option checkboxes Ga Alcatel Secure VPN Series

appear. Avaya YSU VPN Series
Check Point VPN-1 ¥

Policy Name: policyName

movianVPN User’'s Guide 57



58

10.

Creating a Policy

Enter network address of your gateway in the
Gateway Addressfield.

Note: If you have been given values for these
fields by an administrator, please use them.

Note: Use Extended Authentication is selected
by default and locked as required by the Cisco
VPN Concentrator 3000 gateways. When you
connect to the gateway, you will be asked for
further authentication. For information on
Extended Authentication, see “ Extended
Authentication” on page 32.

Select Use Perfect Forward Secrecy if the

Policy Name: policyName]
¥ Cisco VPN Concentrator 3000
Gateway Address:

O UsePerfect Forward Secrecy
B & Use Extended Authentication

option is desired. (For more information, please see “Perfect Forward Secrecy”

on page 32.)

Tap the arrow button to continue to the Cisco
VPN Concentrator 3000 window.

Enter your group name in the Group Name
field.

If you wish to save your password as apart of
your policy, tap Prompt in the Group
Password field to open the User password
window. If you do not wish to store your
password, please skip the following step.

Enter your password and tap OK. In the
Cisco VPN Concentrator 3000 window, the
Group Password now appears as "Assigned".
To delete or edit the password, tap Assigned
then |eave the password field blank to delete
your password, or enter a new password. Tap
OK to save your changes.

Enter your account nameinto the User Name
field.

Note: When you log in to the gateway you will be
asked for your User password.

Cisco VPN Concentrator 3000

Group Name:

Group Password:

User Name:

IKE...
( DNS.. ) ( IPSec.. )

009

Password:

Warning: Saved passwords

may resultin
unauthorized access.

Group Name: groupname

Group Password:

User Name:

IKE...
( DNs.. J( IPSec.. )

089
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11. Tapthe"IKE..." buttoninthe Cisco VPN Concentrator 3000 window. The IKE
Crypto Suite window appears. (For more information, see “IKE Crypto Suite”
on page 36.).

12. Set your crypto suite settings by selecting your desired values from each of the
pull-down lists for the Group, Cipher, and Hash fields.

IKE Crypto Suite IKE Crypto Suite

IKE Crypto Suite

[T R 4 GRP1_DH-768 Group: ~ GRP1_DH-768 Group: ¥ GRP1_DH-768
GRP2_DH-1024
Cipher: v |GRP7_ECDH-163 Cipher: ~|DES_(BC Cipher: ~ 3DES_CBC

3DES_CBC

Hash: ~ MD5 Hash: ~| | Hash: ~[{bH
SHA
]

13. Tap the checkmark button to return to the Cisco VPN Concentrator 3000
window.

14. Tapthe"DNS..." button to open the DNSwindow. If Query DNS is deselected,
further fields will appear. (For more information, please see “DNS’ on page 35.).

15. If you wereinstructed to do so, deselect Query DNS and enter the gateway’s
primary and secondary DNS addresses and the gateway’s domain name in the
Primary DNS, Secondary DNS, and Domain Name fields.

™ Query DNS O Query DNS

Primary DNS
0.0.0.9

Secondary DNS
0.0.0.0

Domain Name

16. Tap the checkmark button to return to the Cisco VPN Concentrator 3000
window.

17. Tapthe"IPSec..." button to open the | PSec

Crypto Suite window. (For more
information, please see“|PSec Crypto Suite”
Suite: v |ESPIP_NULL_MD5-96
on page 37.) ESPIP_NULL_SHA-96
18. Set the value of the Suite field by selecting ESPIP.DES NULL ¥
one of the crypto suite options from the list.
19. Tap the checkmark button to return to the

Cisco VPN Concentrator 3000 window.
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20. Tap the movianV PN tab to reveal the [EI
Options menu. SALifetime | aroupname

21. Select SA Lifetime from the Options menu. o

Group Password:

User Name:

IKE..
( DNS.. J( IPSec. )

000

22. Set the SA Lifetime by selecting avalue
from thelist. (For more information, see “SA

Life” on page 37.) -B
23. Tap the checkmark button to return to the
-

Cisco VPN Concentrator 3000 window.

24a. (Standard Palm Devices) Tap Done. The

movianV PN application window appears. Tap the L ogin button to connect to the
gateway.

SA Lifetime (Hrs)

25. (Tungsten-C, Tungsten-T3 Devices) Tap the checkmark to return to the
Preferences window. Tap Done to begin using your device with the new settings.
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Creating a policy To create apolicy for aCoSine | PSX gateway you will require the following
for a CoSine IPSX information:
gateway « Gateway |P address
*  Whether any/all of Split Tunneling, Perfect Forward Secrecy, and Extended
Authentication should be enabled
» A combination of User name and group password, depending upon whether
extended authentication is enabled
* Network, IKE Suite, DNS and |PSec Suite settings
e SA lifesetting

To create apolicy for aCoSine |PSX gateway:

1a. (Stanrdard Pelm Device) Open the

movianV PN application, and tap New to open

the Policy Entry window. Type: ~ movianVPN

movianV¥PN by Certicom provides
1b. (Tungsten-C, Tungsten-T3) Select VPN from secure wireless access to corporate

the Preferences window, ensure that VPN is | network resources. Using the IPSec

set to enabled, and tap the "Tap to Add" standard, movianVPN works with
button. On the New VPN Account screen, 'eadingkv PN gateways and ‘;ire'ess
. networks so You can exten Your
select r_nowanVPN a§the type, an_d tap Next investment in VPN technology to
to continue to the Policy Entry window. mobile employees.
2. Enter aname for the policy in the Policy m
Namefield.

Policy Name:

w Please select one
Gateway Address:
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Open thelist of gateways by tapping the
"Please select one" arrow. Select CoSine
IPSX from the list. Checkboxes for policy
options appear.

Enter the network address of your gateway in
the Gateway Addressfield.

Note: If you were provided with values for these
fields by an administrator, please use them.

Select Use Split Tunneling if you wish to
enable split tunneling. (For more
information, see “ Split Tunneling” on

page 31.)

Select Use Perfect Forward Secrecy if you
wish to enable perfect forward secrecy. (For
more information, see “ Perfect Forward
Secrecy” on page 32.)

rPoIicy Entry

Policy Name: policyName

b Please select one
Ga|flcatel Secure VPN Series
Avaya V5U VPN Series
Check Point VPN-1 ¥

Policy Name: policyname

w CoSine IPSX
Gateway Address:

[ Use Split Tunneling
O UsePerfect Forward Secrecy
O UseExtended Authentication

Select Use Extended Authentication if you wish to enable extended
authentication. (For more information, see “ Extended Authentication” on

page 32.)

Tap the arrow button to return to the CoSine | PSX window.

If extended authentication is enabled, enter your user name in the User Name

field.
—OR-

If extended authentication is disabled, carry on to the next step.

Group Password:

User Name:

(Network.. ) IKE. )
( DNs.. J( IPSec.. )

009

User Password:

(Network..) ([ KE. ]
( DNS.. J( IPSec. )

009
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11.

12.

13.

14.

15.

16.

Creating a Policy

If you have been instructed to save your
password, tap Prompt in the Group Password-

Password field to open the User password

window. Otherwise, skip the following step. Warning: Saved passwords

) may resultin
Enter your password and tap OK to storeiit,

unauthorized access.
or Cancel if you wish to exit without saving
your password. If you save your password,

either the password field in the CoSine | PSX

window contains the value "Assigned". To delete or edit the password, tap
"Assigned”, then leave the field blank to delete the password, or enter a new
password. Tap OK to save your changes.

Note: If you do not save your password in your policy, you will be asked for it when you
log in to the gateway.

‘CoSine IPSX
GGroup Password:

User Name:

User Password:

(Network.. ) [ IKE.. )
( DNS.. J( IPSec. )

009

(Network.. ) ( IKE.. )
( DNS.. J( IPSec. )

000

Tap the "Network" button to open the
Networ k Propertieswindow. (For more Protected Networks
information, see “Network Properties’ on IP Address Subnet Mask
page 37.) 0.0.0.0] 0.0.0.0

Enter the IP addresses and subnet masksfor | 0.0.0.0 0.0.0,0

the primary and secondary subnets. 0.0.0.0 0.0.0.0

Tap the checkmark button to return to the

CoSine IPSX window.

Tap the"IKE..." button to open the IKE
Crypto Suite window. (For more information, see “IKE Crypto Suite” on

page 36.).

Set your crypto suite settings by selecting your desired values from each of the
pull-down lists for the Group, Cipher, and Hash fields.

IKE Crypto Suite

[T 4 GRP1_DH-768
GRP2_DH-1024
Cipher: ~|GRP7_ECDH-163

Hash:

IKE Crypto Suite
Group: ¥ GRP1_DH-768

IKE Crypto Suite
Group: ¥ GRP1_DH-768

Cipher: «|DES_(BC
3DES_(BC
Hash: «

Cipher: + 3DES_CBC

Hash:  [[{ibf]

- MD5

17.

movianVPN User’'s Guide

Tap the checkmark button to return to the CoSine | PSX window.
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18.

19.

20.
21.

22.

23.

24.

25.

26.

Creating a Policy

Tap the "DNS..." button to open the DNSwindow. If Query DNS is deselected,
further fields appear. (For more information, see “DNS’ on page 35.)

If you were directed to do so, deselect Query DNS and enter the primary and
secondary DNS addresses and your domain name in the appropriate fields.

& Query DNS

O Query DNS

Primary DNS
0.0.0.9

Secondary DNS
0.0.0.0

Domain Name

Tap the checkmark button to return to the CoSine | PSX window.
Tap the "I PSec..." button to open the | PSec

Crypto Suite window. (For more
information, see “1PSec Crypto Suite” on

page 37.)

Set the value of the Suite field by sdecting
one of the crypto suite options from the list.

Tap the checkmark button to return to the
CoSine I PSX window.

Tap the movianVPN tab at the top of the
window. The Options menu appears. Select
SA Lifetimeto set the SA lifetime time-out
value.

Set the SA Lifetime by selecting avalue
from thelist. (For more information, see “SA
Life” on page 37.)

Tap the checkmark button to return to the
CoSine | PSX window.

Suite: w(ESPIP_NULL_MD5-96
ESPIP_NULL_SHA-96
ESPIP_DES_NULL ¥

Group Password:

User Name:

(Network.. ) IKE. )
( DNS.. J( IPSec. )

009

SA Lifetime (Hrs)

e

27a. (Standard Palm Devices) Tap Done. The movianV PN application window
appears. Tap the L ogin button to connect to the gateway.
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28. (Tungsten-C, Tungsten-T3 Devices) Tap the checkmark to return to the
Preferences window. Tap Done to begin using your device with the new settings.
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Creating a policy To create apolicy for a Cylink Nethawk gateway you will require the following
for a Cylink information:
Nethawk gateway Gateway |P address

» Checkbox status for Split Tunneling and Perfect Forward Secrecy

» User name and user password

* Network, IKE Suite, DNS and |PSec Suite settings

e SA lifesetting

To create apolicy for a Cylink Nethawk gateway:

la (Stanrdard Paim Device) Openthe

movianV PN application, and tap New to open
the Policy Entry window.
movianV¥PN by Certicom provides

1b. (Tungsten-C, Tungsten-T3) Select VPN from | cecire wireless access to corporate
the Preferences window, ensure that VPN is | network resources. Using the IPSec

Type: ¥ movianVPN

set to enabled, and tap the "Tap to Add" standard, movianVPN works with
button. On the New VPN Account screen, 'eadingk\’ PN gateways and ‘;ire'ess
. networks so You can exten Your
select r_nowanVPN asthe type, an_d tap Next investment in VPN technology to
to continue to the Policy Entry window. mobile employees.
2. Enter aname for the policy in the Policy m
Namefield.

Policy Name:

w Please select one
Gateway Address:

3. Openthelist of gateways by tapping the "Policy Ent
"Please select one" arrow.

Policy Name: policyName

b Please select one

Alcatel Secure VPN Series
Avaya V5U VPN Series
Check Point VPN-1
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10.

11.
12.

Creating a Policy

Select Cylink Nethawk from the list. The
Gateway Addressfield and the gateway
policy security option checkboxes appear.

Enter the network address of your gateway
into the Gateway Addressfield.

Note: If you have been given instructions on how
to fill in these fields, please follow them.

Select Use Split Tunneling if you wish to
enable split tunneling. (For more
information, see “ Split Tunneling” on

page 31.)

Policy Name: policyname

w Cylink Methawk
Gateway Address:

O Use Split Tunneling
O Use Perfect Forward Secrecy

Select Use Perfect Forward Secrecy if you wish to enable perfect forward
secrecy. (For more information, see “Perfect Forward Secrecy” on page 32.)

Tap the arrow icon to open the Cylink
Nethawk window.

Enter the account name into the User Name
field.

If you wish to store your user password, tap
Prompt inthe User Password field. This
opensthe User password window. If you do
not wish to store your password, please skip
the following step.

Enter your gateway password and tap OK.

In the Cylink Nethawk window, the User
Password field now contains the value

User Password:

(Network.. ) [ IKE.. )
( DNS.. J[( IPSec.. )

000

Password:

Warning: Saved passwords

may resultin
unauthorized access.

"Assigned". To delete or edit the password, tap Assigned, either leave the field
blank to delete or enter anew password, and tap OK to return to the Cylink

Nethawk window.

Note: If you do not enter the password at thistime, you will be asked for it when you log

in to the gateway.
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13.

14.

15.

16.

17.

Creating a Policy

Tap the "Network" button to open the
Network Propertieswindow. (For more
information, see “Network Properties’ on

page 37.)

Enter the | P addresses and subnet masks of
the primary and secondary subnets.

Tap the checkmark button to return to the
Cylink Nethawk window.

Tap the"IKE..." button to open the IKE

Network Properties

0.0.00
0.0.0.0
0.0.0.0

Protected Networks
IP Address

Subnet Mask
0.0.0.0

0.0.0.0
0.0.00

Crypto Suite window. (For more information, see “IKE Crypto Suite” on

page 36.).

Set your crypto suite settings by selecting your desired values from each of the
pull-down lists for the Group, Cipher, and Hash fields.

IKE Crypto Suite

(11T 4 GRP1_DH-768
GRP2_DH-1024
Cipher: - |GRP7_ECDH-163

Hash:

Cipher:

w» MD5 Hash:

IKE Crypto Suite
Group: ¥ GRP1_DH-768

~ (DES_CBC
3DES_CBC
e |

IKE Crypto Suite
Group: ~ GRP1_DH-768

Cipher: ~ 3DES_(BC

Hash: ~ iP5

18.
19.

Tap the checkmark button to return to the Cylink Nethawk window.

Tap the "DNS..." button to open the DNSwindow. If Query DNS is deselected,
further fields appear. (For more information, see “DNS’ on page 35.).

& Query DNS

O Query DNS

Primary DN5
0.0.0.9

Secondary DNS
0.00.0

Domain Name

20. If directed to do so, deselect Query DNS and enter the primary and secondary
DNS addresses and your domain name in the appropriate field.

21. Tap the checkmark button to return to the Cylink Nethawk window.

68
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22. Tapthe"IPSec..." button to open the | PSec

Crypto Suite window. (For more
information, see " PSec Crypto Suite” on Sui PP UL D536
uite: = =
page 37.) ESPIP_NULL_SHA-96
23. Openthelist of available crypto suites by ESPIP.DESNULL ¥
clicking the arrow beside the Suite field.
Select your desired crypto suite from the list.

24. Tap the checkmark button to return to the
Cylink Nethawk window.

25. Tap the movianV PN tab at the top of the ]|
window. The Options menu appears. Select SALifetime ] ~ —
e:

SA Lifetime from the menu to set the SA e
lifetime value. User Password:

(Network.. ) ( KE. )
( DNS.. J( IPSec. )

08
26. Setthe SA Lifetime by selecting avalue SA Lifetime (Hrs)
from thelist. (For more information, see “SA
Life” on page 37.) v
27. Tap the checkmark button to return to the
Cylink Nethawk window.

28a. (Standard Palm Devices) Tap Done. The
movianV PN application window appears. Tap the L ogin button to connect to the
gateway.

29. (Tungsten-C, Tungsten-T3 Devices) Tap the checkmark to return to the
Preferences window. Tap Done to begin using your device with the new settings.
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Creating a policy To create apolicy for an Intel Netstructure Series gateway you will require the
for an Intel following information:

Netstructure .
Series gateway .

Gateway |P address

Checkbox status for Split Tunneling, Perfect Forward Secrecy, and Extended
Authentication

A combination of group name, group password, user name and user password,
depending on the authentication selected

IKE Suite, DNS, and IPSec Suite settings
SA life setting

To create apolicy for an Intel Netstructure Series gateway:

la. (Stanrdard Palm Device) Open the

1b.

70

New VPN Account (1]

movianV PN application, and tap New to open _
Type: ¥ movianVPN

the Policy Entry window.
movianV¥PN by Certicom provides
secure wireless access to corporate

network resources. Using the IPSec
(Tungsten-C, Tungsten-T3) Select VPN from standard, movianVPN works with

the Prefel’ences WI ndOW, ensure that VPN |S |ead|ng WPN gateways and wireless
set to enabled, and tap the "Tap to Add" networks so you can extend your
button. On the New VPN Account screen, investment in VPN technology to
select movianVPN asthe type, and tap Next | MoPile employees.

to continue to the Policy Entry window.
o Em

Enter a name for the policy in the Policy
Name field. m

Policy Name:

w Please select one
Gateway Address:
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Open thelist of gateways by tapping the
"Please select one" arrow. Select I ntel
Netstructure Seriesfrom the list.
Checkboxes for gateway policy options

Enter the | P address for your gateway in the
Gateway Addressfigld.

Note: |If you were provided valuesfor thesefields
by an administrator, please use them.

Select Use Split Tunneling if you wish to
enable split tunneling. (For more
information, see “ Split Tunneling” on

page 31.)

Select Use Perfect Forward Secrecy if you
wish to enable perfect forward secrecy. (For
more information, see “ Perfect Forward
Secrecy” on page 32.)

rPoIicy Entry

Policy Name: policyName

b Please select one
Ga|flcatel Secure VPN Series
Avaya V5U VPN Series
Check Point VPN-1 ¥

Policy Name: policyname]
¥ Intel Netstructure Series
Gateway Address:

O Use Split Tunneling
O Use Perfect Forward Secrecy
O Use Extended Authentication

Select Use Extended Authentication if you wish to use extended authentication.
(For more information, see “ Extended Authentication” on page 32.)

Note: When you connect to the gateway you will be asked for further authentication.

Tap the arrow button to continue to the Intel Netstructure Series screen.

Note: If you have selected Extended Authentication you will be asked for a Group Name
and Password as well as the User Name (you supply the password when logging in). If
you have not selected Extended Authentication, you will be asked for User Name and

User Password.

rlntel Netstructure Series

Group Name:

Group Password:

User Name:

IKE...
( DNS.. J( IPSec. )

0806

Intel Netstructure Series
User Password:

User Name: |

IKE...
( DNS.. J( IPSec. )

0006

A
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9. Enter your group name and user name in the Group Name and User Name
fields.

—0OR -
Enter your user name in the User Name field.

10. If you wish to save your password as part of

your policy, tap Prompt at the password
field, which opens the User Password
window. Please skip thefollowing step if you

do not wish to save your password. may resultin
unauthorized access.

Password:

Warning: Saved passwords

11. Enter your password and tap OK. Inthelntel
Netstructure Serieswindow, the appropriate
password field now appears as Assigned. To
delete or edit the password, tap Assigned, then leave the field blank to delete the
password, or enter a new password, and tap OK to save your changes.

12.

13.

Intel Netstructure Series

Group Name: username|

Group Password:

User Name:

IKE...
( DNS.. J( IPSec.. )

0006

Intel Netstructure Series

User Name: username|

User Password:

IKE...
( DNS.. J( IPSec.. )

009

Note: If you do not store your password, you will be asked for it when you log into the

gateway.

Tap the"IKE..." button to open the IKE Crypto Suite window. (For more
information, see “IKE Crypto Suite’ on page 36.)

Set your crypto suite settings by selecting your desired values from each of the
pull-down lists for the Group, Cipher, and Hash fields.

IKE Crypto Suite

(11T 4 GRP1_DH-768
GRP2_DH-1024
Cipher: - |GRP7_ECDH-163

Hash: « MD5 Hash:

IKE Crypto Suite
Group: ¥ GRP1_DH-768

IKE Crypto Suite
Group: ~ GRP1_DH-768

Cipher: |DES_CBC Cipher: ~ 3DES_CBC

3DES_CBC

- ] Hash: ~ [{P5
SHA

14.
15.

Tap the checkmark button to return to the I ntel Netstructure Serieswindow.

Tap the "DNS..." button to open the DNSwindow. If Query DNS is deselected,
further fields appear. (For more information, see “DNS’ on page 35.).
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16. If instructed to, deselect the Query DNS box and enter the primary and
secondary DNS addresses and domain name into the appropriate fields.

™ Query DNS O Query DNS

Primary DNS
0.0.0.9

Secondary DNS
0.0.0.0

Domain Name

17. Tap the checkmark button to return to the Intel Netstructure Serieswindow.

18. Tapthe"IPSec..." button to open the | PSec

Crypto Suite window. (For more
information, see “|PSec Crypto Suite” on
Suite: ¥ |ESPIP_NULL_MD5-96
page 37.) ESPIP_NULL_SHA-96
19. Set the value of the Suite field by sdlecting ESPIP_DES_ NULL ¥
one of the crypto suite options from the list.
20. Tap the checkmark button to return to the
Intel Netstructure Serieswindow.
21. Tapthe movianV PN tab at the top of the ]|
window. The Options menu appears. Select SA Lifetime
80

SA Lifetime from the menu.

User Password:

IKE...
( DNS.. ) IPSec.. )
06

22. Setthe SA Lifetime by selecting avalue SA Lifetime (Hrs)

from the list. For more information, see “SA

Life’ on page 37. -
23. Tap the checkmark button to return to the

Intel Netstructure Serieswindow.

24a. (Standard Palm Devices) Tap Done. The
movianV PN application window appears. Tap the L ogin button to connect to the
gateway.

25. (Tungsten-C, Tungsten-T3 Devices) Tap the checkmark to return to the
Preferences window. Tap Done to begin using your device with the new settings.

movianVPN User’'s Guide 73



Creating a policy
for a Lucent Brick
Firewall VPN
gateway

74

Creating a Policy

To create apolicy for aLucent Brick Firewall VPN gateway you will require the
following information:

Gateway |P address

Checkbox status for Split Tunneling and Perfect Forward Secrecy
Group name, group password, user name and user password
Network, IKE Suite, DNS and | PSec Suite settings

SA life setting

To create apolicy for aLucent Brick Firewall VPN gateway:

la. (Stanrdard Palm Device) Open the

1b.

3.

movianV PN application, and tap New to open
the Policy Entry window.

(Tungsten-C, Tungsten-T3) Select VPN from
the Preferences window, ensure that VPN is
set to enabled, and tap the "Tap to Add"
button. On the New VPN Account screen,
select movianV PN asthe type, and tap Next
to continue to the Policy Entry window.

Enter a name for the policy in the Policy
Name field.

Open thelist of gateways by tapping the
"Please select one" arrow.

New VPN Account (1]

Type: ¥ movianVPN

movianV¥PN by Certicom provides
secure wireless access to corporate
network resources. Using the IPSec
standard, movianVPN works with
leading VPN gateways and wireless
networks so you can extend your
investment in VPN technology to
mobile employees.

Policy Name:

w Please select one
Gateway Address:

rPoIicy Entry

Policy Name: policyName

b Please select one

Alcatel Secure VPN Series
Avaya V5U VPN Series
Check Point VPN-1
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Creating a Policy

Select Lucent Brick Firewall VPN from the
list. The Gateway Addressfield and the
gateway policy security option checkboxes
appear.

Enter the network address for your gateway
into the Gateway Addressfield.

Note: |If you were provided with values for these
fields by an administrator, please use them.

Select Use Split Tunneling if the option is
desired. (For information, see “ Split
Tunneling” on page 31).

Policy Name: policyname

w Lucent Brick Firewall VPN
Gateway Address:

[ Use Split Tunneling
O Use Perfect Forward Secrecy
ﬂ M Use Extended Authentication

Select Use Perfect Forward Secrecy if the option is desired. (For information,

see “Perfect Forward Secrecy” on page 32.)

Note: Use Extended Authentication is selected by default and locked as required by the
Lucent Brick Firewall VPN gateways. When you connect to the gateway, you will be
asked for further authentication. For information on Extended Authentication,

see Extended Authentication” on page 32.

Tap the arrow icon to return to the L ucent
Brick Firewall VPN window.

Enter your group name and user name into
the Group Name and User Name fields.

If instructed to save your group password, tap
Prompt at the Group Password field. The
User password window appears. Otherwise,
please skip the following step.

"Lucent Brick Firewall VPN

Group Name: |

Group Password:

User Name:

(Network.. ) ( IKE. ]
( DNS.. J( IPSec. )

009

Password:

Warning: Saved passwords
may resultin
unauthorized access.
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11.

12.

13.

14.

15.

16.

Creating a Policy

Inthe Lucent Brick Firewall VPN window,
the Group Password field now contains the
value "Assigned". To delete or edit the
password, tap Assigned, either leavethefield
blank to delete or enter a new password, and
tap OK to return to the Lucent Brick
Firewall VPN window.

Note: You will be asked for the User Password
for extended authentication when you log in to the
gateway.

Tap the "Networ k" button in the L ucent
Brick Firewall VPN window. The Networ k
Properties window appears. (For more
information, see “Network Properties’ on

page 37.)

Enter the I P addresses and subnet masks for
the primary and secondary subnets.

Tap the checkmark button to return to the
Lucent Brick Firewall VPN window.

'Lucent Brick Firewall VPN

Group Name: groupname

iGroup Password:

User Name:

(Network.. ] ( IKE.. ]
( DNS.. J( IPSec. )

0006

Protected Networks
IP Address Subnet Mask
0.0.00 0.0.0.0
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

Tap the"IKE..." button to open the IKE Crypto Suite window. (For more
information, see “1KE Crypto Suite” on page 36.).

Set your crypto suite settings by sdlecting your desired values from each of the
pull-down lists for the Group, Cipher, and Hash fields.

IKE Crypto Suite

(11T 4 GRP1_DH-768
GRP2_DH-1024
Cipher: - |GRP7_ECDH-163

Hash:

IKE Crypto Suite
Group: ¥ GRP1_DH-768

3DES_CBC

w» MD5 Hash: ~

Cipher: + (DES_CBC

IKE Crypto Suite

Group: ¥ GRP1_DH-768

Cipher:

Hash: ~ [

~ 3DES_CBC

17.
18.

76

Tap the checkmark button to return to the Lucent Brick Firewall VPN window.

Tap the "DNS..." to open the DNS window. If Query DNS is deselected, further
fields appear. (For more information, see “DNS’ on page 35).
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19. |If directed to do so, deselect Query DNS and enter primary and secondary DNS
addresses and your gateway's domain name in the fields that appear.

20.
21.

22.

23.

24,

25.

26.

27a

28.

& Query DNS

O Query DNS

Primary DNS
0.0.0.9

Secondary DNS
0.0.0.0

Domain Name

Tap the checkmark button to return to the Lucent Brick Firewall VPN window.

Tap the "I PSec..." button to open the | PSec
Crypto Suite window. (For more
information, see “|PSec Crypto Suite” on
page 37.)

Set the value of the Suite field by sdecting
one of the crypto suite options from the list.

Tap the checkmark button to return to the
Lucent Brick Firewall VPN window.

Tap the movianVPN tab at the top of the
window. The Options menu appears. Select
SA Lifetimeto set the SA lifetime time-out
value.

Set the SA Lifetime by selecting avalue
from thelist. (For more information, see “ SA
Life’ on page 37.)

Tap the checkmark button to return to the
Lucent Brick Firewall VPN window.

(Standard Palm Devices) Tap Done. The

IPSec Crypto Suite

Suite: w(ESPIP_NULL_MD5-96
ESPIP_NULL_SHA-96
ESPIP_DES_NULL ¥

SA Lifetime a:- userhame

User Password:

(Network.. ) IKE. )
( DNS.. J( IPSec. )

009

SA Lifetime (Hrs)

movianV PN application window appears. Tap the L ogin button to connect to the

gateway.

(Tungsten-C, Tungsten-T3 Devices) Tap the checkmark to return to the
Preferences window. Tap Done to begin using your device with the new settings.
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Creating a policy To create apolicy for a Netscreen Series gateway you will require the following
for a Netscreen information:
Series gateway » Gateway |P address
*  Whether any/both of Split Tunneling and Perfect Forward Secrecy should be
enabled.
»  Whether Extended Authentication should be enabled (Netscreen Series v3.0 and
up)
e A combination of User name, user password, group name, and group password,
depending upon whether extended authentication is enabled
» Network, IKE Suite, DNS and |PSec Suite settings
e SA lifesetting

To create apolicy for a Netscreen Series gateway:

1a (Stanrdard Paim Device) Open the

movianV PN application, and tap New to open
the Policy Entry window.
movianV¥PN by Certicom provides

1b. (Tungsten-C, TunQSten'T?’) Select VPN frpm secure wireless access to corporate
the Preferences window, ensure that VPN is | network resources. Using the IPSec

Type: ¥ movianVPN

set to enabled, and tap the "Tap to Add" standard, movianVPN works with
button. On the New VPN Account screen, 'eadingk\"'PN gateways and ‘;ire'ess

. networks so you can extend your
select r_nowanVPN a§the type, an_d tap Next investment in VPN technology to
to continue to the Policy Entry window. mobile employees.

2. Enter aname for the policy in the Policy
Name field. lm

Policy Name:

w Please select one
Gateway Address:
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Open thelist of gateways by tapping the
"Please select one" arrow. Select Netscreen
Series from the list. Checkboxes for policy
options appear.

Enter the network address of your gateway in m

the Gateway Addressfield.

Note: If you were provided with values for these
fields by an administrator, please use them.

Select Use Split Tunneling if you wish to
enable split tunneling. (For more
information, see “ Split Tunneling” on
page 31.)

Select Use Perfect Forward Secrecy if you
wish to enable perfect forward secrecy. (For
more information, see “Perfect Forward
Secrecy” on page 32.)

Select Use Extended Authentication if you

rPoIicy Entry

Policy Name: policyName

b Please select one
Ga|flcatel Secure VPN Series
Avaya V5U VPN Series

Check Point VPN-1 ¥

Policy Name: policyname

w Netscreen Series
Gateway Address:

O Use Split Tunneling
[0 Use Perfect Forward Secrecy
O Use Extended Authentication

wish to enable extended

authentication. (For more information, see “ Extended Authentication” on

page 32.)

Tap the arrow button to return to the Netscreen Series window.

If extended authentication is enabled, enter your group name and user namein

the Group Name and User Name fields.
—0OR -

If extended authentication is disabled, enter your user name.

Group Name:

Group Password:

User Name:

(Network.. ) ( IKE.. )
( DNS.. J( IPSec.. )

009

User Name:

User Password:

(Network..) [ IKE.. ]
( DNS.. J( IPSec.. ]

009
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12.

13.

14.

15.

80

Creating a Policy

If you have been instructed to save your
password, tap Prompt in the Group

. Password:
Password or User Password field _
(whichever appearsin the Alcatel Secure Warning: Saved passwords
VPN Serieswindow). The User password may resultin

window appears. Otherwise, please skip the unauthorized access.

following step if you do not wish to store

your password.

Enter your password and tap OK to storeit, or Cancd if you wish to exit without
saving your password. If you save your password, either the User Password or
Group Password (if extended authentication is enabled) field in the Netscreen
Serieswindow containsthe value "Assigned". To delete or edit the password, tap
"Assigned”, then leave the field blank to delete the password, or enter a new
password. Tap OK to save your changes.

Note: If you do not save your password in your policy, you will be asked for it when you
log in to the gateway.

Group Name: groupnamel User Name: usernamel
Group Password: User Password:

User Name:

(Network.. ) IKE.. ) (Network..) ( IKE.. )
( DNS.. J( IPSec. ) ( DNS.. J( IPSec.. )

009 000

Tap the "Network" button to open the

Network Propertieswindow. (For more Protected Networks
information, see “Network Properties’ on IP Address Subnet Mask
page 37.) 0.0.0.0] 0.0.0.0

Enter the IP addresses and subnet masks for | 0.0.0.0 0.0.0.0

the primary and secondary subnets. 0.0.0.0 0.0.0.0

Tap the checkmark button to return to the

Netscreen Serieswindow.

Tap the"IKE..." button to open the IKE
Crypto Suite window. (For more information, see “IKE Crypto Suite” on

page 36.).
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Creating a Policy

16. Set your crypto suite settings by selecting your desired values from each of the
pull-down lists for the Group, Cipher, and Hash fields.

IKE Crypto Suite

IKE Crypto Suite IKE Crypto Suite

[T 11T R 4 GRP1_DH-768 Group: ¥ GRP1_DH-768 Group: ~ GRP1_DH-768
GRP2_DH-1024
Cipher: ~ |GRP7_ECDH-163 Cipher: « [DES_CBC Cipher: ~ 3DES_CBC

3DES_CBC

Hash: ~ MD5 Hash: ~| | Hash: ~ [{DH
SHA
]

17. Tap the checkmark button to return to the Netscreen Serieswindow.

18. Tapthe"DNS..." button to open the DNSwindow. If Query DNSis deselected,
further fields appear. (For more information, see “DNS’ on page 35.).

19. If you were directed to do so, deselect Query DNS and enter the primary and
secondary DNS addresses and your domain name in the appropriate fields.

& Query DNS O Query DNS

Primary DN5
0.0.0.9

Secondary DNS
0.00.0

Domain Name

20. Tap the checkmark button to return to the Netscreen Serieswindow.

21. Tapthe"IPSec..." button to open the | PSec

Crypto Suite window. (For more
information, see “|PSec Crypto Suite” on
Suite: ~ |[ESPIP_NULL_MD5-96
page 37.) ESPIP_NULL_SHR-96
22. Set the value of the Suitefield by selecting ESPIP.DESNULL ¥
one of the crypto suite options from the list.
23. Tap the checkmark button to return to the

Netscreen Serieswindow.
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24. Tap the movianV PN tab at the top of the ]|
window. The Options menu appears. Select SALifetime ] ~ —
—— e

SA Lifetimeto set the SA lifetime time-out b
value. User Password:

(Network.. ) ( KE. )
( DNS.. J( IPSec. )

009

from thelist. (For more information, see “SA
Life’ on page 37.)

26. Tap the checkmark button to return to the
Netscreen Serieswindow.

27a. (Standard Palm Devices) Tap Done. The
movianV PN application window appears. Tap the L ogin button to connect to the
gateway.

28. (Tungsten-C, Tungsten-T3 Devices) Tap the checkmark to return to the
Preferences window. Tap Done to begin using your device with the new settings.
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Creating a policy To create apolicy for aNortel Contivity Series VPN gateway you will require the
for a Nortel following information:

Contivity Series Gateway |P address
gateway » Checkbox status for Perfect Forward Secrecy
* Checkbox status and selected form of Extended Authentication

< A combination of group name, group password, user name and user password,
depending on the authentication selected

e |IKE Suite, DNS, and IPSec Suite settings
e SA lifesetting

To create apolicy for aNortel Contivity Series gateway:

la (Sanrdard Paim Device) Openthe

movianV PN application, and tap New to open

the Policy Entry window. Type: ¥ movianVPN

movianV¥PN by Certicom provides
1b. (Tungsten-C, Tungsten-T3) Select VPN from secure wireless access to corporate

the Preferences window, ensure that VPN is | network resources. Using the IPSec

set to enabled, and tap the "Tap to Add" standard, movianVPN works with
button. On the New VPN Account screen, 'eadingk\’ PN gateways and ‘;ire'ess
. networks so You can exten Your
select r_nowanVPN asthe type, an_d tap Next investment in VPN technology to
to continue to the Policy Entry window. mobile employees.
2. Enter aname for the policy in the Policy m
Name field.

Policy Name:
w Please select one
Gateway Address:
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Open thelist of gateways by tapping "Please
select one". Select Nortel Contivity Series
from thelist. Checkboxes for gateway policy
options appear in the Policy Entry window.

Enter the IP address of your gateway in the
Gateway Addressfigld.

Note: If valuesfor these fields were provided to
you by an administrator, please use them.

Select Use Perfect Forward Secrecy if you
wish to use this option. (For more
information, see “Perfect Forward Secrecy”
on page 32.)

Select Use Extended Authentication if the
option is desired. If selected, the
Authentication Type field appears. You
need to select one of the authentication types
from the list, which is opened by tapping
"Please select one'".

Note: When you log in to the gateway, you will
be asked to enter the selected form of extended
authentication. For further information, see

“ Extended Authentication” on page 32.

Tap the arrow button to return to the Nortel
Contivity Series window appears.

rPoIicy Entry

Policy Name: policyName

b Please select one
Ga|flcatel Secure VPN Series
Avaya V5U VPN Series
Check Point VPN-1 ¥

Policy Name: policyname

w Nortel Contivity Series

Gateway Address:
38.28.28.23

O UsePerfect Forward Secrecy
O Use Extended Authentication

Policy Name: policyname

w Nortel Contivity Series

Gateway Address:
38.26.28.23

O UsePerfect Forward Secrecy

™ Use Extended Authentication
Authentiration Tywna
B Please select one
Username and Password
SecurelD

Note: If you have selected Extended Authentication you will be asked for a Group Name
and Password as well as the User Name (you supply the password when logging in). If
you have not selected Extended Authentication, you will be asked for User Name and

User Password.

Enter the your group name and user name in the Group Name and User Name

fields.
—OR-—
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Enter your user name in the User Name field.

Nortel Contivity Series

Group Name:

Group Password:

User Name:

IKE...
( DNS.. J( IPSec. )

009

Nortel Contivity Series

User Name:

User Password:

IKE..
( DNS.. )( IPSec. )

009

If you were instructed to store your

password, tap Prompt at whichever of the
group or user password fields appears — this
opens the User password window. If you do
not wish to store your password, please skip

the following step.

Enter your password and tap OK. In the

User password

Password:

Warning: Saved passwords
may resultin
unauthorized access.

Nortel Contivity Serieswindow, either the

Group Password or the User Password now appearswith thevalue "Assigned".
To delete or change the password, tap Assigned, and then leave the field blank to

delete the password, or enter a new password. Tap OK to save your changes.

Nortel Contivity Series

Group Name: username

Group Password:

User Name:

IKE...

Nortel Contivity Series

User Name: username|

User Password:

IKE...

( DNS.. )( IPSec. )

000

( DNS.. J( IPSec. )

000

Note: If you do not enter the password at thistime, you will be asked for it when you log
in to the gateway. If Extended Authentication has been selected, you will be asked for
your user passcode or your user password upon login (depending on the type of extended
authentication being used).

Tap the"IKE..." button to open the IKE Crypto Suite window. (For more
information, see “IKE Crypto Suite’” on page 36.).
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12. Set your crypto suite settings by selecting your desired values from each of the
pull-down lists for the Group, Cipher, and Hash fields.

IKE Crypto Suite IKE Crypto Suite IKE Crypto Suite

[T 11T R 4 GRP1_DH-768 Group: ¥ GRP1_DH-768 Group: ~ GRP1_DH-768
Cipher: ~ |GRP7_ECDH-163 Cipher: ~|[DESCBC | Cipher: ~ 3DES_CBC
3DES_CBC
- |

Hash: ~ MD5 Hash: Hash: ~ iP5

13. Tap the checkmark button to close the IKE Crypto Suite window.

14. Tapthe"DNS..." button to open the DNSwindow. If Query DNSis deselected,
further fields appear. (For more information, see“DNS’ on page 35.).

™ Query DNS O Query DNS

Primary DNS
0.0.0.9

Secondary DNS
0.0.0.0

Domain Name

15. If you have been instructed to do so, deselect Query DNS. Enter the primary and
secondary DNS addresses in the Primary DNS and Secondary DNS fields.
Enter the domain name in the Domain Namefield.

16. Tap the checkmark button to return to the Nortel Contivity Serieswindow.

17. Tap the"IPSec Suite" button to open the

| PSec Crypto Suite window. (For more
information, see “|PSec Crypto Suite” on
Suite: v |ESPIP_NULL_MD5-96
page 37.) ESPIP_NULL_SHA-96
18. Set the value of the Suite field by selecting ESPIP.DESNULL ¥
one of the crypto suite options from the list.
19. ClosethelPSec Suite window by tapping the

checkmark button.

movianVPN User’'s Guide



Creating a Policy

20. Tap the movianV PN tab at the top of the EI
window. The Options menu appears. SALifetime ] — =
21. Select SA Lifetime from the Options menu.

User Password:

IKE..
( DNS.. ]( IPSec.. )

0806

22. Setthe SA Lifetime by selecting avalue SA Lifetime (Hrs)
from the list. For more information, see “ SA
Life” on page 37. -
23. Close the window by tapping the checkmark
button. The Nortel Contivity Serieswindow
appears.

24a. (Standard Palm Devices) Tap Done. The movianV PN application window
appears. Tap the L ogin button to connect to the gateway.

25. (Tungsten-C, Tungsten-T3 Devices) Tap the checkmark to return to the
Preferences window. Tap Done to begin using your device with the new settings.
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Creating a Policy

To create apolicy for a ReefEdge Connect Server gateway you will require the

following information:
e Gateway |P address
e User password

» |KE Suite, DNS, and IPSec Suite settings

e SA lifesetting

To create apolicy for a ReefEdge Connect Server gateway:

la. (Stanrdard Palm Device) Open the
movianV PN application, and tap New to open

the Policy Entry window.

1b. (Tungsten-C, Tungsten-T3) Select VPN from
the Preferences window, ensurethat VPN is
set to enabled, and tap the "Tap to Add"
button. On the New VPN Account screen,
select movianVPN as the type, and tap Next
to continue to the Policy Entry window.

2. Enter anamefor the policy in the Policy

Namefield.

3. Openthelist of gateways by tapping the

"Please select one" arrow.

New VPN Account (1]

Type: ¥ movianVPN

movianV¥PN by Certicom provides
secure wireless access to corporate
network resources. Using the IPSec
standard, movianVPN works with
leading VPN gateways and wireless
networks so you can extend your
investment in VPN technology to
mobile employees.

[Policy Entry|

Policy Name:

w Please select one
Gateway Address:

80

Policy Name: policyName

b Please select one
Ga|flcatel Secure VPN Series
Avaya VSU VPN Series
Check Point VPN-1 ¥
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4. Select ReefEdge Connect Server from the
list. The Gateway Addressfield and the
gateway policy security option checkboxes
appear.

5. Enter the network address for your gateway
in the Gateway Addressfield.

Note: If you have been given instructions on how
tofill in these fields, please follow them.

6. UsePerfect Forward Secrecy isenabled
and locked, as the ReefEdge gateway
requiresit to be enabled. (For more
information, see “ Extended Authentication”
on page 32.)

Policy Name: policyname

w Reeftdge Connect Server
Gateway Address:

B & Use Perfect Forward Secrecy

7. Tap the arrow button to open the ReefEdge Connect Server window.

If you wish to store your user password, tap
Prompt in the User Password field. This
opens the User password window. If you do
not wish to store your password, please skip
the following step.

9. Inthe ReefEdge Connect Server window,
the User Password field now contains the
value "Assigned". To delete or edit the
password, tap Assigned, either leavethefield
blank to delete or enter a new password, and
tap OK to return to the ReefEdge Connect
Server window.

Note: If you do not save your password in your
policy, you will be asked for it whenyoulog into
the gateway.

Tap the"IKE..." button to open the IKE
Crypto Suite window. (For more

10.

User password

Password:

Warning: Saved passwords
may resultin
unauthorized access.

ReefEdge Connect Server
User Password:

IKE...
( DNS.. J( IPSec.. )

00809

information, see “IKE Crypto Suite” on page 36.)

11.

Set your crypto suite settings by selecting your desired values from each of the

pull-down lists for the Group, Cipher, and Hash fields.

IKE Crypto Suite IKE Crypto Suite
Group: v (SN Group: ¥ GRP1_DH-768
GRP2_DH-1024
Cipher: ~|GRP7 ECDH-163 Cipher: ~|DES_CBC
3DES_CBC
Hash: + MD5 Hash: ~

IKE Crypto Suite
Group: ¥ GRP1_DH-768

Cipher:

Hash:  [[{ibf]

w 3DES_CBC

12. Tap the checkmark button to return to the ReefEdge Connect Server window.
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13. Tapthe"DNS..." button to open the DNSwindow. If Query DNS is deselected,
further fields will appear. (For more information, see “DNS’ on page 35.).

14.

15.
16.

17.

18.

19.

20.

21.

& Query DNS

O Query DNS

Primary DNS
0.0.0.9

Secondary DNS
0.0.0.0

Domain Name

If directed to do so, deselect Query DNS and enter the primary and secondary
DNS addresses and the gateway domain name in the appropriate fields.

Tap the checkmark button to return to the ReefEdge Connect Server window.

Tap the "I PSec..." button to open the | PSec
Crypto Suite window. (For more
information, see “1PSec Crypto Suite” on

page 37.)

Open thelist of available crypto suites by
clicking the arrow beside the Suite field.
Select your desired crypto suite from the list.

Tap the checkmark button to return to the
ReefEdge Connect Server window.

Open the movianVPN tab at the top of the
window. The Options menu appears. Select
SA Lifetime from the menu to set the SA
lifetime value.

Set the SA Lifetime value by selecting a
value from the list. (For more information,
see “SA Life” on page 37.)

Tap the checkmark button to return to the
ReefEdge Connect Server window.

IPSec Crypto Suite

Suite: + |ESPIP_NULL_MD5-96
ESPIP_NULL_SHA-96
ESPIP_DES_NULL ¥

‘SH Lifetime |

User Password:

IKE...
( DNS.. J( IPSec. )
06

SA Lifetime (Hrs)

B

22a. (Standard Palm Devices) Tap Done. The movianV PN application window
appears. Tap the L ogin button to connect to the gateway.
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23. (Tungsten-C, Tungsten-T3 Devices) Tap the checkmark to return to the
Preferences window. Tap Done to begin using your device with the new settings.
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Creating a Policy

To create apolicy for a Secure Computing Sidewinder gateway you will require the
following information:

Gateway |P address

Checkbox status for Split Tunneling and Perfect Forward Secrecy
Group name, group password, user name, and user password
Network, IKE Suite, DNS, and IPSec Suite settings

SA life setting

To create apolicy for a Secure Computing Sidewinder gateway:

la. (Stanrdard Palm Device) Open the

1b.

3.

movianV PN application, and tap New to open
the Policy Entry window.

(Tungsten-C, Tungsten-T3) Select VPN from
the Preferences window, ensure that VPN is
set to enabled, and tap the "Tap to Add"
button. On the New VPN Account screen,
select movianV PN asthe type, and tap Next
to continue to the Policy Entry window.

Enter a name for the policy in the Policy
Name field.

Open thelist of gateways by tapping the
"Please select one" arrow.

New VPN Account (1]

Type: ¥ movianVPN

movianV¥PN by Certicom provides
secure wireless access to corporate
network resources. Using the IPSec
standard, movianVPN works with
leading VPN gateways and wireless
networks so you can extend your
investment in VPN technology to
mobile employees.

Policy Name:

w Please select one
Gateway Address:

rPoIicy Entry

Policy Name: policyName

b Please select one

Alcatel Secure VPN Series
Avaya V5U VPN Series
Check Point VPN-1
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Select Secure Computing Sidewinder from
the list. The Gateway Addressfield and the
gateway policy security option checkboxes
appear.

Enter the network address of your gateway in
the Gateway Addressfield.

Note: |If you have been given instructionsfor how
to fill in these fields by an administrator, follow
them.

Select Use Split Tunneling if you wish to
enable split tunneling. (For more
information, see “ Split Tunneling” on

page 31.)

Policy Name: policyname]

w Secure Computing Sidewinder
Gateway Address:

O Use 5plit Tunneling
O UsePerfect Forward Secrecy
B & Use Extended Authentication

Select Use Perfect Forward Secrecy if the option is desired. (For more
information, see “Perfect Forward Secrecy” on page 32.)

Note: Use Extended Authentication is selected by default and locked as required by the
Secure Computing Sdewinder gateways. When you connect to the gateway, you will be
asked for further authentication. For more information, see” Extended Authentication”

on page 32.

Tap the arrow icon to return to the Secure
Computing Sidewinder window.

Enter your group and user names into the
Group Name and User Name fields.

If you wish to store your user password, tap

Prompt in the Group Password field. This

opens the User password window. If you do
not wish to store your password, please skip

the following step.

Secure Computing Sidewinder

Group Name:

Group Password:

User Name:

IKE...
(Cons.. )(IPSec. )

000

Password:

Warning: Saved passwords
may result in
unauthorized access.
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11. Inthe Secure Computing Sidewinder

window, the Group Password field now

contains the value "Assigned". To delete or Group Name: drotpname
edit the password, tap Assigned, either leave |Group Password:
the field blank to delete or enter a new
password, and tap OK to return to the Secure
Computing Sidewinder window.

Note: You will be asked for the User Password
when you log in to the gateway.

12. Tapthe"IKE..." button to open the IKE

User Name:

IKE..
( DNS.. J( IPSec. )

Crypto Suite window. (For more a a
information, see “IKE Crypto Suite” on
page 36.)

13. Set your crypto suite settings by selecting your desired values from each of the
pull-down lists for the Group, Cipher, and Hash fields.

IKE Crypto Suite IKE Crypto Suite IKE Crypto Suite
Group: v [N Group: ¥ GRP1_DH-768 Group: ~ GRP1_DH-768
GRP2_DH-1024
Cipher: -« |GRP7_ECDH-163 Cipher: + [DES_CBC Cipher: ~ 3DES_CBC
3DES_CBC
Hash: ~ MD5 Hash: ~[__ | Hash: ~ {5
SHA
]

14. Tap the checkmark button to return to the Secure Computing Sidewinder
window.

15. Tapthe"DNS..." button to open the DNSwindow. If "Query DNS" is not
selected, further fields appear. (For more information, see “DNS’ on page 35.).

& Query DNS O Query DNS

Primary DNS
0.0.0.9

Secondary DNS
0.00.0

Domain Name

16. If directed to do so, deselect Query DNS and enter the primary and secondary
DNS addressesin the Primary DNS and Secondary DNSfields, and the domain
name in the Domain Name field.

17. Tap the checkmark button to return to the Secure Computing Sidewinder
window.
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18. Tapthe"IPSec..." button to open the | PSec

Crypto Suite window. (For more
information, see " PSec Crypto Suite” on Sui PP UL D536
uite: = =
page 37.) ESPIP_NULL_SHA-96
19. Openthelist of available crypto suites by ESPIP.DESNULL ¥
clicking the arrow beside the Suite field.
Select your desired crypto suite from the list.

20. Tap the checkmark button to return to the
Secure Computing Sidewinder window.

21. Tap the movianVPN tab at the top of the ]|
window to reveal the Options menu. Select SA Lifetime | _
SA Lifetime from the menu to set the SA e
lifetime value. User Password:
IKE...
( DNS.. )( IPSec.. )
06
22. Setthe SA Lifetime by selecting avalue SA Lifetime (Hrs)
from the list. For more information, see “ SA
Life” on page 37. -
23. Tap the checkmark button to return to the
Secure Computing Sidewinder window.

24a. (Standard Palm Devices) Tap Done. The
movianV PN application window appears. Tap the L ogin button to connect to the
gateway.

25. (Tungsten-C, Tungsten-T3 Devices) Tap the checkmark to return to the
Preferences window. Tap Done to begin using your device with the new settings.
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Creating a policy To create apolicy for aSymantec Power VPN gateway you will require the following
for a Symantec information:

(Axent) Power
VPN gateway .

Gateway |P address

Checkbox status for Split Tunneling and Perfect Forward Secrecy

User name and user password

Network, IKE Suite, DNS, and IPSec Suite settings

SA life setting

To create apolicy for a Symantec Power VPN gateway:

la. (Stanrdard Palm Device) Open the

1b.

3.

96

movianV PN application, and tap New to open
the Policy Entry window.

(Tungsten-C, Tungsten-T3) Select VPN from
the Preferences window, ensure that VPN is
set to enabled, and tap the "Tap to Add"
button. On the New VPN Account screen,
select movianV PN asthe type, and tap Next
to continue to the Policy Entry window.

Enter a name for the policy in the Policy
Name field.

Open thelist of gateways by tapping the
"Please select one" arrow. Select Symantec
Power VPN from the list. Checkboxes for
gateway policy options appear.

New VPN Account (1]

Type: ¥ movianVPN

movianV¥PN by Certicom provides
secure wireless access to corporate
network resources. Using the IPSec
standard, movianVPN works with
leading VPN gateways and wireless
networks so you can extend your
investment in VPN technology to
mobile employees.

Policy Name:

w Please select one
Gateway Address:

rPoIicy Entry

Policy Name: policyName

b Please select one

Alcatel Secure VPN Series
Avaya V5U VPN Series
Check Point VPN-1
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10.

Creating a Policy

Enter the network address for your gateway
in the Gateway Addressfield.

Note: If you were provided with values for these
fields by an administrator, please use them.

Select Use Split Tunneling if you wish to
enabl e this option. (For more information,
see “ Split Tunneling” on page 31.)

Select Use Perfect Forward Secrecy if you
wish to enable this option. (For more
information, see “Perfect Forward Secrecy”
on page 32.)

Tap the arrow button to open the Symantec
Power VPN window.

Enter your account name in the User Name
field.

If you wish to save your password as part of
your policy, tap Prompt at the User
Password field which opens the User
passwor d window. If you do not wish to save
your password, please skip the following

step.

Enter your password and tap OK to storeit,
or Cancel if you wish to exit without saving
your password. If you save your password,
the User Password field in the Symantec
Power VPN window contains the value
"Assigned". To delete or edit the password,
tap Assigned, then leave the field blank to
delete the password, or enter anew password.
Tap OK to save your changes.

Note: If you do not enter the password at this
time, you will be asked for it when you log in to
the gateway.

rPoIicy Entry

Policy Name: policyname

¥ Symantec PowerVPN
Gateway Address:

O Use Split Tunneling
O Use Perfect Forward Secrecy

0 0

User Name:

User Password:

(Network.. ) [ IKE.. )
( DNS.. )( IPSec.. )

000

Password:

Warning: Saved passwords
may resultin
unauthorized access.

-Symantec PowerVPN

User Name: username

User Password:

(Network..) ([ IKE.. )
( DNS.. )( IPSec.. )

0006
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11.

12.

13.

14.

15.

Creating a Policy

Tap the "Network..." button to open the
Networ k Properties window. (For more

Network Properties

Protected Networks

information, see “Network Properties’ on IP Address Subnet Mask
page 37.) 0.0.0.0] 0.0.0.0
Enter the IP addresses and subnet masksfor | 0.0.0.0 0.0.0,0
the primary and secondary subnets. 0.0.0.0 0.0.0.0

Tap the checkmark button to return to the
Symantec Power VPN window.

Tap the"IKE..." button to open the IKE
Crypto Suite window. (For more information, see “IKE Crypto Suite” on
page 36.).

Set your crypto suite settings by selecting your desired values from each of the
pull-down lists for the Group, Cipher, and Hash fields.

IKE Crypto Suite

(11T 4 GRP1_DH-768
GRP2_DH-1024
Cipher: - |GRP7_ECDH-163

Hash:

IKE Crypto Suite
Group: ¥ GRP1_DH-768

IKE Crypto Suite
Group: ~ GRP1_DH-768
Cipher: + [DES_CBC

3DES_CBC
Hash: ~

Cipher: ~ 3DES_(BC

Hash: ~ iP5
SHA

- MD5

16.
17.

18.

Tap the checkmark button to return to the Symantec Power VPN window.

Tap the "DNS..." button to open the DNSwindow. If Query DNS is deselected,
further fields appear. (For more information, see “DNS’ on page 35.).

If instructed to do so, deselect Query DNS and enter the primary and secondary
DNS addressesin the Primary DNS and Secondary DNSfields, and the domain
name in the Domain Name field.

™ Query DNS

O Query DNS

Primary DNS
0.0.0.9

Secondary DNS
0.00.0

Domain Name

19. Tap the checkmark button to return to the Symantec Power VPN window.

98
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20.

21.

22.

23.

24,

25.

26a

27.

movianVPN User’'s Guide

Creating a Policy

Tap the "I PSec..." button to open the | PSec
Crypto Suite window. (For more
information, see " PSec Crypto Suite” on

page 37.)
Set the value of the Suite field by sdecting
one of the crypto suite options from the list.

Tap the checkmark button to return to the
Symantec Power VPN window.

Tap the movianV PN tab at the top of the
window. The Options menu appears. Select
SA Lifetimeto configure the SA Lifetime
value.

Set the SA Lifetime by selecting avalue

from thelist. (For more information, see “SA

Life” on page 37.)

Tap the checkmark button to return to the
Symantec Power VPN window.

(Standard Palm Devices) Tap Done. The

IPSec Crypto Suite

Suite: w(ESPIP_NULL_MD5-96
ESPIP_NULL_SHA-96
ESPIP_DES_NULL ¥

SA Lifetin a:- userhame

User Password:

(Network.. ) IKE. )
( DNS.. J( IPSec. )

009

SA Lifetime (Hrs)

movianV PN application window appears. Tap the L ogin button to connect to the

gateway.

(Tungsten-C, Tungsten-T3 Devices) Tap the checkmark to return to the
Preferences window. Tap Done to begin using your device with the new settings.
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Running movianVPN

Overview: Running movianVPN

Running movianVPN is a simple process of:

« Loggingintothe VPN gateway

e Using the VPN gateway to access the VPN
» Logging out of the VPN
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Logging in to the gateway Running movianVPN

Logging in to the gateway

To successfully lo gin to the VPN gateway, the following must occur:

* movianVPN contacts the gateway

* You must supply further authentication if requested (for some gateways)
» Keyswill be negotiated and accepted

» You will belogged in to the gateway

Warning: When you are logged in to the gateway, the timed power off is disabled to prevent
the handheld device from powering off and inadvertently | osing the connection before you have
logged out from the gateway. If the handheld device is not connected to a power source, the

battery may be drained.
Contacting The Thelast policy used to log on to the gateway will appear as the default selection when
Gateway: you launch movianVPN. If you have more than one movianV PN policy available, to
Standard Palm select another policy tap the arrow to make the pull-down list appear, and tap the
Devices policy you want to use.

Note: If you are unsure which policy to select, ask your network administrator.
To log in the gateway:

Open the movianV PN application. m

Tap the movianV PN icon. The movianVPN
window will appear.

PolicyName:+

3. Thelast policy used will appear asthe default movianVPN™
sel ection when you launch movianV PN.
Select a different policy from the Policy New (Edit ) (Del )

Name pull-down menu, if desired.

(Login )  (Logout)

%
artic

4. TapLogin. The KE - Logging On window IKE - Logging on
appears and displays your connection
progress while connecting to the LAN or to a
Dial-up connection. Clearing previous session.

Note: The messages that appear in the Service Logging on with: cizco
Connection Progress dialog box depends upon
the type of connection.

Service Connection Progress

% Dialing ULIMet
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Contacting The
Gateway:
Tungsten C,
Tungsten T3

Authentication
and Key
Negotiation
(Standard Palm
Devices)

movianVPN User Guide

Running movianVPN Logging in to the gateway

For the Tungsten C, and Tungsten W devices, running movianVPN is dightly
different than with a standard Palm device. Running movianVPN is asimple process
of:

1. Ensurethat movianVPN isenabled, and you VPN
are using the correct policy for your gateway.

To verify that movianVPN isenabled, select | YPN: ¥ Enabled
Prefsfrom the Applications page, and select Rccount: ~ nortelVPN
VPN from the Preferences page to see the
VPN _preferenc&s page. In .thIS examp_l € the This VPN account will be used for all
VPN isenabled and the policy chosenisfor a f,iure network connections.
Nortel Contivity Series gateway.

Done ][ Help )

2. Launchyour network application, such as ~ Inbox
your e-mail client. movianV PN will m L
automatically be used to encrypt/decrypt
network traffic once you are connected.
When you close your network application,
movianVPN is aso shut down.

o M Support@palm.com 4:48p
Welcome

: New )( Get Mail ) (Display )

After movianVPN has contacted the gateway, depending on the gateway you may be
asked for further authentication. The type of authentication requested depends on the
gateway and the policy settings. If your gateway is configured to require extended
authentication, you will be asked for a password or passcode. Otherwise, you will not
be prompted to enter any further information.

Note: Please note that this section does not apply for Tungsten-C and Tungsten-T3 devices.

1. Enter your password or SecurlD passcode, if IKE - Logging on
you are requested to do so. _
Note: For information on changing your PIN, Enter password
see * Extended Authentication” on page 32 Mame: |

Reply:

Warning: Sawed passwords
rdy resultin
unautharized access.
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Running movianVPN

Tap the OK button. The gateway will
generate, exchange, and negotiate keys for
connecting. The IKE Status M essages
window displays your progress.

Warning: If you attempt to cancel at this stage, it
may not be effective. It is recommended you wait
until the button indicates OK for the connection,
tap the checkmark icon, and then logout from the
movianVPN window to ensure your session on
the gateway is properly closed.

Enter your user password if your gateway
reguires you to do so.

IKE Status Messages

Logging on with; cisco

Generating Kew ..

Exchanging Keys, pleaze wait...

When the connection is established, you are informed that | PSec is active, and the
Cancel button changes to OK . Tap the OK button to use your connection.

IKE 5tatus Messages

E:xchanging Keys, pleasze wait...

Megotiating, please wait...

Finizhed.

| IPSec now active |

IKE 5tatus Messages

Exchanging key:, please wait...
Megotiating, pleaze wait...

Finizhed.
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Changes to
movianVPN screen
when connected
(Standard Palm
Devices)
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Running movianVPN

Logging in to the gateway

When you are connected to the gateway, there will be changes to the movianVPN

window on your handheld device.

Note: Please note that these display changes do not apply to Tungsten-C and Tungsten-T3

devices.

Power off timer disabled

The movianVPN window adds a notification that
" Power off timer disabled" isin effect. Thisisto
prevent the handheld device from shutting down
automatically while you are still logged on to the
gateway. If your connection is closed before you
log out from the gateway, you may not be able to
log back in until the gateway’s automatic time-out
has logged you off.

Warning: If your handheld device is not attached to a
power source, the battery may be drained.

movianVPN secure connection icon

When movianVPN is not connected, thereis no
connection in the the movianVPN window.

After you have logged on to the gateway, alock
appears in the lower |efthand corner when the
movianV PN connection is secure.

PolicyName:+

movianVPN™

New (Edit )  ( Del )

(Login ]  (Logout)

s
fartic

PolicyMame: + Cisco

movianVPN™
[(Edit ] [ Del ]
[ Login ] [Logout]

|':ertic-:m|

PolicyMame: « cisco

movianVPN™

I:New:l

[ Edit ]

[ el ]

[ Login ]

[Logout ]

gg Fower off timer disabled |{grtic5
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If IPSec is disabled, the lock appears, but is

crossed out to show that the connection is not
secure. PolicyMame: * Cisco

movianVPN™

[(Edit ] [ Del )

|: Login :I |:L-:|g-:|ut:|

g:é Fower off tirmer disabled | farticom
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Troubleshooting
logging on to the
gateway

movianVPN User Guide

Running movianVPN Logging in to the gateway

If you experience difficulty while logging in to the gateway, review your policy and
connection type settings. If your settings have been provided to you by an
administrator, please ensure that they have been set correctly.

If after checking policy and connection type settings and reviewing the error messages
below you are still unable to log in, contact your administrator or support team.

Helpful hints

If movianVPN cannot negotiate a connection to the gateway although the settings
appear correct, check that the group name, group password and user name do not
have atrailing space after the entry.

If your dial-up connection is normally made from a particular location, such as
home or from the office, you may or may not be required to include a9 or make
other changesin the dialing number Verify that the dialing prefix for your
connection is accurate.

If your settings are correct but you cannot connect to your gateway, the gateway
may be down or inaccessible for some reason. You can ping the gateway to
determine whether it is available. For more information, see “ Appendix A: Using
the Diagnostic Tools’ on page 117.

Changes made to the gateway may result in afailure to establish aVPN tunnel. If
the gateway is available when pinged but you cannot connect, contact your
gateway administrator.

If you can connect to your VPN gateway but not download e-mail or reach another
server within the intranet, you can ping the server to determine whether it is
available. For more information, see“Appendix A: Using the Diagnostic Tools’ on
page 117. If you cannot reach the server, contact your support staff.

If you receive "No reply" as an error message, the gateway may be unavailable or
there may be too much delay and the gateway times-out the attempted connection.
Contact your support staff for more information.

movianV PN uses an auto-detect feature to detect the software driver for your
communications hardware. If movianVPN cannot detect the driver, it displays an
error message and attempts to use the serial port driver instead. movianVPN allows
you to turn off the auto-detect feature and explicitly select which driver you want to
use. See “Error messages’ on page 111.
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Ping (Standard
Palm Devices)

108

You may use the ping utility to determine whether you are able to connect to a

particular server. To ping a server:

1. TapthemovianVPN tab.

2. Open the Tools menu. Tap the Ping menu
item. The opens up the Ping window. Enter
the address of the server you wish to test
connectivity with, and tap the Ping button to
ping the server.

3. If you are unableto ping the specified server,
an error message is displayed.

4. A messageisdisplayed if you successfully
ping the server.

5. Tap the checkmark icon to exit the Ping tool.

FolicyMarne: v cisco

Address:

wwwintranet,cor

PolicyMarmne: + cisco

Address:

wwwintranet,cor|

ping wwwintranet.corn: Tirmeout
fd sec)

____Ping ______
Address:
10.5.1.1

ping 10.5.1.1: Successful
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Running movianVPN Logging in to the gateway

Ping (Tungsten-C,  You may use the ping utility to determine whether you are able to connect to a
Tungsten-T3 particular server. To ping a server:

Devices)

1. Fromyour Applications screen, tap the
movianVPN button.

2. Openthe movianVPN menu by either tapping About
the M enu button, or by tapping the Ping /P
movianV PN tab. gg

movianVPHN
(c) Certicom Corp. 2002-2003.

Protected by registered U.S.
and foreign patents.

Additional patents pending.
All rights reserved.

Version: 3.01 Build: 1058

www.certicom.com

3. TapthePing menuitem. Theopensupthe [T

Ping window. Enter the address of the server )
Address: (_Ping )
you wish to test connectivity with, and tap the ress

) . 197.38.8.13
Ping button to ping the server. 4

4. 1f you are unable to ping the specified server, [T
an error message is displayed. Address-
197,388,132

ping 197.38.8.132; Timeout (4 sec)
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5. A messageisdisplayed if you successfully (T
ping the server. Address:

10.5.1.1
ping 10.5.1.1: Successful
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Running movianVPN

Logging in to the gateway

While logging on to the gateway you may receive error messages such asthe

following:

Driver not found

If movianVPN cannot find the software driver for
your communications hardware, a dialog box
opens and a default driver may be used instead.

movianV PN allows you to disable the auto-detect
feature and explicitly select which driver you want
to use.

To select the driver, select Options then
Connection Type on the menu bar. Tap on the
arrow and select your driver from thelist. Tap the
checkmark icon to complete your selection.

You must shut down movianVPN and reset your
device for the change to take effect.

If you see the error message again, contact
technical support.

Not using movianVPN connection

If you have not set your connection to use the
movianV PN connection profile, you may
encounter an error message. If this occurs, ensure
that the Connection field in the Network
Settings->Preferences window is set to
movianVPN.

For moreinformation see“ Verifying your network
preferences (Standard Palm Devices)” on page 25.

No known driver found
defaulting to Serial

Connection Type

w|AUTO DETECT
Serial

IR
)
tl?.' M'instrel ¥

Warning: You are about
to disable IPSec!

YOLUR COMMECTION
WILL MOT BE SECURE!

11
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Dial-up connection fails

You may receive the following messages while connecting using dial-up:

Service Connection Progress S5ervice Connection Progress

Error: incorrect or )
busy phene number A Error: modermn not
{oxii103)} found {0x1106)

If the connection cannot be established you can:
e Check that the dial-up number is correct.
» Check that the physical connections have been properly made for the dia-up.

« Check that the handheld device is not currently connected to HotSync on your
computer.

» Check the connections properties for the dial-up options are correct.

» Contact your support staff for assistance and information. You may not have
logged out of the gateway during your last session, and the gateway automatic
time-out has not yet occurred.

LAN connection Fails

You may encounter error messages while
connecting to the gateway through a LAN.

Service Connection Progress

If the LAN connection cannot be established, you Error: PPP timeout
. {0x1231}

can:

« Check that the handheld deviceis not currently

connected to HotSync on your computer.

» Contact your network administrator for assistance and information. It is possible
that you may not have logged out of the gateway during your last session, and the
gateway’s automatic time-out has not yet occurred.

Password Request Appears Repeatedly

You may have entered the password incorrectly for Extended Authentication.

Authorization Failed

After entering your extended authorization password or code, you may receive a
message that negotiation has failed.

If the password or Securl D entered for Extended Authentication isincorrect,
authorization fails and the connection to the gateway will not be made.
* You may be entering the wrong password or additional code for your username.

* You may not have logged out of the gateway during your last session, and the
gateway automatic time-out has not yet occurred.

e Contact your administrator for assistance and information.
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Using movianVPN (Standard Palm Devices)

Once you have logged in to the gateway, you can begin working with the applications.
If you want to access the Internet outside of your VPN, you can deselect |PSec.

Working with Once you have logged in to the gateway, you will be able to access and download
applications information and utilize applications.

To access applications:

1. Select the desired program icon from the Palm OS window.

Disabling and | PSec protocol allows movianVPN to negotiate methods of secure communication for
Enabling IPSec authentication of identity, confirming data integrity, verifying data sources, and
selecting encryption functions.

While using movianV PN, you can select and deselect |PSec during your session with
the gateway. While | PSec is desel ected, you will be ableto access servers and websites
outside of the VPN, but you will not be able to reach computersinside the VPN.

On gateways which permit it, movianVPN also supports Split Tunneling. When split
tunneling is enabled, datawill be either encrypted or unencrypted depending on
whether it is being sent and received by the VPN or by el sewhere on the Internet. Split
Tunneling allows your to freely access the Internet and securely access the corporate
intranet at the same time. For more information see “ Split Tunneling” on page 31 or
contact your support staff.

Warning: While IPSec is deselected, your connection is not secure. Transmitted data is not
encrypted.

Disabling and enabling IPSec

I PSec can be disabled and enabled in movianV PN while connected to a gateway.
While IPSec is enabled, you will not be able to reach servers outside the VPN.

To disable or enable |PSec:

1.  Whileyou are connected to the VPN, in the fm Tools About

movianVPN window, tap the movianVPN Settings 75
tab. The Options menu appears. When you Connection Options o
are connected to the VPN, the IPsec entry Connection Type il
appearson the list. IPsec [ON]

. : . . Metwork Prefs a4
Note: While IPSec is enabled, a lock appearsin -
the bottom right hand corner of the window. LonnectionPrefs fﬂ

[ Login ] [Logout]

’“E'.‘.“E"
gé Power off tirner dizabled
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Select | PSec from the list. You will receive a

warning that |PSec is about to be disabl ed.

Warning: Your connection will not be secure and
data will not be encrypted.

Tap OK. When | PSec is disabled, the cloud
icon in the bottom lefthand corner has an X
through it.

To re-enable | PSec, tap the movianVPN tab
and select | Psec.

Warning: When IPSec is disabled your
connection is not secure. Data is not encrypted.

PolicyMame:» Cisco

movianVPN™

Warning: You are about
to disable IP5ec!

YOUR COMMECTION
WILL MOT BE SECURE!

PolicyName:+

movianVPN™

New (Edit )  ( Del )

(Login ]  (Logout)

s
fartic
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Logging out of the gateway

Logging out of the
gateway
(Standard Palm
Devices)

movianVPN User Guide

To log out of mavianVPN, you must logout of your session on the gateway and then
close your connection to your Internet Service Provider or to the wireless network.

Note: Depending on your account settings, if you do not logout of the gateway first, the server
will not close your session; until session is closed you will not be able to log back onto the
server. The server can be set to log you off automatically after a set time. More information can
be obtained from your support staff.

Note: If you are using a Tungsten-C or Tungsten-T3 device, you do not need to log out of the
gateway or close movianVPN, as these steps are unnecessary for your device.

Note: If you have already closed movianVPN, you can re-open the application and logout
before closing the connection.

To log out of the gateway:

1. TapthemovianVPN icon in the lower m
taskbar in the menu window

2. Inthe movianVPN window, tap the Logout | F @licyName:~

button. movianVPN™
Note: Confirmthat the Policy Name field
contains the active policy name. New (Edit ) (Del )

(Login ]  (Logout)

s
fartic

3.  ThelKE window will appear and display the IKE Status Messages
progress. of the logoff

4. When thelog off is complete, tap OK to exit

movianV PN. Logging off ...

f'ou hawe logged offl
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Closing
movianVPN
(Standard Palm
Devices)

116

To close movianVPN:

1. Tap the Exit button in the movianVPN
window.

2. Youwill be asked if you want to hang up.

3. Tap Yesto drop your connection and exit
movianVPN.

Note: If you close movianVPN before logging out of
the gateway, you can re-open the application and log
out.

PolicyName:+

movianVPN™

New (Edit )  ( Del )

( Login )

(Logout )

s
fartic

hang-up ?

moviany'PM - Exit

@ Would you like to
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Tools

Accessing diagnostic tools

Appendix A: Using the Diagnostic

The following diagnostic tools are available for movianVPN:

* Ping

* View IKE Log

* View IPSec Status

* View IP Packet Status

To access the diagnostic tools:

1. Inthe movianVPN window, tap the
movianVPN tab.

Open the Tools menu.

Tap the diagnostic tool you want to open.

movianVPN User Guide

Options R About

Ping 7P
Po| View ke Log <L

View IPsec Policy
View IPsec Status
View IP Packet Statistics

(New)  (Edit ) ( Del )

( Login ) (Logout]

!EIEI‘JIF!EI]
3!
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Ping (Standard Use Ping to determine whether you are able to contact a particular server. To ping a

Palm Devices) server:

Tap the movianV PN tab.

Open the Tools menu and select Ping from
the list. The Ping window appears.

3. Enter the|P address of the server you wish to
ping.

4. Tap Ping. The Ping window will display the
results.

o

FolicyMarne: v cisco

Address:

wwwintranet,cor

If the ping fails to reach the server, an error message will be displayed.

PolicyMamne:» PolicyMame: » cisco

Address: Address:

1.1.1.1 wwwintranet,cor|

ping 1.1.1.1; Error ping wwwintranet.corn: Tirmeout
4 zacy

6. Tap the checkmark icon to exit the Ping tool.
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Accessing diagnostic tools

Ping (Tungsten-C,  You may use the ping utility to determine whether you are able to connect to a

Tungsten-T3 particular server. To ping a server:

Devices
) 1. Fromyour Applications screen, tap the
movianVPN button.

2. Open the movianV PN menu by either tapping
the M enu button, or by tapping the
movianV PN tab.

3. Tap the Ping menu item. The opens up the
Ping window. Enter the address of the server
you wish to test connectivity with, and tap the
Ping button to ping the server.

4. 1f you are unable to ping the specified server, [T

an error message is displayed.

About
Pin 7P
g8

movianVPHN
(c) Certicom Corp. 2002-2003.

Protected by registered U.S.
and foreign patents.

Additional patents pending.
All rights reserved.

Version: 3.01 Build: 1058

www.certicom.com

[ _Ping |
Address:
197.38.8.139

Address:

197.38.8.132
ping 197.38.8.132; Timeout (4 sec)
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5. A messageisdisplayed if you successfully (T
ping the server. Address:

10.5.1.1
ping 10.5.1.1: Successful
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View Log The IKE log isused primarily for diagnostic purposes. It provides information on the
(Standard Palm steps taken in negotiating and exchanging keys.
Devices) Note: ThelKE log is cleared automatically when you exit the client and no information will be

available when you log in again.

Toview IKE Log:

Tap the movianVPN tab.

Tap Tools and select View |KE L og from the
list. The L og window appears.

; ; Initiating Aggrezsive Mode
Tap Clear to clear thelog, if desired. aiting for AV reply

Tap Done to close the window. Proceszsing Aggressive Made ...
Fhaze 1 finizhed

Megotiating Tunnel.

Initiating Quick Mode
Suspending i

!
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View IPsec Status

(Standard Palm
Devices)
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Appendix A: Using the Diagnostic Tools

I PSec Status can be used to confirm that atunnel is available and provide information.
Note: View IPSec Satusis only available while the VPN tunnel is up.

To view | Psec status:

Tap the movian VPN tab.

Tap Toolsand select View | PSec Satusfrom
the list. The | Psec Satus window appears.

Thiswindow provides status information on | lient FrivateF: 10.5.1.164
the handheld device and gateway.

3. Tap the checkmark icon to close the window

Gaateway [P 207 176222135
Client Public IP: 64.10.126. 158

MAT Port: 10000

Split Tunnel: enabled
Crypto Suite; ESPIP _30ES _MDE-96

Prirnary DS 10.5.1.12

Secondary DRS: 10.5.1.52

Crarnain Suffiz: test.certiconm.comm

Tirne Lirnit; 01:00:00

Tirne Connected; 00:11:36

The IPSec Status window provides the following information:

Field Information

Gateway IP VPN gateway server |P address

Client Public IP IP address supplied by ISP

Client Private IP IP address within the VPN

NAT Port If NAT isenabled

Split Tunnel If Split Tunnel is enabled

Crypto Suite Crypto Suite setting

Primary DNS DNS setting from VPN gateway or supplied by client
Secondary DNS DNS setting from VPN gateway or supplied by client
Domain Suffix In Palm OS, setting from VPN gateway or supplied by client
Time Limit SA proposal

Time Connected

Since tunnel established
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View IP packet | P Packet Statistics are used primarily for diagnostic purposes. The window provides

Statistics information on the amount of traffic passing through the tunnel, and its reliability.

(Standard Palm Your network support department may ask you to clear the statistics while debugging;

Devices) thiswould clear the statistics from previous communications, for example from a
previous VPN session or if you have been using the Internet before starting the VPN
tunnel.

Note: View IP Packet Satisticsis only available while the VPN tunnel isup.
To view |P Packet Statistics:

1. Inthe movianVPN window, tap the

movianVPN tab.

2. Tap Toolsand select View | P Packet

Satistics from thelist. The | P Packet Trenc 15 Rrdec 14

Satistics window appears. TH pass: GF R pass: 22
3. Tap Clear to clear information, if desired. THdrop: 0 R¥drop: 0
4. Tap the checkmark icon to close the window. T apr: 0 AV

The fiddsindicate the following information on

transmitted encrypted packets:
» Encrypted/decrypted

» Bypass: Sent without encryption
» Drop: Dropped from communication
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Appendix B: Troubleshooting
(Standard Palm Devices)

Setting Connection If you are having trouble receiving areply from your VPN gateway or ISP mobile
Options connection because of aweak signal or busy network, you can try adjusting the
socket options.

e Socket Retries option sets the number of times movianV PN will attempt to
connect.

e Socket Timeout option sets the time the system will allow before considering
each attempt to be afailure.

To set your connection options:

1. TapthemovianVPN tabin thetop m
toolbar of the movianV PN application

window. PolicyName: v
movianVPN™
New (Edit )  ( Del )

(Login ]  (Logout)

%
artic

Tools About

2. Openthe Options menu.

Connection Options .o
Connection Type Zt
IPsec Log [OFF]

Network Prefs sn
Connection Prefs 7C

(New)  (Edit )  ( Del

(Login )  (Logout)

)
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3. Sdlect Connection Options from the menu.

The Connection Options window appears. Socket Retries

4. Tap the arrow and select your connection E@
D S I B A I | 1 I T N B A B I §
0 5

type from the pull-down list.

5. Setthevaluesfor Socket Retries and Socket Socket Timeout (sec)
Timeout using the diders. IS
1 5 10 15

6. Tap the checkmark button to save your
values.
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Appendix B: Troubleshooting (Standard Palm Devices)

The following messages may also appear while you are logging in to the gateway.
Contact support for assistance and information.

Couldn't find Net Library!

This message appears when the client was unable to find the network library on the
system, normally caused by problems with the version of Palm OS being used.

Couldn't open Network Library!

This message appears when the client was unable to open an active PPP connection,
normally caused by problems with Internet connection. Check the connection without
the client.

Could not send()! Exiting.

This message appears when the client was unable to send data, normally caused by a
problem with the network connection. This could be caused by the connection
dropping or any of the socket errors (see below).

Failed to find/create IPsec SP database!

This message appears when the client was unable to find or create the I psec policy
database, normally caused by a problem with available memory on the device. It may
be caused by the database being corrupted and a flag being active that locks the
database. Contact your support staff for and assistance and information.

Failed to receive reply

This message appears when the client did not receive a response from the gateway,
normally caused by the gateway being unavailable or if the group 1D or password are
incorrect.

Negotiation Failed

This message appears when some part of the negotiation process failed. This may
occur if thereisapoor quality connection to the gateway. Check your policy settings.
If it happens repeatedly, contact your support staff for assistance and information.

Please contact your help desk.

This message appears after the connection fails. If it appears repeatedly after you have
attempted the troubleshooting described above in “ Troubleshooting logging on to the
gateway” on page 107, contact your support staff for assistance and information.
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Authentication

Cipher

Client software

Confidentiality

Digital signatures

DNS
Domain Name
System

Encryption
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Appendix C: Glossary of Terms

Authentication refers to the verification of the identity of communicating parties.

Ciphers are algorithms or mathematical functions used to encrypt data.
movianV PN uses Digital Encryption Standard (DES) or 3DES, where the
encryption is performed three times.

Client software is the software installed on your handheld device. It
communicates with the software installed on your gateway server.

Confidentiality isthe need to restrict access to information to people with the
appropriate authorization. This need istypically addressed by encryption, which
restricts access to information to people possessing the correct key.

Digital signatures provide aform of authentication, confirming the identity of
communicating parties and acting as a legally binding signature.

Domain Name System (DNS) settings are used to identify particular computers or
parts of the network.

Encryption is the process of converting atext or other communication into a
coded format which cannot be read by other parties unless decrypted. Encryption
and decryption relies on shared keys.
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Extended
Authentication

Gateway

Hash Numbers

IKE
Internet Key
Exchange protocol

IPSec

ISP
Internet Service
Provider

Key
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Extended Authentication (XAUTH) insertsanew level of security in the middle of the
IKE (Internet Key Exchange), after the device authentication. A prompt asking for the
User Name and Password or another form of additional authentication appears when
you log onto the gateway.

If you answer the prompt correctly, the second security set-up phase continues.
Extended Authentication can be used to require an additional password or code,
depending on the type of gateway.

A gateway isthe server which recognizes and authenticates a user attempting to access
aVPN.

Hash numbers confirm that communicated data has not been changed during
transmission. A hash number is generated for a particular set of data's characteristics,
and sent along with the communication. When the communication is received, the
hash number is generated again in the same way, and the results compared to the
original hash number.

Part of the IPSec protocol, allows communicating parties to negotiate methods of
secure communication—such as how the partieswill authenticate themselvesinitially,
which hash functions will be used to confirm dataintegrity, or which forms of
encryption will be used.

Developed by the Internet Engineering Task Force (IETF), IPSec protocol isa
framework of open standards that provides flexible network security, providing
confidentiality, data integrity, and data source verification for any application using
the network. A protocol is a series of clearly-defined, agreed upon steps that are
followed by all partiesin an interaction.

A company providing dial-up connections to access the Internet.

A key isused to encrypt and decrypt a communication so that it cannot be read by any
parties except the sender and intended receiver.
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Personal Digital
Assistant

Policy

SA

Security
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Split Tunnelling

Tunnel

VPN
Virtual Private
Network
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Perfect Forward Secrecy is designed to keep previoustraffic locked in the past. Thisis
accomplished by executing the key exchange twice, using the same key material.
Using Perfect Forward Secrecy prevents the compromise of the secret keys.

Perfect Forward Secrecy creates new keys for each step of the Internet Key Exchange
(IKE). Negotiation of the connection will take longer.

Personal Digital Assistants (PDAS) are handheld personal computing devices.

A policy contains the settings used by movianVPN to contact and negotiate access to
aVPN. The policy includes information on making a connection; negotiating
authentication and key exchange; and encryption protocols.

A limited-lifetime statement of the negotiated security policies between the
communicating devices, such as session keys and agreed encryption algorithms. SA
Lifetime provides an automatic time-out from a session with a gateway.

Split tunneling is a method used by the VPN server to decide which traffic to send
through an encrypted tunnel. Traffic sent to or from the VPN is encrypted, while other
traffic goes directly through the | SP to or from the internet. Split tunneling secures
sensitive VPN traffic, while allowing less sensitive material to flow normally.

When you select Split Tunneling, packets of data headed to inside the VPN will still be
encrypted and forwarded. Packets that are not directed to inside the VPN will not be
encrypted, nor isthereply.

A tunnel is created to securely send encrypted information directly from one computer
to another.

A Virtual Private Network or VPN is used to provide secure, encrypted
communication between specific computers on awider network.
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Appendix D: Information
worksheet

Information required for client configuration

movianVPN User Guide

The following information will be required as you create the policy for the
gateway. The information must be entered in afield, selected from a pull-down
list, or selected/deselected using checkboxes.

Not al fields will apply for your specific gateway.
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Information required for policy creation
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Field, Checkbox or Button

Required

Information/Action

Policy Name

Gateway Type (Please select one)

Gateway IP Address

Split Tunnelling

Perfect Forward Secrecy

Extended Authentication

DNS checkbox

Primary DNS:

Secondary DNS Group:

Domain Name:

Group:
IKE Suite Cipher:

Hash:
Group Name

Group Password

User Name

User Password

User Passcode (SecurlD)

Network Properties

Primary Subnet IP Address:

Primary Subnet Mask:

Secondary Subnet IP Address:

Secondary Subnet Mask:
Tertiary Subnet IP Address:
Tertiary Subnet Mask:
IPSec Suite
SA Lifetime

Options > Connection Type

Options > Dial-up RAS entry
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Appendix E: Installing a
movianVPN License

To obtain alicensed copy of movianVPN, visit http://www.certicom.com and
contact one of our channel partners.

When you have the installer for the licensed version of movianVPN, follow the
steps bel ow.

1. Onyour PC,clickonthe T |
licenseicon to start the

instaler. Theinstall
screen appears.

Welcome to the installation program.

The installation program will install the to your device via
the 'sync' application on your PC.

1D SYPN-0000004ABBCCDD (pack 011203

< Bach Cancel

2. Click Next. Thelicense

agreement screen will Hoense Aseoment
Pleaze read the following license agreement carefully.

Press the PAGE DOWN key to zee the rest of the agreement.

License Agreement for Ceticom's movianPM[tm) client. i’
'O SHOULD CAREFULLY READ THE FOLLOWING LICENSE AGREEMENT

BEFORE DOWMNLOADING OF INSTALLING THIS SOFTWAR

This software, any printed, training materials, any on-line or electromc documentation, and

any and all copies and derivative works of such software and materials, including its newer
wersions (the ""Software™] are the copyrighted wark of Certicom Corp. ['Certicom™]. Any

and all uze of the Software is governed by the terms of the License in which You, a3

licensee, select, and which is provided below ['License"]. All ights not expressly granted

in thiz License are rezerved by Certicom. The Software iz solely for uze by end users
acocording bo the terms of the License. Any use, reproduction of redistibution of the LI

Do you accept all the terms of preceding License Agreement? |f you choose Mo, the setup wil
close. To install the movian'PH license, you must accept this agreement.

[ rigtalEtield

< Back Yes

1=
o
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3. Click Yesto accept the
license.

InstallS hield Wizard

License Installation Complete

The installation of the license iz complete, and will be uplaaded
to pour device the next Hot-Syne

< Back

Catize! |

About license

4.  Whenyou HotSync, the
new license will appear on your device.

T
Tap movianVPN in the upper toolbar movianVPN
and tap About License in the toolbar Licensed To:
that appearsto view the new license. Certicom
Movian

No_Licenses Days Remain
1 327

(0K ] (Details..)
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key, 6

AvayaVSU VPN Series gateway, 45
policy, 45

C

Check Point VPN-1 gateway, 49
policy, 49
checkboxes
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Cipher (IKE Crypto Suite), 36
Cisco Unity with Cisco 3000 v3.0 gateway, 53, 88
Cisco VPN Concentrator 3000 gateway
policy, 57
Unity policy, 53
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supported, 7
creating policies, 27

D
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View IP Packet Statistics, 123
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G

gateway

accessing, 6, 27

creating policies, 27

DNS query, 35

IPSec, 34

policies, 27

policy settings, 35

server modes, 35

settings
DNS, 35
Extended Authentication, 32
IKE Crypto Suite, 35, 36
IPSec Crypto Suite, 35, 37
Network Properties, 35, 37
Perfect Forward Secrecy, 32
SA Life, 37
Split Tunneling, 31

Split Tunneling, 31

gateway servers, 3
accessing, 6

gateways
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Alcatel Secure VPN Series, 41
AvayaVSU VPN Series, 45
Check Point VPN-1, 49

Cisco Unity with Cisco 3000 v3.0, 53, 88
Cisco VPN Concentrator 3000, 53, 57

Intel Netstructure Series, 70
Lucent Brick Firewall VPN, 74
Netscreen Series, 61, 78
Nortel Contivity Series, 83
policies, 27
Radguard clPro gateway, 66
Secure Computing Sidewinder, 92
Symantec Power VPN, 96

Group (IKE Crypto Suite), 36

H

handheld devices
connectingto VPN, 4
Hash (IKE Crypto Suite), 36
hash numbers, 36
HotSync, 11
to install movianVPN, 11

IKE Crypto Suite, 36
Cipher, 36
Group, 36
Hash, 36

instalation, 10, 11
on handheld device, 11
synchronizing your device, 10, 11
uninstalling, 21

Intel Netstructure Series gateway, 70
policy, 70

intranet VPN, 3

IP Packet Statistics, 123

IPSec, 4, 34, 113
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using, 34

IPSec Crypto Suite, 37

IPSec Status, 122

K

keys
authentication, 6
encryption, 6
exchange protocols, 36
IKE Crypto Suite, 36

L

licensing, 12, 16, 20
evaluation, 20
license agreement, 12, 16
license type, 20
Lucent Brick Firewall VPN gateway, 74
policy, 74

M

movianVPN, 6
client software, 6
getting started, 23
installation requirements, 9
installing, 10, 11
license agreement, 12, 16
licensing, 20
overview, 1
policies, 6, 27
support, 20
system requirements, 9
uningtaling, 21
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N

Netscreen Series gateway, 61, 78
policy, 61, 78

Network Properties, 37

Nortel Contivity Series gateway, 83
policy, 83

0

overview
getting started, 23
movianVPN, 1

P

passcode, 32
changing, 33
passwords
Extended Authentication, 32
Perfect Forward Secrecy, 32
key, 32
PIN code
SecurlD, 33
Ping, 118
policies, 6
checkboxes
editing, 34
creating, 27

Alcatel Secure VPN Series, 41

AvayaVSU VPN Series, 45
Check Point VPN-1, 49

Cisco Unity with Cisco 3000 v3.0, 53, 88
Cisco VPN Concentrator 3000, 53, 57

Intel Netstructure Series, 70

Lucent Brick Firewall VPN, 74

Netscreen Series, 61, 78
Nortel Contivity Series, 83
Radguard clPro, 66
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Symantec Power VPN, 96
Extended Authentication, 32
Perfect Forward Secrecy, 32
required information, 133
settings
DNS, 35
Extended Authentication, 32
IKE Crypto Suite, 36
IPSec Crypto Suite, 37
Perfect Forward Secrecy, 32
SA Life, 37
Split Tunneling, 31
Split Tunneling, 31
verifying, 31

R

Radguard clPro gateway, 66
policy, 66

remote access VPN, 3

S

SA Life, 37
Secure Computing Sidewinder gateway, 92
policy, 92
SecurlD, 33
changing passcodes, 33
PIN codes, 33
tokencodes, 32
Security Association (SA) Life, 37
servers
gateway, 3, 6
Split Tunneling, 31
overview, 31
support
reaching, 20
Symantec Power VPN gateway, 96
policy, 96
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synchronizing devices, 11
toinstall movianVPN, 11

system requirements, 9

T

tokencode
SecurlD, 32

tunneling, 3, 4

U

uninstalling
movianVPN, 21

'

verifying
policies, 31

version number, 18
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View IKE Log, 121

View |P Packet Statistics, 123

View |PSec Status, 122

Virtua Private Network. see VPN

VPN, 3

W

wireless and handheld devices

accessing, 6
extranet, 3

forms, 3

gateway access, 6
gateway servers, 3, 6
intranet, 3

overview, 3

remote access, 3
tunneling, 3, 4
using, 3

wireless and handheld devices, 4

connecting to VPN, 4
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